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Abstract. Cryptography is essential tool to protect data, information in computing system. In 

worldwide, billions of people using this cryptography methods in daily basis because It used 

the protect data. By and large the size of information imparted in web applications is 

developing and is in Peta-bytes and Exa-bytes. The customary security frameworks can't give 

successful insurance and confirmation to these sorts of informational collections. To over this 

issue in this work we have proposed a new cryptography algorithm RBJ25 with the matrix 

order N. This proposed algorithm contains three parts. In the first part based on the column 

operation of the matrix. In the second part secrete key generation and in the last part has five 

sub part to protect the information which will be discuss in detail in implementation part. 

Similarly in the decryption has three reverse parts. Finally, this algorithm is implemented and 

compared with traditional algorithms like AES and ChaCha20. 
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1. Introduction 

Today’s data need more security is very important to all the areas in the world. For example, bank 

analysed data, social media analysed data, personal storage data, credit and debit card analysed data, 

and machine learning algorithm prediction data [13]. Now we discuss and find the various attacks and 

how this attacks are used. The first method discuss about fault attack of ChaCha, and it is used to 

rotate the XOR. The second method discuss about freestyle method, and it is used to different texts are 

key, nonce, and messages. The third method analysed the bricklayer attack. The fourth method attack 

is fault injection attack. This attack used to counting the block and added the matrix. The fifth method 

attack is hash function Double A. This function has two processes such as column process and row 

process. The sixth method attack is ann addition rotation XOR provide the high security. These 

methods are existing attacks of this paper. Finally, the final method is ChaCha20/4 process, and it is 

quarter round process and each process is southeast diagonal process, and provide tiny bit data 

security. To overcome this drawback, to proposed new algorithm Rajaprakash Bagathbasha 

Jaishankar25 (RBJ25) in this current work.  

2. Related work 

This part should contain sufficient detail so that all This author talks about fault attack of the 

additional rotations XOR for ChaCha family. This family analysis the variance fault attacks on 

ChaCha without resorting of the data [1]. Author introduced the method of Freestyle. This method has 

used different cipher texts are key, nonce, and message, and also introduced the new concept is hash 
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based halting conditions and key guessing [2]. They analysis the side channel analysis for ChaCha. 

This analysis used to leakages related to the accesses of memory, and they are introduced the 

bricklayer attack [3].  They proposed fault injection attack on ChaCha and Salsa20 ciphers. This 

ciphers used to initialize the matrix, make a key, counting the block, nonce, and added the matrix [4]. 

This author discussed the hash function Double A. This function has two rounds. The first round is 

column round and it has three process. The first process is addition, second process is rotation of 

constant, and rotated XOR.  The second round is row round and it has three process. The first process 

is addition, second process is rotation of constant, and rotated XOR [5]. They discussed about Salsa20 

stream ciphers is ann addition rotation XOR. This cipher used for high security [6]. This author 

analysis the “Double A hash function” of the security for Salsa20 [7]. They analysis the power 
analysis attack and correlations power analysis for the vulnerability of Salsa20. The best attack is 

power analysis attack [8]. They are mainly studied the design and implementation of constant time 

web assembly. This design is fast and flexible to implement the secure algorithms [9]. They generalize 

the notion of probabilistic neutral bits to probabilistic neutral vectors, and the set of probabilistic 

neutral vectors is no smaller than that of probabilistic neutral bits. It is used to find and improved the 

key recovery attacks on reduced the round of Salsa20 and ChaCha [10]. SRB21 methodology are 

proposed by Somasundaram Rajaprakash Bagahbasha21 and they mainly discuss the prime numbers 

of the secret key [11]. SRB18 is mainly discuss about the protection of the twitter analysed data [12]. 

3. Methodology 

The proposed methodology RBJ25 with the matrix of order N by N. The proposed algorithm has three 

processes. The first process is column operations in the matrix. The second process is secret key 

multiplication in the matrix. The third process has five processes. The first process is analyze the 

possible prime numbers in the given matrix. The second process is apply the possible prime number in 

quadratic equations in the given matrix. The third process is to merge all numbers into a single row. 

The fourth process is to form a pair from left to right side from third process. The fifth process is to 

swap the cell values with the help of pair from the given matrix.  

RBJ25 algorithm  

3.1. RBJ25 algorithm 

3.1.1. RBJ25 encryption algorithm 

RBJ25 encryption algorithm consists of eight steps. 

Step 1:  

 

numberscolumnismnicolumnsisC

matrixencryptedcolumnisCAWhere

CCCA mnii

&,,

,

)( 

     (1) 

Step 2: To multiply the secret key in the matrix A. 

A = ek.A         (2) 

where A is matrix, ek is encryption key. 

Step 3: To analyse the possible prime number in the given matrix. 

Step 4:     

numbersprimepossiblearecandba

matrixencryptedisEMWhere

aacbbEM

,,

,

2/42 

     (3) 

Step 5: To merge all the numbers into a single row. 

Step 6: To form a pair of numbers from left to right from Step 5. 

Step 7: Each and every pair should swapped cell values from the given matrix.  
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3.1.2. RBJ25 decryption algorithm 

RBJ25 decryption algorithm consists of seven steps. 

Step 1: To analyse the possible prime number in the given matrix. 

Step 2: 

numbersprimepossiblearecandba

matrixdecryptedisDMWhere

aacbbDM

,,

,

2/42 

     (4) 

Step 3: To merge all the numbers into a single row. 

Step 4: To form a pair of numbers from right to left from Step 3. 

Step 5: Each and every pair should swapped cell values from given matrix.    

Step 6: To divide the secret key in the matrix A. 

A = A/dk         (5) 

         where A is matrix, dk is decryption key. 

Step 7: 

 

numberscolumnismnicolumnsisC

matrixencryptedcolumnisCAWhere

CCCA mnii

&,,

,

)( 

     (6) 

3.2. Working of RBJ25 encryption algorithm 

 The propose RBJ25 algorithm developing from RB20 method. 

A=

















987

654

321

 

where A is analysed data matrix. 

 By applying equations “(1)”  

A=

















789

456

123

 

 By applying equations “(2)” and ek=5 

A=

















354045

202530

51015

 

 

 By applying equations “(3)” 

Step 1: a=2, b=3, c=7 

Step 2: 2*2/)7*2*433( 2 EM  

 4/)5693( EM  

 4/)473( EM  

 4/)85565.63( EM  
Step 3: Finally, EM = 36855654  

Step 4: Pair of numbers (3, 6), (8, 5), (5, 6) and (5, 4). 

Step 5: The 1
st
 pair number (3, 6) should be swapped in the given matrix and this matrix represented 

start from 0, 1, 2, 3, 4, 5, 6, 7, 8 and 9
th
 cell number is 9-1. 
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FPN=

















354030

202545

51015

 

where FPN is first pair number 

 

 The 2
nd

 pair number (8, 5) should be swapped from FPN matrix. 

SPN=

















204030

352545

51015

 

where SPN is second pair number 

 

 The 3
rd

 pair number (5, 6) should be swapped from SPN matrix. 

TPN=

















204035

302545

51015

 

where TPN is third pair number 

 The 4
th
 pair number (5, 4) should be swapped from TPN matrix. 

FoPN=

















204035

253045

51015

 

where FoPN is fourth pair number 

 

 Finally, the original matrix could be encrypted successfully.  

3.3. Working of RBJ25 decryption algorithm 

A=

















204035

253045

51015

 

where A is encrypted data matrix. 

 By applying equations “(4)” 

Step 1: a=2, b=3, c=7 

Step 2: 2*2/)7*2*433( 2 EM  

 4/)5693( EM  

 4/)473( EM  

 4/)85565.63( EM  
Step 3: Finally, EM = 36855654.  

Step 4: Pair of numbers (4, 5), (6, 5), (5, 8), and (6, 3). 

Step 5: The 1
st
 pair number (4, 5) should be swapped in the given matrix and this matrix represented 

start from 0, 1, 2, 3, 4, 5, 6, 7, 8 and 9
th
 cell number is 9-1. 

FPN=

















204035

302545

51015
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where FPN is first pair number 

 

 The 2
nd

 pair number (6, 5) should be swapped from FPN matrix. 

SPN=

















204030

352545

51015

 

where SPN is second pair number 

 The 3
rd

 pair number (5, 8) should be swapped from SPN matrix. 

TPN=

















354030

202545

51015

 

where TPN is third pair number 

 

 The 4
th
 pair number (6, 3) should be swapped from TPN matrix. 

FoPN=

















354045

202530

51015

 

where FoPN is fourth pair number 

 

 By applying equations “(5)” and dk=5 

FiPN =

















789

456

123

 

where FiPN is fifth pair number 

 

 By applying equations “(6)”  

FiPN =

















987

654

321

 

A =

















987

654

321

 

 
Finally, the encrypted matrix could be decrypted successfully. 

4. Performance analysis 
The performance analysis of the proposed RBJ25 cryptographic encryption algorithm compared with 

Traditional AES algorithm and existing ChaCha algorithm as shown in the Table 1.  
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Table 1. RBJ25 Encryption Performance 

File size in bytes ChaCha AES RBJ25 

24 1.69 1.225 2.2 

76 1.29 1.852 2.6 

111 1.09 2.858 3.4 

312 2.73 1.764 4.5 

822 2.64 3.179 5.3 

1531 3.4 2.039 5.5 

6580 2.27 3.221 6.8 

 

Table 1, the performance of the RBJ25 encryption algorithm compared with salsa and AES. The figure 

1 shows the performance analysis of the RB25 encryption algorithm presented when compared with 

ChaCha and Traditional AES algorithms. 

 

 
Figure 1. Encryption speed of RBJ25 algorithm compared with ChaCha and AES 

 

 The performance analysis of the proposed RBJ25 cryptographic decryption algorithm compared 

with Traditional AES algorithm and existing ChaCha algorithm has been presented in the 

Table 2.  

 Table 2, the performance of the RB25 encryption algorithm compared with ChaCha and AES. 
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Table 2. RBJ25 Decryption Performance 

File size in bytes ChaCha AES RBJ25 

24 1.66 1.21 2.12 

76 1.25 2.12 2.47 

111 1.06 2.84 3.29 

312 2.64 1.72 4.44 

822 2.59 3.17 5.18 

1531 3.34 2.29 5.28 

6580 2.21 3.20 6.68 

 

 The figure 2 shows the performance analysis of the RB25 decryption algorithm presented when 

compared with ChaCha and Traditional AES algorithms. 

 

 
Figure 2. Decryption speed of RBJ25 Algorithm compared with ChaCha and AES 

5. Discussion & conclusion 
Today’s data need more security is very important to all the areas in the world. For example, bank 
analysed data, social media analysed data, personal storage data, credit and debit card analysed data, 

and machine learning algorithm prediction data. To overcome these problem to apply the ChaCha 

method. This method done only encryption speed with tiny bit data security. So we proposed novel 

algorithm is RBJ25, it has  three part proposed algorithm each layer carrying out some operations in 

the encryption and decryption part to increase the resistance of the algorithm in such a way that the 

protection of the data is increased along with effective authentication. Finally the proposed algorithm 

is implemented using Python and analysed through comparison with traditional AES algorithm and 

chacha20 security algorithm. In the future, to add the prime factors operations of the data security in 

the RB26 method for upcoming journals. 
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