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ABSTRACT
Encryption is one of the techniques that ensure the security of images used in various domains like
military intelligence, secure medical imaging services, intranet and internet communication, e-banking,
social networking image communication like Facebook, WhatsApp, Twitter etc. All these images travel
in a free and open network either during storage or communication; hence their security turns out to
be a crucial necessity in the grounds of personal privacy and confidentiality. This article reviews and
summarizes various image encryption techniques so as to promote development of advanced image
encryption methods that facilitate increased versatility and security.
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INTRODUCTION
Digital images have crossed the point of being used just as a famous pastime and are now occupying
a significant part of our current communications. The proliferation in technology has driven a
plethora of hand-held electronic devices and advanced personal computers to be the inevitable style
of communication for progressively large portions of the population. Camera phones, digital cameras,
etc., have made taking, processing and sharing of photos nearly instantaneous, leaving the way for
digital images to emerge into an unavoidable element in hi-tech communications. Cloud has provided
a feasible manner for facilitating storage of all these images and their use has still been enhanced by
applications like Twitter, Facebook, WhatsApp, etc. The digital images carry the sensitive information
of individuals, organization from one region to target place. The image domains range over diverse
fields – medical images, satellite images, biometric images, scanned documents etc., each with special
characteristics pertaining to the domain. These images bear equivalent proximity to numerous security
attacks just like the regular data and information.
The statement “information at rest” is misrepresentative in the current sense. In this age of
cloud and virtualization of everything – from storage to applications to infrastructure, information
very hardly has time to “stay at rest” since it is frequently being called on for use. Further to that,
the strengthening advancement, commitment and sophistication of hackers, demand for new and
effective ways to secure data.
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Initially encryption was considered to be highly cumbersome to implement and use as well as
time consuming but currently it is looked upon as the real solution. Researchers have made huge
advances in how they apply encryption, shedding away the complexity of the technology, however
sustaining security.
Image Encryption
The digital images carry the hypersensitive information of individuals, government and corporate
sectors during their expedition in the cyber space – from the storage space to the user’s device and vice
versa. Most of these images, either personal or organizational, demand a proper security mechanism
to provide the required protection. Hence this service of securing the images is expected to operate
in the application layer of the network guarding the transmitted image against unsolicited disclosure
as well as protecting the images from illicit alterations during transit. The security techniques include
several aspects like authentication, copyright protection, confidentiality and access control. Three
popular ways to protect digital images from unauthorized eavesdropping are encryption, steganography
and watermarking (Balasubramanian, Selvakumar, & Geetha, 2013), (Cox, Miller, Bloom, Kalker, &
Fridrich, 2007), (Uhl, Pommer, & Uhl, 2004). Among these three techniques, encryption has become
one of the major tools to provide high level of security. It deals with the content confidentiality and
access control while authentication and copyright protection are handled by watermarking techniques
and confidentiality is addressed by steganography techniques (Geetha, Kabilan, Chockalingam, &
Kamaraj, 2011). However, a critical perspective that holds the users against the use of traditional text
encryption algorithms for image encryption stems from two reasons. The first one is the far exceeding
ratio of the image size to the text size, which introduces intolerable time consumption to encrypt the
image data. Secondly, image has some natural characteristics which are absent in the text data, that
complicates the same encryption procedure.
Digital images demonstrate unique characteristics such as high redundancy and exhibit high
correlation among pixels and they are huge in size. Further different imaging applications have varying
needs, like preservation of image consistency, performing image compression for transmission and
real time processing systems etc. The conventional text encryption algorithms are not designed to
make use of it or they lack improvements in the algorithms catering to these innate characteristics.
Owing to these factors, the researchers have designed and developed significant amount of image
encryption algorithms, which are the focus of this paper.
Image encryption deals with the set of techniques that convert images between intelligible and
unintelligible forms. Image encryption is the course of transforming the image into another unreadable
form (which is almost a noisy 2D signal) so that only an authorized recipient can reconstruct the
image and get the information in it. The forward way of converting image to unreadable form is called
as encryption while the reverse process is called as the decryption. The original image is called as
plain-image while the unreadable image is called as cipher-image.
Important Terminologies
Basic terminologies of image encryption are
•

•

Plain Image: Visual forms of the image and commonly referred as the original image. The one
of the inputs to the image encryption system is plain-image and it is a two-dimensional (2D)
array of pixel intensity values. The pixels are mathematically referred as g(x , y ) , which denotes
the pixel value at a given point in the plain - image, where x and y are the row and column of
the image, respectively.
Key: The secret value used for image encryption and decryption process and its main motto is to
secure the image from the intruders. It is held by the sender and the intended recipient. Longer
the key, more secure the encryption process is.
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Figure 1. Basic encryption system

•
•
•
•
•

Public Key: The secret value used by the sender for image encryption process alone. This key
is made known to the receiver through many forms like posting in the key-server, e-mails etc.
Private Key: The secret value known only to the receiver and is used for decryption of the
cipher-image. Confidentiality of the private key is the responsibility of the receiver.
Cipher Image: The output of the encryption process and the input to the decryption process.
Both the plain-image and cipher-image are of same size. It is totally in an unreadable format and
bears zero resemblance with the plain image.
Image Encryption: Process of transforming the plain image into the cipher image with the key/
public key as input for facilitating the unreadable property.
Image Decryption: Reverse process of transforming the cipher image into the plain image with
the key/private key as input.

Basic Encryption System
The entire image encryption system shown in Figure 1 can be described by
•
•
•
•

A set of plain-images
A set of cipher- images
A set of keys
A set of encryption and decryption algorithms
Any image encryption algorithm is designed with the following three primary goals:

1. 	 Confidentiality: The property that the image is not made available or disclosed to adversaries
2. 	 Integrity: The property that prevents others from tampering the image data
3. 	 Authentication: The substantiation that the sender of the image is claimed
The image encryption algorithms achieve these goals generally by curtailing the correlation
among the plain image pixels with the use of a secret key while not leaking any information regarding
the plain-image and the key. Depending upon the key employed for encryption, the systems fall into
two classes typically – symmetric and asymmetric encryption systems.
Symmetric Image Encryption
The symmetric cryptosystem is regarded as the typical form of conventional encryption system. In
symmetric image encryption, an encryption operation e(•) takes the plain – image P , key K as
the input parameters and produces the ciphered image C as output. Contrarily, the decryption
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Figure 2. Symmetric image encryption scheme

operation d(•) takes the cipher-image C , key K as the input parameters and produces the plain
image P . The entire process is shown in in Figure 2.
The symmetric image encryption e(•) is given as
C = e(P, K )

(1)

The symmetric image decryption d(•) is written as
P = d (C , K )

(2)

Asymmetric Image Encryption
This cryptosystem, cited as public-key image encryption, an encryption method e(•) takes the plainimage P and public key K1 as input parameters, shown in Figure 3.
C = e(P, K 1 )

(3)

The reverse decryption process is depicted as
P = d (C , K 2 )

(4)

where K 2 is the private key. The public and private keys are used in the role of the image encryption
and image decryption keys, subsequently. Sender holds and maintains the public key K 1 while the
maintenance of the private key K 2 is the receiver’s responsibility. Table 1 compares both the schemes
on various criteria.
Applications of Image Encryption
Image encryption systems are developed for many applications. The increase in the use of digital images
in diverse and distinct areas such as medical, satellite, military, education, science, art, engineering,
entertainment is contributed to the cloud enabled storing and sharing of the images. Among others,
the following applications are more common:
•

Medical Images: A medical image consists of two components: (i) Nominative data header
which includes the patient information like name, age, gender, etc. that requires the confidentiality
and authenticity; (ii) Anonymous image body which holds the more sensitive data that requires
the image integrity and confidentiality. The security idea is to encrypt both the nominative data
header as well as the anonymous image body before storing in the cloud or transmitting over
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Figure 3. Asymmetric image encryption

•

•

•

the network. The encryption algorithms used for data and images will vary and are supposed to
be highly robust to any type of cryptanalysis attacks.
Biometric Images: Images used in systems for identifying an individual and is stored in the
database. Faces, fingerprints, palm-prints, irises, etc., are image-based biometrics, which are
prone to numerous attacks like fabrication, tampering etc. The security idea is to encrypt the
images so that the adversary gets no clue about the original biometric templates and hence cannot
attempt fabrication and other similar attacks.
Personal Images: Individual’s images from movies, historic events, personal needs etc. need the
image encryptions. Social networking sites also allow proliferated sharing of images and there
are a lot of chances to forge these freely available images and misuse them. A system that permits
only the genuine users to share and use the images can be developed using encryption techniques.
Satellite Images: These are special categories of images that are referred as Satellite Aperture
Radar (SAR) images. They carry vital information of the nations, space, resources like mineral
ore, fuel etc., and are propagated over the space from the satellites down to the earth stations. On
top of the other security coding strategies, encryption of those image content in the satellite and
transmitting the cipher image will prove beneficial especially in this age of global competition
among the nations to establish themselves as techno-giants in the space science.

Image Cryptanalysis
Image cryptanalysis is the art of deciphering a ciphered image as a whole or in parts when encryption
key is not known. Except the secret key, cryptanalyst knows all other parameters of the cryptosystem.
Commonly, the following four types of attacks are considered when evaluating the security of a
cryptosystem:
1. 	 Cipher-image-only attack, in which an attacker can only observe a number of cipher images;
2. 	 Known-plain image attack, in which an attacker can observe a number of plain images and the
corresponding cipher images;

Table 1. Difference between symmetric and asymmetric image encryption schemes
Criteria

Symmetric Image Encryption

Asymmetric Image Encryption

Use of keys

Clone keys are applied for both the image
encryption and decryption

Different keys are applied for image encryption and
decryption

The key to be
secured

The key must kept secret

The decryption key alone must be kept secret

Cracking the
cipher image

It must be fruitless to decipher an image if
no other data is available

It must be fruitless to decipher an image even if the
public key is available.

Cryptanalysis
possibility

Knowledge of the image encryption
and specimen cipher-image is invalid to
determine the key.

Knowledge of the image encryption and public key
and sample cipher-image is invalid to determine the
private key.
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3. 	 Chosen-plain-image attack, in which an attacker can deliberately choose a number of plain images
and observe the corresponding cipher images;
4. 	 Chosen-cipher-image attack, in which an attacker can deliberately choose a number of cipher
images and observe the corresponding plain images.
Among these four attacks, cipher-image-only attack is the simplest one to attempt and hence every
cryptosystem should have strategies to resist this attack. Though the rest of the attacks are much more
complicated, they too are trending currently. Known-plain image attack is very popular for modern
ciphers, as most data packets and binary files transmitted over networks have some static elements,
such as the frequently-used syntax elements, leading headers, etc. Chosen-plain-image and chosencipher-image attacks are possible when the adversary acquires a temporary access to the encryption/
decryption machine, or he/she can make the target sender to store some chosen image files or transmit
some chosen images. A possible case of chosen-plain-image attack is as follows: Eve mails a photo
to Alice, who then encrypts that image with her secret key and later forwards that image to Bob for
sharing in a public forum. Now it is possible for Eve to intensify the chosen-plain-image attack after
observing the encrypted image over the public transmission channel. If a cryptosystem can resist only
cipher-image-only attack, it has to be used with care to avoid any possibility of the other three attacks.
Techniques for Image Encryption
The primary characteristic of the cipher - image is it has restricted or even zero-correlation among
the plain-image pixels, curtailed redundancy and leakage-proof about any information regarding the
plain-image and encryption key. This can be achieved by many functions like scrambling, permutation,
confusion, substitution, chaotic functions, etc., which bring un-readability into the plain-images.
According to the type of cryptic function employed, the image encryption techniques can be classified
as four major categories - chaos-based, block-based, transform-based, and conventional techniques.
Beyond these there are few miscellaneous algorithms (optimization techniques, fractals etc.) which
do not fit into any of the classes, which can be grouped as the fifth class. Though it is not exhaustive,
we enlist several image encryption algorithms that are important and typical in this research area.
Irrespective of the category followed, the framework of the entire image encryption system can be
shown as in Figure 4. There are variations inside each of the sub-blocks so as to bring about diffusion,
confusion, scrambling substitution, chaos etc. and transform the plain-image into a completely
unreadable cipher-image. Further, the image encryption techniques may be broadly categorized as
shown in Figure 5.
In light of all the discussions above, this article will focus on the introduction of the image
encryption algorithms and evaluation of their performance under the security constraints. The rest
of the article is organized as follows. In the next section of this article, the desired characteristics and
some performance metrics of image encryption system is introduced, Several conventional techniques
like block-based, transform-based and chaotic algorithms have been discussed elaborately. Finally
the conclusion section highlights some research avenues in this field.
CHARACTERISTICS AND PERFORMANCE METRICS OF IMAGE ENCRYPTION
Desired Characteristics
An image encryption algorithm developed should not only provide a complete protection on all
visual information in the plain-image but also should be capable of sufficiently securing against the
cryptanalysis attempts. In this perspective, an image encryption algorithm is desirable to possess the
following characteristics:
1. 	 The cipher image bears no dependency on the plain-image.
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Figure 4. General functional framework of the image encryption system

Figure 5. Taxonomy of the image encryption algorithms

48

International Journal of Information Security and Privacy
Volume 12 • Issue 3 • July-September 2018

2. 	 The key-stream in the diffusion step depends on both the plain-image as well as the key.
3. 	 The encryption algorithm which operates in long key-space, preferably more than 2100, are capable
of making brute force attack infeasible.
4. 	 The cipher image bears minimal or zero (ideal) correlation with the plain-image.
5. 	 The cipher-image obscures the redundancy in the plain-image and should exhibit leak-proof
property about any information regarding the plain -, cipher – image and the key.
6. 	 The cipher – image pixels possess high disorder, or they have unpredictability behavior.
Performance Metrics
The performance of an image cryptosystem is assessed by metrics like correlation among the pixels,
histogram, key space and information entropy with respect to the plain-image and cipher-image. An
ideal image encryption algorithm intensifies the difference in pixel values between the plain and the
ciphered image. The encrypted image is composed of the arbitrary pattern that does not leak any
essence of the plain-image and the key. Hence the ciphered image shows independency over the
plain-image. The following section details these performance metrics.
Correlation Co-Efficient
Correlation co-efficient rxy is an estimate of the quality of the image encryption system by scrutinizing
the correlation prevailing among the contiguous pixels in both the plain-image and cipher-image
(Newton, 1997). Closer the value of rxy to zero, more potent is the encryption algorithm. X and Y
are the plain and cipher images and L is the number of pixels in the image. By using the above
equations, the correlation metric is calculated as
E (X ) =

1 L
∑ Xi
L i =1

(5)

D(X ) =

1 L
∑ (Xi −E (x ))2
L i =1

(6)

cov(X ,Y ) =

rxy =

1 L
∑ Xi − E (X ))(Y − E (Y ))
i
L i =1

cov(X ,Y )
D(X ) D(Y )

(7)

(8)

Key Space Metric
The key space is the total number of (all-possible) dissimilar keys used for image encryption and
decryption process. During cryptanalysis the intruders try all possible combos of keys and investigate
if using the guessed key, they could construct the plain-image at-least in pieces and this kind of attack
is referred as brute force attack. From image encryption point of view,
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Key space directly impacts the amount of time taken to decipher the image, which is obviously
proportional to the length of key, whose bit stream size given as key − length .
This is mathematically expressed as
key − space = 2key −length

(9)

where key − length is the total number of bits in the key. Keys of lengths greater than 100 bits turn the
brute force attack into unworkable.
Statistical Metrics
A. 	 Histogram Deviation
The histogram deviation VH estimates the histogram of both the plain-image and ciphered image
and their absolute differences. It is evaluated as follows:
V +V
254 
255
 0
+ ∑ Vi 

2
i =1 


VH = 
E ×F

(10)

where pi is the amplitude of the absolute difference at the gray level i. E and F are the dimensions
of the image to be encrypted.
B. 	 Information Entropy
The term entropy is referred as more ambiguity and is the essential representation of confusion.
The information entropy H (V ) is used to measure the confusion or more ambiguity of the cipherimage pixels V and is formulated as
2N −1

H (V ) = − ∑ C (Vj ) log2 C (Vj )

(11)

j =0

where N is the number of bits which stand for the pixels Vj ∈ V and C (Vj ) is the probability of
the pixels. From image encryption view, the information entropy is expected to be H (V ) = N . For
the ciphered image, if entropy is ideally N and otherwise, the system which menace its security. For
256 gray scale level ciphered image, the entropy is 8.
Ability Metrics
A. 	 Irregular Deviation
The mode of estimating the quality of encryption in terms of how much breach is on the ciphered
image is sporadic (Newton, 1997) and is known as irregular deviation DL . Estimate the histogram
H of the absolute difference between the plain-image and cipher-image and to gauge the mean value
M H of this histogram.
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Mathematically, the irregular deviation DL is measured by using the absolute divergence of the

(

histogram deviation H − M H

DL =

) by the dimension of the image (E × F ) .

255
∑ H (i )−M H
i =0

E ×F

(12)

Lower the value of DL , better is the quality of image encryption.
B. 	 Histogram Uniformity
Histogram uses a bar graph to account the occurrence of each gray level of the image. The parallel
and perpendicular axis symbolize the gray level value (0-255) and the total number of occurrences of
the analogous gray level values in the image. The histogram uniformity (Newton, 1997) means that
the feasibility of occurrence of any grayscale value is equal. Further, the plain image and the cipher
image should have totally different histograms.
C. 	 Deviation from Ideality
The deviation from ideality is a metric for the quality of encryption and it measures how a given
encryption algorithm minimizes the deviation of a cipher image from an ideal encryption case that
is assumed. If C I is an ideally encrypted image, then i t must have a completely uniformly distributed
histogram. Based on this, we have:
 E × F
, 0 ≤ C I ≤ 255
H (C I ) =  256
0,
otherwise


(13)

Using (13), the deviation from ideality is given as:

D=

255
∑ H (C I )−H (C )
C I =0

E ×F

(14)

where E × F is the dimension of image. Lesser is the value of D , better is the quality of the image
encryption system.
Diffusion Metrics
A. 	 Avalanche Effect
This is a metric that depicts the level of diffusion in the cipher image. If the plain-image and its
cipher-image are denoted by I and C and their one-pixel-modified (Ragab, Ismail, & Farag Allah,
2001), (Feistel, 1973) plain-image and cipher-image are indicated by I ' and C ' . The Avalanche
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effect measures the percentage of varying bits between the pixels of C and C ' . If they differ by
about 50% of their bits, it is inferred as the encryption algorithm exhibits good diffusion capability.
B. 	 NPCR and UACI
These metrics test the impact of a one-pixel change on the entire image which is encrypted by
a given encryption algorithm. The two cipher-images that vary by just one pixel with their plain image
are denoted by C and C . The grayscale values of the ciphered images are represented by C (i, j )
1

and C

2

(i, j ) .

2

1

A binary matrix is defined with the same sizes as that of C and C whose values are
1

determined from C

1

(i, j ) and

C

2

(i, j ) .

2

i.e.,

1 if C (i, j ) ≠ C (i, j )
1
2
D(i, j ) = 
0 if C 1 (i, j ) = C 2 (i, j )


(15)

The Number of Pixels Changing Rate (NPCR) (Nien, Wu, & Huang, 2008) measures the
percentages of different pixels numbers of the two images.
The D(i, j ) is determined by the Based on this the NPCR is calculated as:
NPCR =

∑i, j D(i, j )
E ×F

× 100%

(16)

The expected NPCR for the good image encryption system

1 
NPCRexp ected = 1 − log L  × 100%

2 2 

(17)

Unified Averaged Changed Intensity (UACI) (Nien, Wu, & Huang, 2008) measures average the
intensity of differences between the two images.
UACI =

1
M ×N



∑ C1(i, j ) − C 2 (i, j ) × 100%
 i, j

255



(18)

To measure the expected UACI for efficient image encryption system,

UACI exp ected


 L−1 2


j
+
j
∑

1  j =1
 × 100%
= 2
L  L − 1 





(19)

Higher are the values of NPCR and UACI, the better is the encryption algorithm’s performance.

52

International Journal of Information Security and Privacy
Volume 12 • Issue 3 • July-September 2018

Table 2. Performance metrics and their preferred values for a good image encryption scheme
S. No.

Metrics

Preferred value

1.

Histogram deviation

Higher value

2.

Correlation co-efficient

Near to Zero

3.

Information entropy

8, for a 256-gray level image

4.

Key space

>2100

5.

Avalanche effect

>50% of the bits

6.

NPCR

99.609%

7.

UACI

33.464%

8.

PSNR

High between cipher-image and deciphered image, at the recipient side.
Very low between the plain image and the cipher image.

9.

Computation time

Lower

Other Metrics
A. 	 Peak signal-to-noise ratio
If the deciphered image is close/similar to the plain-image, the encryption algorithm is immune to
noise. PSNR value indicates the correlation between plain-image and de-ciphered image. The plainimage is indicated by I (m, n ) and its corresponding decipher-image is D(m, n ) .
The PSNR which defined as

PSNR


2

M × N × 255
= 10 × log10 
 M N
 ∑ ∑ | (I (m, n ) − D(m, n ))2
 m =1 n =1





|


(20)

B. 	 The computation time
The computation time depends on the numbers of rounds taken to encrypt and decrypt the
image. The computation time also depends on the iteration of chaotic maps, chaotic system and
for processing permutation and substitution boxes. To achieve better image encryption algorithm,
the computation time must be low. Table 2 summarizes the preferred value for all the performance
metrics discussed in this section.
CLASSICAL IMAGE ENCRYPTION TECHNIQUES
The classical encryption techniques applicable to text such as AES, DES and digital signatures have
been initially attempted for image encryption process also. These techniques are well-suited for text
encryption and more efficient and secure for network communications. When the same techniques
are tried on images, they turned out to be less efficient. The reasons are apparent and few of the
significant ones are those text encryption schemes fail to make use of the natural characteristics of
images. Pixels in images had a lower and upper bound due to which there may be overflow/underflow
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Table 3. Difference between text and image encryption
Text encryption

Image encryption

Text data are sequences of words.

Digital images are two dimensional (2D) arrays.

Text data are directly encrypted by block and stream
ciphers.

2D images are mostly converted into 1D array of values
before applying the algorithm.

Storage space of text is small. Encryption and decryption
are carried out directly.

Space complexity is relatively more since every image
is comprised of many pixels each with 8 bits per pixel,
minimum.

When the ciphertext is obtained, it must be deciphered
into plaintext in a full lossless manner.

Cipher image is produced; deciphering is done with subtle
loss of information

problem in case of pixel diffusion and they have spatial values, i.e., a 2-dimensional value for intensity
representation, which imposes huge computational complexity even to process a single image. The
implementation of text and image encryption is analyzed in Table 3.
Advanced Encryption Standard (AES) Algorithm
The AES is based on the Rijndael algorithm (Wadi & Zainal, 2014), which is an iterated block cipher
algorithm with a variable key size and a variable block size. The key size and the block size can be
128, 192, or 256 bits.
The work in (Li & Liu) describes an Advanced Encryption Standard (AES) with two dimensional
chaotic maps for color image encryption (Liu & Wang, 2010). The 2D Henon map (Hénon, 1976)
is used as the initial key of the algorithm and 2D Chebyshev map (Geisel & Fairen, 1984) is used
as the private key, and then used to design the round key of AES. This is resistant to different types
of cryptanalysis.
Salim Muhsin Wadi proposed (Wadi & Zainal, 2014) the high definition image encryption
algorithm based on AES. Three modifications are done to AES algorithm. First, the “Mix Column”
transformation is used in 5 rounds instead of 10 rounds. Second, the “Mix Column” transformation
is added to key scheduling operations. Finally, instead of using S - box and inverse S-box in AES, a
simple S-box to reduce the hardware requirements is employed. So, their modifications on AES has
brought about more compatibility with high definition image encryption.
Data Encryption Standard (DES) Algorithm
DES is a symmetric block cipher (Yun-peng, Wei, Shui-ping, Zheng-jun, Xuan, & Wei-di, 2009)
(Cheng, Zhang, Yu, & Ma, 2009), which encrypts image in size of 64-bit blocks. A 64-bit block
of plain-image is given as input, and a 64-bit block of cipher-image is achieved as output. Figure 6
explains the DES process. The four major phases in DES algorithm are initial permutation, 16-round
iteration under key control, left-right exchange and inverse initial permutation.
In (Gong-bin, Qing-feng, & Shui-sheng, 2009) a new image encryption scheme based on DES
algorithm and Chua’s circuit is proposed. The authors have combined chaotic encryption with DES
because chaotic sequence is implemented in DES algorithm. The plain-image is grouped into 64-bit
blocks. Through initial permutation (IP), a block of the 64-bits permuted image is divided into a 32-bit
left and right sub-block. Initial key is permuted to 56 data and it’s divided into 28-bits on the left and
right subjected to 16-rounds at the same time. The result after every shift is transposed under choice-2
permutation, then the 48-bit keys are generated. The 32 bits left and right sub-block act as an input to
the 16-round structure. When sub-block is substituted into F-function, it is extended to 48-bit block
and its XORed together with the key of the Chua circuit. After S-box and permutation, the output
is obtained. When 16-round iteration is over, the final left and right sub-blocks are exchanged. And
then exchange is transposed under inverse IP, then the final result is a DES cipher - image.
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Figure 6. DES image encryption process

RSA Algorithm
The RSA algorithm can be used for both public key cryptography (PKC) and digital signatures. Its
security is based on factoring on the large integers. It was the first algorithm known to be suitable
for signing as well as encryption. RSA is still widely used in electronic commerce.
PKC scheme uses one key for encryption and a different key for decryption. In PKC, one of the
keys is designated as the public key and may be advertised as widely as the owner wants. The other
key is designated as the private key and is never revealed to another party.
The RSA algorithm is a public key cryptosystem. As long as RSA key is long, then encryption is
safe. In (Zhao, Ran, Yuan, Chi, & Ma, 2015) the authors discuss a RSA public key algorithm and the
retrieval algorithm for image encryption. The fingerprint is used as a secret key for encryption and
decryption. The algorithm proposed is asymmetric with public key (public key of RSA, fingerprint)
and private key (private key of RSA, fingerprint). The experimental results showed that the encryption
algorithm could resist statistical and differential attacks based on phase retrieval techniques.
RC5 Block Cipher Algorithm
The RC5 block cipher algorithm has been shown to be an excellent choice for the encryption of digital
images due to characteristics such as variable word size, variable number of rounds, variable-length
secret key and the heavy use of data dependent rotations.
Faragallah proposed (Faragallah, 2011), the RC5 block cipher algorithm in different modes of
operation for digital image encryption. The RC5 block algorithm is a parameterized symmetric
encryption algorithm. The proposed algorithm consists of three components: (i) the key expansion
algorithm, (ii) an encryption and (iii) decryption algorithm. The RC5 algorithm uses primitive
operations and inverse: addition/subtraction of word modulo 2w , where w is the word size, the
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bit-wise XOR operation and rotation operation. The rotation of word x left by y represented as the
x << y . The inverse operation of word x right by y is denoted as x >> y .
Elliptic Curve (EC) Elgamal Algorithm
The EC Elgamal based additive homomorphic image encryption for secret sharing image over unsecure
channel is proposed in (Li, Abd El-Latif, & Niu, 2012). The homomorphic encryption means the
encryption and decryption satisfies the equation (21) where i1 and i2 are plain-image taken from a
set of plain - image I .

( (

))

F1 (i1, i2 ) = Dek 2 F2 Enk 1 (i1 ), Enk 1 (i2 )

(21)

The encryption uses the public-key k1 and decryption uses private-key k2 . If F (•) is additive

operator, then it is additive homomorphic encryption and if F (•) is multiplicative operator, then it
is multiplicative homomorphic image encryption. RSA and Elgamal use the multiplicative
homomorphic encryption. The plain-image is preprocessed and EC-Elgamal encryption is done and
the encrypted image is transmitted over the channel.
Digital Signatures (DS)
Digital signature is a mathematical technique used to validate the authenticity and integrity of the
image. Digital signatures can provide the added assurances of evidence of origin, identity and status
of an image, transaction, as well as acknowledging informed consent of the sender.
Aloka Sinha proposed (Sinha & Singh, 2003) an image encryption algorithm coupled with
digital signature. The digital signature is added to the encoded version of the plain - image. The
digital signature is generated by one-way hash function. The image is encoded with error control
code generated using Bose-Chaudhuri Hochquenghem (BCH) code (Blahut, 1983). At the receiver
end, after decryption process, the digital signature can be used to verify the authenticity of the image.
Their technique works well with images in all sizes.
The work in (Alam, Jamil, Saldhi, & Ahmad, 2015) also proposes a similar method. Authors
generate the hash of the image using SHA-I technique (“SHA-1” in Wikipedia, Wikimedia Foundation).
This hash is subjected to RSA algorithm to obtain digital signature. By using the Reed Solomon
Encoding algorithm on an image redundant data that encodes the image is added. Later the digital
signature is appended on it to obtain an encrypted image. The reverse process is applied to the
decryption algorithm.
CHAOS BASED IMAGE ENCRYPTION TECHNIQUES
Chaos system is the heart of the image encryption process. A chaos system possesses properties like
deterministic dynamics, unpredictable behaviour, and non-linear transform. These properties make
them more suitable for image encryption since a chaotic behaviour can offer both security functions
and an overall visual inspection simultaneously.
The name chaos denotes a consistent erratic behavior of a deterministic system. This behavior is
known as deterministic chaos (Feistel, 1973) or simply chaos. For a dynamical system to be classified
as chaotic, it must be hypersensitive to initial conditions and parameters, topological transitivity and
ergodicity (Matthews, 1989), (Fridrich, 1997).
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•
•
•

Sensitivity to Initial Conditions and Parameters: The tiny shift of present system may lead
to notably different variation in future behavior. This behavior is universally well-known as the
Butterfly Effect.
Topological Transitivity: System will scramble up rapidly, given that tiny part will eventually
overlap or fusing with any other part.
Ergodicity: If the state space is partitioned into a finite number of zones, probably any number
of zones, any orbit of the map will pass through all these zones.

In order to double-check the chaotic state of the cryptosystem, the following are considered: The
Lyapunov exponent (LE) of the chaos system shows the divergence rate between neighboring orbits.
For any control parameter (say x) x ∈ (0, 1) then the LE has to be consistently chaotic.
1. 	 The invariant measure (IM) of the chaos system without expectation in the interval x ∈ (0, 1)
and then system is ergodic.
The fundamental principle of chaos based encryption is driven by the ability of few dynamic
systems to generate sequence of numbers that are purely random in nature. This random sequence is
highly dependent on the initial conditions used for generating it and is employed for image encryption.
Even a very tiny deviation in the initial condition will yield a totally different sequence. This greater
degree of sensitivity to initial condition makes chaotic systems perfect for encryption. Preeminent
goal of chaos is to stretch the chaotic sequences with initial conditions and parameters and iteration
of the chaos system relies on the dimension of the image.
Architecture of Chaos based Image Encryption System
The framework of a general chaos-based image encryption system is shown in Figure 7. There are
two stages, namely; confusion and diffusion. Confusion stage, permutes the image pixels according
to a secret order, without changing their values. The motive of the diffusion stage is to sequentially
alter the pixel values so that even a minute change in one pixel is spread out to many pixels, with
anticipation to the whole image. To reduce the correlation among the adjacent pixels, the confusion
stage is executed n times, where ' n ' is usually larger than 1, which is followed by the one-time
execution of the diffusion stage. The complete n-rounds of confusion and single round of diffusion
is repeated for ' m ' times, with m also usually larger than 1, so as to reach an acceptable level of
security. The parameters of the chaotic maps driving the permutation and the diffusion processes are
preferred to be dissimilar in different rounds. This is facilitated by a round key generator with a seed
secret key as input.
In this section, we discuss the various chaos techniques such as maps, multiple chaotic systems,
hyper-chaotic system, spatio-temporal and chaotic S-box which play significant role in generating
a chaotic sequence.
Choice of the Right Chaotic Map
The literature reports a wide variety of chaos functions. Identifying and selecting the suitable chaotic
maps for the encryption process involves huge analysis and understanding of the nature of the chaos
systems. Only those maps with the following properties are to be considered: - large parameter set,
robust chaos and mixing property (Matthews, 1989).
•
•

Parameter Set: The dynamical system with larger parameter space indicates that its discriminated
version will possess larger keys, thus surviving the brute force attacks.
Robust Chaos: The encryption algorithm that distributes the influence of a single key digit over
many digits of cipher image is rated as good one. The keys represent parameters of an encryption
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Figure 7. General framework for a chaos-based image cryptosystem

•

algorithm. Therefore, one needs to consider only those transformations in which both parameters
and variables are dealt in a sensitive way.
Mixing Property: Mixing property of chaotic maps is the one that is related to diffusion
phenomenon in encryption algorithms. If the set of possible (sensible) pixels in the plain-images
are forming an initial region in the phase space of the map (transformation), it is the mixing
property (or in other terms, sensitivity to initial conditions) that scatters out of the influence of
a single pixel in the plain-image over many ciphers image pixels.

Chaotic Map
Image encryption system uses chaotic maps with their initial conditions and parameters to produce
chaotic sequences (Baptista, 1998) and it is also used as key-stream in diffusion process. The chaotic
maps account for security of the image encryption system in the following ways:
1. 	 Parameter Space: The chaotic maps define the parameter space. If the parameters are big, then
image encryption system is extremely secure against the statistical and differential attacks since
the space to be explored for brute force analysis is large and makes the attempts computationally
complex. For standard map, for an image of size N , the parameter space is N 2 ! which is larger
compared to cat and baker map whose parameter space are only N 2 and 2N −1 , respectively.
2. 	 Stable Pixel Positions: In the case of chaotic maps, corner pixels in the plain-image are stable
even after n iterations. This is a vulnerable aspect that could be explored in the permutation
process of the chaotic maps. For cat and standard map, (0, 0) is the pixel position and for baker
map, the pixel position at (0, 0) and (N − 1, N − 1) are unaffected after the n iterations.
The general application of chaotic maps on images is shown in Figure 8, where the sequence of
intermittent stages, from the plain image stage to the cipher image can be understood.
A. 	 Cat Map
The authors of (Habutsu, Nishio, Sasase, & Mori, 1990) use the 3D cat map to transpose the
location of image pixels and employ chaotic logistic map to introduce the statistical difference. They
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Figure 8. Sequence of images obtained in a chaotic system

change one pixel value in the plain-image which produces two different cipher-images. This technique
was resistive to various attacks such as the statistical and differential attacks.
In (Chen, Mao, & Chui, 2004), (Ye & Wong, 2012) the Arnold cat map was employed which
could be mathematically stated as:
x

a  xn 
 n +1  1
   mod1
 = 
y

 n +1  b 1 + ab yn 

(22)

where a and b are real numbers and x and
i

y

i

∈ [0, 1) . The generalized Arnold map iterates the

plain image to achieve the chaotic sequence with initial condition and parameters. This chaotic
sequence is treated as secret key in the permutation process to shuffle pixel position of the plainimage and diffusion process to yield the cipher-image. So, their algorithm provides large key space
to survive the brute force attack and provide high plain - image sensitivity.
B. 	 Baker Map
In the chaotic Baker map, the shuffling of the plain-image pixel is performed as follows:
1. 	 A Q ×Q square matrix is partitioned into R rectangles of width

q

i

and number of elements

Q.
2. 	 The components in each rectangle are repositioned in a row to cast a shuffled rectangle. Then,
shuffled rectangles are taken from left to right beginning with upper rectangles, then lower ones.
59

International Journal of Information Security and Privacy
Volume 12 • Issue 3 • July-September 2018

Figure 9. The Chaotic permutation of baker map for 8 × 8 matrix with the secret key K = (2, 4, 2)

3. 	 Inside each rectangle, the scan begins from the lower left corner toward upper elements.
An example for the chaotic indiscriminate of an (8 × 8) square matrix (i.e., Q = 8 ) is shown
in Figure 9 and the secret key K = [2, 4, 2] . For the baker map, the control parameter is 2N −1 .
Elshamy and Rashed (2013) developed a new technique for image encryption based on chaotic
Baker map and Double Random Phase Encoding (DRPE). The chaotic Baker map is a reputable
permutation tool, which stretches the image horizontally and then folds it vertically based on a secret
key. Repeating this process, the positions of all the pixels of the images are changed.
C. 	 Standard Map
Shiguo Lian (Lian, Sun, & Wang, 2005) recommended a block cipher based on the chaotic
Standard map. The paper composed of three parts: a confusion process, a diffusion function and
key-stream generator.
In general, standard map is defined as
ai +1 = (ai + bi ) mod 2π

(23)

bi +1 = (bi + k sin(ai + bi )) mod 2π

(24)

where k is the control parameter, ai and bi take real values in [0, 2π) for all i .
Later, standard map is in a forthright manner by putting x = aN / 2π , y = bN / 2π ,
K = kN / 2π in (Habutsu, Nishio, Sasase, & Mori, 1990) and (Chen, Mao, & Chui, 2004) which
maps to N × N N × N i.e., [0, 2π) × [0, 2π) .
The modified standard map is
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(25)

X i +1 = (X i + Yi ) mod N

Yi +1 = (Yi + k sin

X i +1N
2Π

) mod N

(26)

The confusion process is based on the modified standard map and k is a positive integer.
Kwok - Wo Wong (Wong, Kwok, & Law, 2008) proposed a fast image encryption scheme based
on chaotic standard map. In (Lian, Sun, & Wang, 2005) Lian accomplished a high-level security with
a total of 16 permutations and 4 diffusion rounds. In (Lian, Sun, & Wang, 2005), (Wong, Kwok, &
Law, 2008) each permutation step of cryptosystem involves a pre-computation of standard map. In
(Wong, Kwok, & Law, 2008), the pre-computation takes multiple times of pixel moving, whereas in
(Lian, Sun, & Wang, 2005), both the shuffling of pixels and the change of their values are carried out
at the same time. So, the overall encryption process speed in (Wong, Kwok, & Law, 2008) accelerated.
D. Logistic Map
The iterative form of logistic map is defined as
Xn +1 = pXn (1 − Xn )

(27)

where x n ∈ (0, 1) is the iterative value. When control parameter p is in interval [3.5499, 4) means
system is in a chaotic state and slight variation lead random change in iterative value.
In (Sui, Duan, & Liang, 2015), two logistic maps are used for image encryption. An external
80-bit key is divided into blocks of 8-bit each. These 8-bit blocks are called as session keys. The first
logistic map uses 3 session keys and initial condition to generate 24 chaotic sequences and remaining
session keys are used by second logistic map. Three ensuing bytes from the image file represents the
red, green and blue (RGB) color which joined together to form a single pixel of the plain-image. The
24 non-overlapping groups are divided and it is arranged into 8 different groups to perform different
operations assigned to each group. The output of the second logistic map decides the operation to be
performed for the single pixel (RGB) of the plain - image.
The authors of (Sui, Lu, Wang, & Sun, 2014), (Liu, Zhao, & Liu, 2005) perform double image
encryption based on two logistic maps and discrete fractional random transform (DFrRT). From
two plain-images an enlarged image is obtained by relocating pixels and their intensity values using
confusion-diffusion process. From an enlarged image two scrambled plain-images are produced. Then,
the two scrambled plain images are encoded in phase and amplitude function which is the encrypted
cipher-image by using DFrRT based on logistic maps. The phase distribution in the encryption process
is used as a private key, which make the proposed system as the asymmetric encryption and high
resistance against the cipher-image only attack and chosen plain-image attack.
E. 	 Coupled Logistic Map
The iterative form of two coupled logistic map is written as
X n +1 = pX n (1 − X n ) + ε(Yn − X n )

(28)

61

International Journal of Information Security and Privacy
Volume 12 • Issue 3 • July-September 2018

Yn +1 = pYn (1 −Yn ) + ε(X n −Yn )

(29)

In the work reported in (Zhang & Liu, 2011), the double encryption is performed based on
Discrete Fractional Random Angular Transform (DFAT) and two coupled logistic map. Authors used
coupled logistic map because logistic map is a one-dimensional chaos function which is simple and
have small key space. An enlarged image is obtained from two plain-images and scrambled image
is produced by permutation process. The scrambled image is divided into two components. The
first component is the modulation phase mask used as a chaotic, random mask which is obtained
using coupled logistic maps. The second component is used as an interim matrix along with the first
component (i.e., modulation phase mask). Finally, the DFAT (Zhang & Liu, 2011) is performed over
the interim matrix to produce cipher-image.
F. 	 Skew Tent Map
The skew tent map is defined as

F (x ) =

x
 ,
x ∈(0,p ]
p

 (1−x )

 (1−p ), x ∈(p,1]


(30)

where x ∈ (0, 1] is the state of the system and p ∈ (0, 1) is the control parameter.
Zhang et al. proposed (Zhang & Liu, 2011) image encryption algorithm based on skew tent
map and permutation – diffusion architecture is proposed. The algorithm uses the skew tent map to
generate P – box with same size of plain image, which shuffles the position of pixels totally. This
algorithm is efficient and reliable, with high potential to be adopted for network security and secure
communications.
Zhou et al. proposed (Zhou, Zhang, Liu, Yuan, & Liu, 2015) a novel symmetrical image encryption
algorithm based on skew tent map. The plain image is transformed into a binary image. The binary
image generates three chaotic sequences by iterating the skew tent map say x , y and T . Transform
the x and y to integer sequences, which will be used as an offset value in Row Line Map (RLM)
and Column Line Map (CLM), and T to binary sequences used in the diffusion process. The algorithm
is robust against the statistical and differential attacks. However, more rounds are required to ensure
higher security (Geetha, Kabilan, Chockalingam, & Kamaraj, 2011).
G. 	 Hybrid Chaotic Map
The authors of (Liu, Zhao, & Liu, 2005) proposed an image encryption based on new hybrid
chaotic map and for image hiding based on watermarking embedded technique and packet splitting
scheme. The hybrid chaotic map (Cao, 2013) is composite of the one-dimensional logistic map, twodimensional Henon map (Hénon, 1976) and Ikeda map (Ikeda, 1979).
The hybrid chaotic mapping is described as
tn = c −
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wn +1 = 1 + u(wn cos tn − sn sin tn )

(32)

sn +1 = u(wn sin tn − sn cos tn )

(33)

x n +1 = 1 − a ∗ sn2 +1 + b ∗ wn +1

(34)

yn +1 = µ ∗ wn +1 (1 − sn +1 )

(35)

where
b
s 0 = w 0 ∈ (0, 1), u ∈  0.8, 0.85) ∪ (0.85, 0.9 , c ∈ [0.1, 0.4 ], > 1, µ > 1
a
In (Cao, 2013), the authors have used MD5 hash for image encryption as initial conditions
and control parameters for iteration purpose. The hybrid chaotic mapping served as the key-stream
generator for encryption.
Multiple Chaotic Systems
Multiple chaotic systems are the combo of either any number of chaotic maps or a chaos system
used in image encryption and decryption process. (Abd El-Latif, Li, Zhang, Wang, Song, & Niu,
2012) introduces a new digital image encryption algorithm for grayscale, homogenous and true color
images. The algorithm uses four one dimensional chaotic map (so called multiple chaotic systems)
shown in equations (Yao, Zhang, Zheng, & Qiu, 2015) (Khan & Shah, 2014) (Khan, 2015) (Yassen,
2003) and basic primitive operation like XOR operations in image encryption and decryption process.
Logistic map X n +1 = rX n (1 − X n )

(36)

Sine map X n +1 = r sin(πX n )

(37)

Cubic map X n +1 = rX n (1 − X n2 )

(38)

(

Tent map X n +1 = r 0.5 − X n − 0.5

)

(39)

The algorithm exhibited robust security features such as high sensitivity to plain-images and
keys, good information entropy and zero correlation between the adjacent pixels in cipher-images.
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Yao et al. proposed (Yao, Zhang, Zheng, & Qiu, 2015) color image encryption using chaos based
algorithm. The performance of this algorithm is determined by three characters. Firstly, two 3D
chaotic systems such as Chen chaotic system (Chen, Mao, & Chui, 2004) used as key-stream generators
for three colors in color images. Secondly, 4-Pixel Feistel design and functions (Feistel, 1973), (Yao,
Zhang, Zheng, & Qiu, 2015) based on multiple chaotic maps which contains 3 parts: parameter
generator based on logistic map, initial condition generator based on piecewise linear function PL0
and output generator based on piecewise linear function PL1 . This 4-Pixel Feistel design and functions
used to accelerate the confusion and diffusion properties of the cipher - image. Finally, the dependent
encryption process is used to defend known / chosen plaintext attack and chosen cipher attack. The
simulation results show that the proposed algorithm performing well in speed and resist several attacks
and improved diffusion properties of the cipher-image.
Hyper Chaotic System
A hyper-chaotic system is defined as chaotic behavior with two positive LE . The dimension of a
hyper-chaotic system is 4 and it produces four chaotic sequences. The hyper-chaotic system is
mathematically defined as
X = a(Y − X ) +W

(40)

Y = bX + cY − XZ

(41)

Z = X 2 − hZ

(42)

W = dX + eW

(43)

when a = 20, b = 14, c = 10.6 and h = 2.8 , the system is chaotic. And w , the linear state feedback
controller is fed back to controller X and then X is fed back to controllers Y and Z . to generate
the chaotic sequence this uses fourth order Runge Kutta (RK) method.
Norouzi and Mirzakuchaki proposed (Norouzi & Mirzakuchaki) a fast color image encryption
algorithm using hyper chaos. This algorithm consists of two components; the key-stream generator
based on two hyper chaotic systems and one round diffusion process. The algorithm employs the
256-bit external secret key and it is divided into 32-bit blocks which play the role of session keys.
The hyper-chaotic system uses 32-bit session keys and initial conditions and parameters to obtain the
key-stream. In order to achieve the high security and complexity, the proposed algorithm employs
large key space.
In (Jeng, Huang, & Chen, 2015), two hyper-chaos based image encryption is proposed. In the
first phase, the plain-image is permuted using logistic map. After permutation, the total shuffling
matrix is generated. The second phase modifies the values of permuted image using the hyper chaotic
system and the key-stream is generated. By this approach, the security level is potentially increased.
In (Norouzi, Mirzakuchaki, Seyedzadeh, & Mosavi), simple and secure grayscale image
encryption based on hyper-chaotic system is proposed. Four sequences are obtained by iterating
hyper-chaotic system using fourth order RK method. The four integer sequences are mixed into one
sequence and the sum of the pixel values are calculated. Finally, reshaping the sequence into the size
of the image, achieve the cipher-image.
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In (Norouzi, Seyedzadeh, Mirzakuchaki, & Mosavi, 2013), image encryption based on the row
- column algorithm, masking and diffusion process with hyper-chaotic system. To generate initial
condition for hyper-chaos, an external 256-bit key is divided into blocks of 8-bit each and are called
session keys. Instead of encrypting each pixel, the row-column algorithm is used. In row-column
algorithm, the rows (and columns) starting from the first rows (and columns) to last one. To achieve
the higher security and higher complexity, the masking process employed in the quarter of the plainimage (sub-image). After masking the image, the diffusion process is applied to get cipher-image.
The chaos system is highly recommended in image encryption system. The low dimensional
chaos system such as maps is in simple structure and few variables and control parameter are involved.
However, it is, less efficient and generates the small key-space. The high dimensional chaos system
like hyper-chaos has complex structure and involved more random and unpredictable variables and
control parameters. Further it generates large key-space and is also highly sensitive and secure against
the cryptanalysis attacks.
Spatio-Temporal Chaos
The effort of chaos system could be represented as a small number of degrees of freedom for an
example, logistic map or popular Lorenz model (Matthews, 1989; Wang & Teng, 2011) involving
a nonlinear differential equation in three dynamic variables. However, chaotic system has been
thought-out that are not limited to a model with small number of degrees of freedom. Such systems
are said to be large and to show “spatio-temporal chaos”, because it requires a large number of chaotic
elements scattered in space.
A spatio-temporal chaos is not only sensitive to the initial conditions, in addition is sensitive to
the frontier conditions. Since the chaos should have larger parameter space, better randomness, and
more chaotic sequences, it is more suitable for image security than the 1D chaos system.
Wang and Teng used (Wang & Teng, 2011) Coupled Map Lattice (CML) based on spatio-temporal
chaos to enhance the security for image encryption. Image are divided into blocks, block number are
indicated as a spatial parameter of CML to iterate the chaotic system. Each CML produce the chaos
sequence which is equivalent to the pixel number of each block. Finally, the chaos sequence and the
previous block of plain-image choose the substitution and diffusion of each block.
In (Zheng & Jin, 2014), (Tong & Cui, 2008) the authors report a novel image encryption algorithm
based on Henon map (Hénon, 1976) which is employed in permutation process and spatio-temporal
chaos and compound chaos are combined in the diffusion process. An interception key and modulation
key are generated from the plain image to enhance the security of the cryptosystem.
Chaotic S- Box
Substitution boxes (S – boxes) have been used in almost all traditional encryption algorithms such
as AES, DES. S- Boxes are the non-linear components and from the image encryption view the
construction of powerful S- boxes is vital in the design of high secured cryptosystem. S-boxes are
usually inspired by the linear and differential cryptanalysis. It is the objective to keep the probability
of the linear and differential of an S-box as small as possible. Many methods are proposed to design
an S - box based on chaos (Khan & Shah, 2014) (Khan, 2015) (Yassen, 2003) (Zhang, Mao, & Zhao,
2014) (Wang & Wang, 2013).
In (Khan & Shah, 2014), image encryption is obtained by applying the chaotic S-boxes with
the affine transformation. S-boxes are generated by solving the fractional Lorenz system with initial
conditions and parameters. Later affine transformations are applied to each element in chaotic S-box
for image encryption.
Majid Khan (Khan, 2015) proposed a multiple chaotic S-boxes based on affine transformation with
Rossler and Lorenz system for digital image encryption. These systems operate with six parameters
to offer high security. The output samples from multiple parameters range from 0 to 255. Then
samples are adjusted in S-box with help of an affine transformation. The binary (8-bit) numbers are
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generated from S-box. The two decimal numbers to substitute the pixel of the plain - image and the
corresponding number is replaced with the cipher - image.
In (Yassen, 2003), efficient image encryption algorithm based on alternate circular S-box is
proposed. Initially, the set of S-boxes are constructed with initial conditions using the Chen chaotic
system (Chen, Mao, & Chui, 2004) and updated using the piecewise linear chaotic map (PWLCM)
(Zhang, Mao, & Zhao, 2014). To construct a different S-box for each pixel is time consuming. So,
initially the S-box is constructed, dissimilar parameter are used to choose a different S - boxes for pixel
substitution by cycle shifting corresponding to the image. To speed up the image encryption process,
the S-boxes used circular sequence with a header pointer. To provide high plain-image sensitivity,
the substitution processes are done in front and then in the rear direction.
In (Khan & Shah, 2014), the image encryption is constructed using the dynamic S-box, in which
S-boxes are constructed based on the Logistic and Kent map (Khan, 2015). The last pixel of the
plain - image is used as secret key and an external 256-bit key used to generate the initial conditions
and parameters of the first S-box. The plain-image is divided into four groups to avoid correlation
between pixels and the S-box for next group is generated by using initial conditions of chaotic system
altered with encrypting image of previous groups.
The major core of these chaos-based image encryption systems involves one or several chaotic
maps, each serving the purpose of either merely encrypting the image or first shuffling the image
and subsequently encrypting the resulting shuffled image. Chaos-based algorithms have reported
superior performance than conventional block ciphers such as DES, AES and IDEA, in aspect of
computational complexity, speed of operation, computing power and security.
BLOCK-BASED TECHNIQUE
The block-based technique comprises of the permutation - diffusion (P-D) and substitution - confusion
(S-C) techniques. These two techniques play crucial role in image encryption and decryption. The
target of the permutation and substitution is the diffusion and confusion, respectively. The general
framework for a block-based encryption scheme is depicted in Figure 10, where each component
contributes to the confusion and scrambling effect of the cipher image.
Permutation: Diffusion Techniques
The permutation is the process of transpose the image pixel with help of the secret key generated by
the chaos system. Permutation gives the tenacious relationship between the plain-image and cipherimage. During the permutation, the chaos system is iterated for EF (size of the image) times. The
plain-image pixels are represented as {V1 ,V2 ,....VMN } and in each of iteration the system generates
'
the vector such as {V1' ,V2' ,...VMN
} . To frame the p-box the vectors are sorted, and sorted vectors are
''
compared with the pixels of plain-image and finally transform vectors are denoted as V1'' ,V2'' ,...VMN
.
The process of modifying of the one pixel of the plain-image will result two different cipher-image
and similarly for cipher-image to produce two different plain-image is called diffusion. The good
diffusion provides every pixel of cipher – image is depending on every plain-image pixel. The
avalanche effect is used to ensure good diffusion property.
In (Zhang, Yu, Zhao, & Zhu, 2016), 3D binary bit matrix permutation and chaotic system are
used to perform image encryption. By using the Chen chaotic system and Arnold cat map (Liu, et al.,
2012), the transformed 3D matrix from the plain-image is shuffled. Before the diffusion process, the
shuffled plain-image is transformed to 1D matrix. During diffusion, pixel values of 1D binary matrix
are altered pixel by pixel using key-stream generated by chaotic system to obtain the cipher-image.
In (Huang, Liao, Hsu, & Jeng, 2011), image encryption based on shuffling and gray level
encryption. With initial values, generate the chaotic sequence by iterating Chua chaotic systems (Zhang
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& Zhao, 2013). In permutation process, the plain – image is shuffled and in diffusion process, the
gray level encryption is performed over the permuted image to produce the cipher-image.
In (Kumar, Powduri, & Reddy, 2015), image encryption based on total shuffling and bidirectional
diffusion process has been discussed. Spatio-temporal chaos of the CML is used to permute the
pixels. The key-stream is generated by chaotic system and is used for both the forward and backward
diffusion process. The encryption and decryption process takes several times of permutation and
diffusion rounds to enhance the cryptosystem.
In (Zhang & Liu, 2011), an RGB image encryption based on two round diffusion process with
chaotic logistic map (Pareek, Patidar, & Sud, 2006) has been detailed. First, the plain-image is permuted
with RGB components and it form new RGB components. Each new RGB component undergo the
pilling output is the permuted image and it is divided into cell contain 16 pixels in it. Meanwhile, the
logistic map generates the key-stream and random seeds. After pilling, the diffusion -1 with known
XOR operation and key-stream is done. In diffusion – 2 process, XOR operation is executed with
random seed to achieve higher security. Finally, the reverse pilling is applied to produce cipher-image.
Substitution: Confusion Techniques
The substitution is the process of alternate the block of pixels by another pixels and it provides the
strong bond between the plain and cipher- image. During encryption, the input to S-box the plainimage and secret key and output obtained is the cipher-image. Role of the confusion is to provide
the robust key and when the attacker is got the plain-image and cipher-image pairs and is very hard
to detect the key. The confusion is used to resist the statistical and differential attacks and also the
known plain-image attack. At the end of the confusion process the scrambled image is obtained.
The authors of (Parvin, Seyedarabi, & Shamsi, 2014) proposed a new secure image encryption
scheme based on two chaotic functions and logical XOR operator. Two matrices are used one for
permutation and the other for substitution. Each row and column of the plain image is switched
vertical and horizontal direction with corresponding number of two matrices. These two matrices are
2-D arrays and are converted to 1-D array matrix for substitution. To generate cipher matrix, an XOR
operation is employed over the substitution matrix. Finally, 1-D cipher matrix is converted 2-D arrays.
In (Etemadi Borujeni & Eshghi, 2011), an image encryption system based on the phase
magnitude transformation and pixel substitution unit has been proposed. In chaotic phase magnitude
transformation, chaotic function and the tent map (Zhang, Li, Ge, Yuan, Gui, & Ma, 2015) are used to
generate the pseudo- random image and it is combined with plain – image in the frequency domain.
In pixel substitution unit, to produce cipher-image, the Bernoulli map (Schuster & Just, 1998) is
employed to generate another pseudo – random image in time domain. At last, its combine with the
ciphered image nonlinearly.
The authors of (Zhang, Fan, Wang, & Zhao, 2014) discusses a chaos image encryption based on
2D rectangular transform (Liping, Zheng, Bo, Hongjiang, & Jun, 2007) and two round of dependent
substitution. In first round, the pixel of the plain-image is selected by the rectangular transform and
the pixel position is modified by the dependent substitution. In second round, the pixel values are
changed twice by the dependent substitution using two S-boxes. This method is highly sensitive and
error free during transmission (Zhang, Mao, & Zhao, 2014).
TRANSFORM-BASED TECHNIQUE
Transform based techniques are designed for image encryption to facilitate robustness to the
cryptosystems. Image transform is a sophisticated image processing tool. An invertible modulation
is applied on plain-image to produce intermediate image and later transformation is applied to this
to yield cipher-image. Both the modulation and transformation operations use the secret keys. Few
of the mathematical transformations employed for image encryption include cosine, Fourier, wavelet
transform etc.
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Figure 10. Blocked Based Image Encryption Process

Fractional Fourier Transform (FrFT)
The FrFT is the version of ordinary Fourier transform (Almeida, 1994), (Ozaktas, Zalevsky, & Kutay,
2001), (Ran, Yuan, & Zhao, 2015) and its applied in signal processing and control systems. The FrFT
is defined with an order α
F α [ f (t )] =

∫

∞

−∞

f (t )K α (t, u )dt

(44)

where
η(t − u )if α = 2π

2π
η(t + u )if α + π =
K α (t, u ) = 
 −je j α j ((u 2 +t 2 ) 2) cot α− jut cos ec(α)

e
if α ≠ π
 2π sin α

(45)

The FrFT f (t) of order α is written as
∞
 1 − j cot α 2
j (t cotα 2)
j (u 2 cotα 2)− jtu cos ec (α )if α ≠ π

e
f (u )e
∫

2π
−∞
fα (t ) = 
 f (u ) if α is multiple of 2π

 f (−u ) if α + π is multiple of 2π
π


68

(46)

International Journal of Information Security and Privacy
Volume 12 • Issue 3 • July-September 2018

(Zhang, Mao, & Zhao, 2014) reports gray scale image encryption based on Fraction Fourier transform
and two coupled logistic maps. RGB color image is permuted by two coupled logistic maps. First
two color components (red and green) are encrypted using Fractional Fourier transform. The last
color component and interim matrix are encrypted into gray scale cipher image with stationary noise
distribution.
The authors of (Li, Zhang, & Tao, 2015) encrypted multiple images based on cascade Fractional
Fourier transform. Each image is divided into two phase masks. Phase mask modulation generates
the first phase mask randomly and second one is obtained by self - coding of the plain - images. The
interim matrix uses first phase mask to produce cipher-image. The second phase mask is used as the
encryption key. Since this cryptosystem is asymmetric, the decryption keys are produced by phase
truncated method.
In (Almeida, 1994), image encryption based on non-separable Fractional Fourier Transform
(NFrFT) and Arnold map together with double phase random mask is described. Main difference is
that NFrFT cannot be written as a two one-dimensional FrFT because it’s the linear combination of
space, symmetrical space and two frequency domains. The plain-image is multiplied with first random
phase and transformed in FrFT domain with first order. The output of first domain is multiplied by
second phase mask and transformed in NFrFT domain with second order. To obtain cipher-image,
output of second phase mask is permuted with Arnold cat map.
Fractional Angular Transform (FrAT)
The discrete FrAT of one dimensional signal s with α as fractional order and β as an angle parameter
is defined in (Rodrigo, Alieva, & Calvo, 2007) as
Tα,β = ANα,βs

(47)

where ANα,β is kernel matrix of discrete FrAT. The kernel matrix is expressed as
ANα,β = VNβWNα (VNβ )t

(48)

where WNα and VNα are the Eigen value and Eigen vector matrix respectively.
The work in (Ozaktas, Zalevsky, & Kutay, 2001) details a double image encryption scheme
based on two coupled logistic maps and Discrete Multiple Parameter Fractional Angular Transform
(DMPFAT). Two plain-images are combined sequentially into one enlarged image. By two coupled
logistic maps the enlarged image is permuted and halved into two components. Using random phase
mask one of the two components is transformed into a modulation phase mask. The interim image
is produced by another component with modulation phase mask. Finally, cipher-image and common
phase function are generated from an interim image using DMPFAT.
Gyrator Transform (GT)
The GT of the two dimensional complex field functions ci (ti , ui ) at parameter α is written in (Wang,
Guo, Lei, & Zhou, 2015) as
c0 (t0 , u 0 ) = GT α [ci (ti , ui )](t0 , u 0 )

(49)
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∞
1
∫ ∫ c i (t i , ui )
sin α −∞
(t0u 0 + t u ) cos α − (t u 0 + t0ui )
i
i
i
exp(i 2π
)dtidui
sin α

=

where α is called as the transformation angle, (to , u 0 ) and (ti , ui ) are the input and output co-ordinates
of GT, respectively. The α and −α angle at GT and inverse GT, correspondingly. The GT is simulated
using optimized, flexible optical system (Liu, et al., 2011), Fourier transform (Sui & Gao, 2013), (Li,
Zhang, & Tao, 2015) and inverse Fourier transform .
The authors of (Hsu, Arsenault, & April, 1982) explain an optical interference based image
encryption system using GT and Circular Harmonic Component (CHC) expansion (Singh, Yadav,
Vashisth, & Singh, 2015). The inverse GT of the plain - image is divided into two portions: the
zero order CHC and the sum of CHC. During the encryption process, the zero order CHC used as
a cipher-image for first interference branch and the rest of the CHC used for the decryption process
in a second interference branch. The encryption process is completed digitally while the decryption
procedure either is completed digitally or optically. The encryption keys are produced using two
propagation factors which are in spherical shape with modulation factor and the decryption keys by
three phase-only functions.
The work in (Furlan, Giménez, Calatayud, & Monsoriu, 2009) performs a double image encryption
based on GT and structure phase mask (SPM). The two plain-images are bonded in the input plane
using random phase mask and it is transformed using GT. Then, its output is added and subtracted to
produce an intermediate image which are bonded with SPM in the frequency plane with the help of
Devil’s Vortex Fresnel lens (DVFL) (Vashisth, Singh, Yadav, & Singh, 2014), (Mehra & Nishchal,
2015). Finally, bonded intermediate image is applied on GT to produce cipher-image.
In (Shapiro, 1993) the authors describe an optical asymmetric image encryption scheme using
gyrator wavelet transform (GWT) with amplitude and phase truncated approach. Encryption keys
of GWT contain four parameters: GT order, type and level mother of WT, the position of different
frequency bands in intermediate frequency and output planes plus a random phase mask. For
encryption process, the GT and WT are applied and for decryption process, their inverses are applied.
For compression of cipher-image, Embedded Zero-Tree Wavelet (EZW) algorithm (Chen, Du, Liu,
& Yang, 2013)is used.
Affine Transform
The two-dimensional affine transform of function matrix A(θ) and with an angle θ can be written
as


0 cos2 θ − sin2 θ
 2 cos θ sin θ


A(θ) = 
−1
0
0

 2

2
cos θ − sin θ 0
2 cos θ sin θ 



(50)

The two-dimensional inverse affine transform with matrix A−1 (θ) can be manipulated as
− sin(2θ) cos(4θ) 0
cos(2θ) cos(4θ) 



A (θ) = 
0
−1
0



cos(
2
θ
)
cos(
4
θ
)
0
−
s
i
n(
2
θ
)
cos(
4
θ
)


−1
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The authors of (You, Lu, Zhang, Yang, Peng, & Zhuang, 2015) have proposed a color image
encryption based on affine transform in the GT domain. The color plain-image is divided into RGB
color component. Using affine transform with random angle, the RGB components are simulated real
and imagery parts of complex function. In order to achieve high security, the GT is applied twice to
encrypt the complex function. During encryption and decryption process, the keys are parameters
of GT and affine transform.
Arnold Transform
The Arnold transform is used as an image scrambling technique and transform is defined as
a '  w x  st a 
 =
  
b '   y z  b  modT
  
  

(52)

(a, b) and (a ' , b ' ) are the plain-image and scrambled image, correspondingly. An st indicates the
scrambling time, T represents the size of the image and w, x, y and z is the scrambling keys which
hold constraints | wz − xy |= 1 .
In (SUN & CHEN, 2006), the authors have proposed three dimensional color image encryption
based on the gravity model (Chen, Lu, & Su, 2010) and Arnold transform. The light field of data is
selected from the 3-dimensional plain-images. The 2-dimensional raw images are scrambled using
Arnold transform and gray scale using gravity model. The encrypted 2-D image is once again applied
to gravity model to re-arrange 2-D image to yield cipher-image. After decryption process, a simple
refocusing algorithm (N. Zhou, 2015) is used to recover the 3-D plain-image.
Fractional Mellin Transform (FrMT)
The FrMT is the most widely used transform to solve image encryption system based on linear
transform and to provide high security over larger encryption. The nonlinear two-dimensional FrMT
f (u, v ) of orders (y1, y2 ) at an angle θ1 and θ2 is written as
∞ ∞
(y ,y )
−(i 2πa sin θ1)−1
M 1 2 (a, b ) = ∫ ∫ f (u, v )u
−∞ −∞
 iπ

−(i 2πb sin θ2)−1
2

× exp 
(a + ln2 u ) × v
tan
θ


1
 iπ

(b2 + ln2 v ) dudv
× exp 
 tan θ2


(53)

where θ1 = y1π 2 and θ2 = y2 π 2 .
(Wei, Dou, & Xiuyun, 2000) reports an image compression scheme based on 2D compressive
sensing (Liu, Du, Fan, & Gong, 2013) and encryption using FrMT. The plain-image is extended to 2D
image and measurement matrices used in two directions to produce intermediate cipher-image using
logistic map with key1. Then, the FrMT is used to obtain a final cipher-image using another key2.
For decryption process, the inverse FrMT is used with key2 to obtain an intermediate image. At last,
the Newton smoothed l0 (NSl0) (Donoho, 2010) norm is applied with key1 to recover plain-image.
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Fractional Hartley Transform (FrHT)
In general, FrHT is the addition of two FrFTs. The two dimensional FrHT H of plain-image p(u, v )
with fractional orders a1 and a2 which holds angle at θ1 = a1π 2 and θ2 = a2 π / 2 , respectively.
H
+

1 +e
(a1 ,a2 ) 
 ' '
 p(u, v ) u , v =
(



1 −e

i (θ1+θ 2) 2

)

i (θ1+θ 2) 2
(a1 ,a2 )

(a +2,a +2)
F 1 2  p(u, v ) (u ' , v ' )

(

 p(u, v ) u ' , v '



)

(54)





2

F

2

From the above equation, the FrHT holds the additive property, has period = 2. When fractional
orders take value 1, the FrHT is decomposed into HT. Same process with opposite fractional orders
are used for inverse FrHT.
In paper (Wang & Zhao, 2011), the researchers adopted a single channel color image based on
FrHT and two dimensional vector operations (Zhou, Wang, Gong, He, & Wu, 2011). The plain-image
is decomposed into RGB components and G and B components are used to produce a phase mask
with vector operation. The R component is combined with a phase mask of the G component in order
to obtain random phase, amplitude and finally transformed using FrHT and same process is adopted
for R with B phase mask component. In order to gain security, once again FrHT along with chaotic
scrambling algorithm (Abuturab, 2015) is used to produce final cipher-images.
In paper (He & Zhang, 2008), the author constructed the single channel image encryption using
HT and GT with asymmetric cryptosystem. The plain-image is divided into the RGB channels and
channel is done HT independently. The HT RGB channels are multiplied to obtain intermediate cipher
- images and first decryption key using phase and amplitude truncated method. The intermediate
image is applied to conjugate random phase to obtain modulated image. Then, the modulated image
is applied to GT and to generate final cipher-image and second decryption key based on phase and
amplitude truncated method.
Discrete Wavelet Transform (DWT)
Discrete Wavelet Transforms are one of the widely used transformations for image encryption process.
By Mallat’s algorithm, the authors of (Yu, Zhe, Haibing, Wenjie, & Yunpeng, 2010), DWT recursively
with low-pass ld (t ) and high-pass hd (t ) decomposition filters is described as
a j (t ) =
bj (t ) =

1
2
1
2

∑ l (2t − s)a
s ∈Ζ

d

j −1

(s )

∑ hd (2t − s)a j −1(s )

(55)

s ∈Ζ

In above equations, the j = 1, 2, ..., a j (t ) and bj (t ) are the approximation and detail coefficients,
correspondingly. The Z represents the integer elements since the plain- and cipher-image are integers.
A plain-image, using (Yu, Zhe, Haibing, Wenjie, & Yunpeng, 2010) is segregated into the
following four parts, shown in Figure 11:
•
•
•
•
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LL1 – horizontal and vertical low frequencies which contain the information of the plain image.
HL1 - horizontal high and vertical low frequencies which holds horizontal edge details.
LH1 - horizontal low and vertical high frequencies which preserves vertical edge details.
HH1 – horizontal and vertical high frequencies for diagonal edge information.
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Figure 11. Wavelet transform decomposition

Further, the low horizontal and vertical frequencies are decomposed into higher level wavelet
transform.
The works in (Zheng & Huang, 2013) (Zheng & Huang, 2011) describe a chaos based image
encryption using DWT and chaotic maps such as logistic map, Chebyshev map and Arnold map. The
plain-image is subjected to higher level wavelet decomposition. Then, the dynamic S-box and XOR
operations are performed on decomposed coefficients. In diffusion process, the wavelet reconstruction
and Arnold process is adopted. Again, the level 2 decomposition is performed, and dynamic S-box
encryption applied to obtain a final cipher - image.
(Lima, Lima, & Madeiro, 2013) (Sinha & Singh, 2003) report a reduction of the data expansion
and quantization errors in homomorphic encryption domain using the DWT and multi-resolution
analysis (MRA). First, the implementation of DWT and MRA is done in encrypted domain. Then, the
authors developed the multiplicative inverse method to reduce quantization errors. By using MRA,
less data expansion is achieved.
Finite Field Cosine Transform (FFCT)
The FFCT has been used for recursively processing image block for a long time. The finite field
cosine function with non-zero element ξ in finite field is defined as
cosξ (x ) =

ξ x + ξ −x
2

(56)

where x ranges from 0 to multiplicative order of ξ .
The non-zero element is a finite field with multiplicative order of 2N . This FFCT includes
vector X = X 0 ,.., X N −1  and the vector X K is in the finite field is defined as
XK =

2
N

N −1

∑γ x
i =0

k

i

 2i + 1

cosξ k

2 

(57)

where
1 2, k = 0
γk = 
1,
k = 1,.., N − 1


(58)

73

International Journal of Information Security and Privacy
Volume 12 • Issue 3 • July-September 2018

Table 4. Complement pairs in a DNA structure
Pairs

Rules
1

2

3

4

5

6

7

8

A

00

00

01

01

10

10

11

11

C

01

10

00

11

00

11

01

10

G

10

01

11

00

11

00

10

01

T

11

11

10

10

01

01

00

00

The authors of (Sinha & Singh, 2003) have proposed an image encryption based on FFCT. In
the first step, the systematic pixel selection method is applied to obtain 64 sub-images from the
plain-image. Each sub-image is segmented into 8 × 8 blocks, and later subjected to recursive FFCT.
The transformed images are regrouped to produce an intermediate image. In the second step, the
permutation process is adopted to choose 8 × 8 blocks and then recursive FFCT is performed once
again. Then, the cipher-image is obtained.
Image encryption techniques involving transformation are quite becoming popular. The choice
of the transform domain depends on various factors like – security –tunability, visual quality,
compression and format compliance, performance speed, and cryptographic security in terms of key
space analysis, key sensitivity etc.
HYBRID TECHNIQUES
Hybrid image encryption techniques are another important supplementary stream of techniques where
sincere attempts for improving the performance of the encryption techniques are made. Some of the
hybrid techniques include fractals, image reconstruction, Genetic Algorithm (GA), DNA sequence etc.
DNA Sequence
A DNA sequence comprises of four nucleic acids, bases i.e., A (adenine), C (cytosine), G (guanine),
and T (thymine). The DNA sequence is expressed as four binary combinations such as 00, 01, 10,
11. Table 4 lists the complementary property of DNA.
For example, the pixel value 45 has a binary representation 101101, and then the DNA sequence
can be ACT by encoding rule 6 in Table 4.
In (Huang & Ye, 2012), an image encryption algorithm based on hyper-chaos and DNA sequence
is proposed. A chaotic sequence is generated using four dimensional hyper chaotic systems. The
chaotic sequence is converted to DNA sequence using rule1. The circular permutation is applied to
plain - image in the DNA status. The combination of permutation and diffusion generates the image
encryption with better performance.
In (Wang, Zhang, & Bao, 2015) a novel chaotic image encryption scheme using DNA sequence
is framed. The authors perform bitwise XOR operation on the plain-image using the chaotic sequence
generated by the spatio-temporal chaos. The DNA matrix is obtained by encoding addition rule 1
shown in Table 4 and is applied on spatio-temporal chaos to produce new initial conditions. The rows
and columns of the DNA matrix are permuted and it’s confused by encoding rules again. Finally, the
cipher-image is obtained by applying decoding rule 1(subtraction) over the confused DNA matrix.
Both DNA encoding and decoding serves as secret keys. Table 5 presents the manner in which the
rule 1 can be inferred for various DNA operations.

74

International Journal of Information Security and Privacy
Volume 12 • Issue 3 • July-September 2018

Table 5. DNA addition, subtraction and XOR sequence using rule 1
+

A

C

G

T

-

A

C

G

T

XOR

A

C

G

T

A

A

C

G

T

A

A

T

G

C

A

A

C

G

T

C

C

G

T

A

C

C

A

T

G

C

C

A

T

G

G

G

T

A

C

G

G

C

A

T

G

G

T

A

C

T

T

A

C

G

T

T

G

C

A

T

T

G

C

A

Genetic Algorithm (GA)
A GA is a search heuristic and a type of Evolutionary Algorithms (EAs). The EAs are most widely used
by scientist in many applications. The GA is used to solve optimization problems. Basic terminology
used in GA is given below:
•
•
•
•

Population – the number of initial populations, for example plain - image used to generate the
cipher-image
Selection - the solution for reproducing the offspring such as sub-images, pixels
Crossover – creating new solution for selection step
Mutation – small modification in selection step

The authors of (Saranya, Mohan, & Anusudha, 2014) propose a new method for image encryption
using GA. First, the rows and columns of the plain-image are permuted. Then, the permuted image is
divided into four sub-images for selection. One of these sub-images is selected randomly, from that
two pixels are chosen randomly. Finally, crossover and mutation are applied to selected pixels. The
image is reconstructed, and entropy is measured. If the entropy is high, then the same sub-image with
two different pixels are used for crossover and mutation operations. Otherwise, another sub-image
is chosen. The authors of (Afarin & Mozaffari, 2013) present a simple image encryption algorithm
that uses the genetic algorithm for the randomization effect and prove that their system is performing
well even on adverse initial conditions over selecting the key.
In (Enayatifar, Abdullah, & Isnin, 2014), a chaos-based image encryption using hybrid GA and
DNA sequence has been reported. The chaotic sequence and DNA mask act as an initial population
which is generated using chaotic logistic mapping. The DNA mask is converted to DNA sequence
using Table 4. The authors of (Enayatifar, Abdullah, & Isnin, 2014) present a scheme that combines
the genetic algorithms and DNA se
Fractals
A fractal is a mathematical set or natural image that exhibits a repeating pattern of different scales.
This pattern is called self-similar pattern. A fractal image is a mathematical function that is iterated
for finite times. The important properties of fractal images are self-similarity, detail structure at small
scales and high variation at different scales.
The authors of (Abd-El-Hafiz, Radwan, Barakat, & Abdel Haleem, 2014) present a novel image
encryption based on fractals. The system uses a high variant fractal images as a source for encrypting
other images. Fractal images are shifted in horizontal and vertical directions and then selected fractals
are XORed with the plain - image to obtain a modified image. In this method, to boost the encryption
system, the multiplexing and delay blocks are used. Finally, modified images are XORed to output
the ciphered image.
In (Zhang, Zhou, & Wei, 2011), an efficient approach for DNA fractal based image encryption is
proposed. First the plain-image is converted into binary matrix. Using DNA encoding a DNA matrix
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is derived from binary matrix. The secret keys are generated using DNA sequences. A permuted
image is obtained by fractal with secret keys. The diffusion process is applied in the DNA matrix to
modify gray values to gain cipher - image.
Valerij Rozouvan (Rozouvan, 2009), proposed modulo operation on image encryption. Author
used a fractal image to produce strong keys as a source of randomness. This method is called a
symmetric key algorithm because the same key is used in encryption and decryption. The plain-image
is encrypted using the modulo operation along with the fractal keys.
Double Random Phase Encoding (DRPE)
Let p(x , y ) be plain-image and c(x , y ) be cipher - image with the size M × N . The encoding and
decoding formulas are given respectively as follows:

{ {

}

{ {

}

c(x , y ) = FT −1 FT p (x , y ) exp  j 2πn (x , y ) exp  j 2πb (ε, η )





}

p(x , y ) = FT −1 FT c (x , y ) exp −j 2πb (ε, η ) exp −j 2πn (x , y )





(59)

}

(60)

Where b(ε, η) and n(x , y ) are the two-random phase functions in frequency and spatial domain
respectively. Two unrelated random phase marks (RPM) i.e., exp[ j 2πn(x , y )] and exp[ j 2πb(ε, η)]
as the keys in the input and the Fourier spectrum plane respectively. FT and FT −1 denote the
Fourier and its inverse Fourier transform, respectively.
In (Yang, Xia, Jia, & Zhang, 2013), the gray-level image encryption based on Quantum Fourier
Transform (QFT) and DRPE technique. The plain-image is encoded over the spatial domain using
a key. Later QFT is applied over encoded image. Then the image is encrypted using another key
and inverse QFT is applied to obtain the cipher-image. In quantum decryption phase, two keys are
required to get a plain - image.
In (Zhong, Chang, Shan, & Hao, 2012), the double image encryption based on pixel scrambling
and DRPE technique is discussed. The two plain-images are x and y. Authors encode x with one
scrambling matrix and y with another scrambling matrix. The plain-image x is encoded in complex
signal and y is in amplitude signal after being scrambled. The x is encrypted by utilizing DRPE in
the fractional Fourier domain. By applying correct keys, the two plain-images are obtained without
crosstalk.
CONCLUSION
This paper presented a background discussion on the major algorithms of encryption deployed in
digital imaging. The emerging techniques such as DCT, DWT and selective encryption are not too
prone to attacks, especially when the keys are chosen carefully. There are numerous encryption
schemes using chaos logic and though it is found to be successive, it also suffers from “key choice”
vulnerability. There is a possibility of choosing invalid keys or weak keys, in which case the system
performs poorly. Provided a chosen plain-image, sometimes, the subkeys involved in the process can
be guessed easily than that of a brute force attack, with a lesser computational complexity. Part of the
visual information of the other plain-images that are encrypted using the same key can be guessed
out. So a careful and meticulous choice of keys makes the image cryptosystem effective.
Another prominent direction of research could be in the design of homomorphic image encryption
systems. A homomorphic cryptosystem possesses the property that any particular algebraic operation
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when performed on the data input before encryption, the result is equivalent or same as that of the
same algebraic operation when performed on that input data after encryption. Currently the images
are stored in the cloud in most of the cases. For privacy and confidentiality reasons, encrypted images
are preferred over plain images. Homomorphic encryption may prove more helpful especially when
more processing is done over these images, especially for authentication, tamper-proof checking etc.
Selective image encryption is another interesting area to be focused. Instead of subjecting the entire
image to encryption process, the region of interest alone is encrypted, as in the case of certain medical
images, satellite images, etc., where the image content is restricted to some portion and the rest of
the image is plain or useless. Matured algorithms that selects the region of interest adaptively have
to be developed which would certainly reduce the execution time. Image encryption urges that the
keys must be carefully selected. Invalid, weak keys should not be selected, however there are good
strategies to choose the good keys. Encryption combined with reversible data hiding/steganography
has become another research direction recently. The order of execution of data hiding and encryption
is a trivial research avenue. This paper offered some guidelines and recommendations on the design
of a image encryption system.
Image encryption methods usually struggle with achieving a high confusion and zero correlation
with the plain image, with less computational complexity and highly resistive to cryptanalysis
process. Summarily, various elements like the type of information to be encoded, minimum rate of
the communication of that information and the counter-measures to survive cryptanalytic attacks,
have to be considered in the construction of a continuous, real-time image encryption system.
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