
DOI: 10.4018/IJISMD.2018070103

International Journal of Information System Modeling and Design
Volume 9 • Issue 3 • July-September 2018


Copyright©2018,IGIGlobal.CopyingordistributinginprintorelectronicformswithoutwrittenpermissionofIGIGlobalisprohibited.



48

A Survey, Design and Analysis of 
IoT Security and QoS Challenges
M Kesavan, Research Scholar, SITE, VIT University, Vellore, India

J Prabhu, VIT, Vellore, India

ABSTRACT

IoTisatechnologicalexemplarwithavisionof“Everythingisconnected”enablingeveryoneto
publishtheirgenerateddatacollectedfromdifferentheterogeneousandhomogenoussystemsonto
theweb.ThebasicconceptofIoTisconnectivity,asetofphysicalobjectsthatusenetworksupport
toexchangedata.Theseobjectscanbesoftware,boards,sensors,etc.Intherealendtoendnetwork
deployment,IoTisaplatformandcloudisonepartofit.InordertoturntheIoTvisionintoreality
highreliability,securityandQoSarerequiredtosupportthecommunicationsbetweenthehomogenous
andheterogeneousnetworks.ThesecurityandQoSarecriticalfactorsintherealEndtoEndtopology.
Inthisarticle,theauthorsproposedthevariouschallengesforIoTsecurity,andIoTroutingbetween
theedgeandcloud.
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1. INTRoDUCTIoN

Internetplaysaveryimportantroleforthedevicestocommunicatewiththehelpofprotocols.In
recenttechnologicalfields,EachIoTdeviceshasuniqueidentityanduniqueIdentifier(Ipaddressand
Url).MostoftheIoTdeviceshasaninterfaceallowsuserstoquerythedevices,monitorandcontrol
themremotely(Weber,2010).Thesedevicescommunicatetotheothersmartthingswirelesslythus
connectingthemtointernetandmakingthemestablishtheirIDandidentifierstatusontheweb.
EventuallyanIoTisformed,whichisinturnusedasanIoTapplicationbyhumanusers.Thesedevices
canbeusedastoolfortracking,observingandinfluencingtherealworld.Miniaturesofthesedevices
arecreatedandattachedtootherobjectssuchaspeople,deskarerootedintoplaceslikehome,office
etc.Awirelessnetworkofthesedevicesareformed.AgoodexampleisRFIDtags.

Theentity isbrought fromorigin toadestinationby routing thepacketswithout losing the
Integrity.ThesedevicescaneitherbeanIoToranInternetdevice.Thisapproachinvolvesrouting
andbettersecurityinthelayers.

1.1. Background of IoT
TheIoTissimplythenetworkofinterconnectedthingswhichareembeddedwithsensors,software,
andnetworkconnectivityandembeddeddevicesthatenablethemtocollectandexchangedatamaking
themaccessibleovertheInternet.IoTbringsusefulapplicationslikehomeautomation,smarthealth
monitoring,security,automateddevicesmonitoringandmanagementofdailytasks.Everysector
likeEnergy,Computing,Management,Securityandtransportationaregoingtobebenefitedwith
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thisnewparadigm(IEEEInternetofThingJournalEvaluatingcriticalsecurity issuesof theIoT
world:PresentandFuturechallengesofIoT,n.d.).Developmentofsensors,actuators,smartphones,
RFIDtagsmakesitpossibletomaterializeIoTwhichinteractandco-operateeachothertomakethe
servicebetterandmakeaccessibleatanytime,fromanywhereusinganynetwork.Wirelesssensor
technologyallowsobjectstoprovidereal-timeenvironmentalinformationandcontext.IoTallows
objectstobecomemoreintelligentwhichcanthinkandcommunicateamongthem.

Asthenumberofdevicesconnectedtotheinternetisgrowinginrate,theconceptofIoThas
gainedpower.SurveyhasrevealedthattherewillbebillionsofdevicesconnectedtoIoTserving
variouspurposesindaytodaylife(Al-Fuqahaetal.,2015).Thisresultsindevelopmentofapplications
invariousdomains,whereastheapplicationdependsonQoSrequirements.

TheQoSrequirementsclassifiedareBesteffort,Differentiatedservicesandguaranteedservices.
TheguaranteedservicesknownashardQoSshouldusesuitablemechanismateachlayerofIoT
architecture.AdelayinanylayercouldleadtounacceptableQoS,inordertoprovideguaranteed
servicesitisimportanttoknowQoShasbeenaddressedproperlyateachlayer(Ahsanetal.,2016).

Intherealdeployment,IoTisconnectedtodifferentbackendsystemswithdifferentVendors.
DuetohighheterogeneityandscalabilityupgradingthedevicesforvariousMalware,virusscanning,
andsoftwareFunctionalityishighlychallenging.Numerousvendorsandintegratorslikelywouldbe
involvedoverthelifetimeofthedevice,requiringacollaborativemixofstandards-based,proprietary
andopen-sourcedcomponents(Stoimenovic&Wen,2014;Qu&Chan2016).

Asaresult,securitysolutionsforthedevicesareindeedwithstronghardware-basedsecurity,
andlegacydevicesshouldbeprotectedbehindpurpose-builtgateways(Kharietal.,2016).

Also,thereisnosingle,perfectlevelofsecurity.Variousdevicesatdifferentcompanieshave
varyingriskprofiles.Creatingjusttherightsecuritylevelisachievable,throughevaluatingtherisk,
useandcapabilityofeverydevice.IoTsecurityfocusismoreondatathanthedevice.Duetoimmense
useandimportanceoftheInternetofThings,ithasbecomeparamounttosecureit.IoTsecurityisso
criticalbecauseprivateinformationcouldbestolenfromtheuseofconnecteddevices.

2. ANALySIS oN IoT

Asmentionedintheintroduction,theIoTisnothingbutdevicescommunicatethroughtheinternet
whentheyareenabledanddon’tcommunicateiftheyaredisabled.Example:SmartTV,Onlinegames
throughcomputer/Xboxetc.ThebestexampleofthisistheRFIDtags,whichenableseachdevice
tocommunicatewitheachotheroveranynetworkconnectivityaltogetherresultinginexchangeof
informationinabetterandsmartermanner(Al-Fuqahaetal.,2015).

IOThasgivenaconceptofMachineto-Machine(M2M)communication.Implementingstrategy
tocapitalizeontheInternetofThingssothatyoucanjuststopyourbusinessandstartsmakingit
thrive.IOTisgoingtohavehugeimpactonhomeautomationandbuildingautomationsystemwhere
everyconveniencewillbetakencareofbytheinterconnecteddevicesonIOT.

ThemajorcharacteristicsofIoTobjectsaretosense,tinyinsize,limitedcapability,andlimited
energy,connectedtothephysicalworld,intermittentconnectivityandmobility,managedbydevices
andnotbyPeople(Aljawarneh,2012).

2.1. IoT Architecture
ThereisnosingleagreementonarchitectureforIoT,whichisagreeduniversally.Differentarchitectures
havebeenproposedbydifferentresearchers(Gubbietal.,2013;Hanetal.,2016;Hao,2015)basedon
theusecases.EarlierresearchersidentifiedthethreelayerarchitectureaskeyfortheInternetofThings
(Desaietal.,2015;VanderVeer&Wiles,2008).Whenwedeepdiveformanyuserdeployment,
theIoTarchitectureisdecoupledandthelayersarewellaugmentedforbetterunderstandingand
requirements.Thiscouldbeoneofthereasonsthatthefivelayeredarchitecturesareproposed(IEEE
InternetofThingsJournalEvaluatingcriticalsecurityissuesoftheIoTworld:PresentandFuture
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challengesofIoT,n.d.)whichfurthermoreincludestheprocessingandbusiness layers(Hussain,
2016;Aljawarneh,2017).

1. ThreelayerArchitecture
2. Five-LayerArchitectures
3. CloudandFogBasedArchitectures

2.2. Three Layer Architecture
ThethreelayersareApplication,Transportationandperceptionasdescribedinfigure1

1. Todealwiththephysicallayer,theperceptionlayerplaysakeyrole.Thesensorsdefinedinthis
layer,willsenseandgatherinformationabouttheenvironment.Thiswillbasicallyidentifyother
smartobjectsintheenvironment.

2. Interconnectionofsmartthings,networkdevicesandserversareachievedthroughthenetwork
layer.Italsoholdstheresponsibilityoftransmittingandprocessingsensordata.

3. Allthespecificservicestotheuseraredeliveredbytheapplicationlayer.Exampledeployments
areSmarthealthandcities.

2.2.1. Five Layer Architecture
Thefivelayersareperception,transport,processing,application,andbusinesslayers.Theroleof
theperceptionandapplicationlayersisthesameasthearchitecturewiththreelayers.Aswiftof
remaininglayerscanbedefinedasfollows.

1. Transportlayergrabsthesensorinformation(data)byfollowinganyofthebelowmediumlike
Bluetooth,NFC,RFID,wirelessandLANfromperceptionlayertotheprocessinglayerandvice
versa.

2. Asthenamedefines,processinglayerholdsthefollowingresponsibility-Store,Analyzeand
processmassiveamountofdatafromtransportlayer.

3. Thelayerholdsthecompleteresponsibilityofuser’sprivacyandprofitmodeliscompletely
managedbybusinesslayerandcontrolsthewholeIoTsystem.

IoTusestheRFIDreaders/Sensors,whichisanidentificationtechnique.ThisRFID/Sensors
targetsthedevicesandcollectsinformationthroughradiofrequency(Aijazetal.,2015;Pintoetal.,
2017)andituniquelyidentifiestheobjectandcollectstheinformation.Allthesearedonewithout
humanintervention.

IoTencompassesofseveraldevicesconnectedtoeachother,auniformarchitectureshouldbe
maintained.Figure1representsthearchitectureofIoT,whereitisclassifiedinto2tiers–edgeand
platformtiers.ThegatewaynodeconnectsthetwodissimilarnetworksthatexistbetweenIoTand
Internetdevices(Ahsanetal.,2016).

2.2.2. Cloud and Fog Based Architectures
BasedonthedatageneratedbydifferentIoTdevices,weneedsomemechanismtopreprocessthe
data.Insomesystemarchitecturesthedataprocessingisdoneinalargeunifiedfashionbycloud
computers.Suchacloudcentricarchitecturekeepsthecloudatthecenter,applicationsaboveit,and
thenetworkofsmartthingsbelowit(Stoimenovic&Wen,2014).Cloudcompromiseslotofflexibility
andscalability.Italsosupportsforservicessuchasthecoreinfrastructure,platform,software,and
storage.Developerscanprovidetheirstoragetools,softwaretools,datamining,andmachinelearning
tools,andvisualizationtoolsthroughthecloud.
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Theenhancementofcloudgaveanewarchitecturenamely;fogcomputing(Bonomietal.,2014;
Stoimenovic&Wen,2014),wherethesensorsandnetworkgatewaysdoapartofthedataprocessing
andanalytics.

2.2.3. Protocol Stack
TheinformationisexchangedthroughlayersasstatedinFigure1.Themainlayersaredatalink,
networkandapplicationlayer.Thedatalinklayerserversasmediumforallocatingchannelsfordata
transmissionamongsmartdevices.ThebestexampleoftheIoTtechnologyisZigBee.TheZigBee
technology(Sarkar&Kundu,2016)isfastresponsivewhencomparedwithBluetooth.

Inapplication layer,manynewprotocolsare introduced toadaptwith immensevolumeand
largenetworkofIoTdevices.Machine-to-machine(M2M)communicationMessageQueuemeasure
Transport(MQTT)ismeantforIoTdevicesoflittlesizethathavelowinformationmeasure,high
cost,lowprocesspowerandunreliablenetworkssuchthey’llcommunicatecleanlyamongthem.

TheXMPPprotocolisproposed(Ahsanetal.,2016)forcommunicationinIoTworld,precisely
designedforinstantmessagingthatarebasedonXML.

Figure 1. Layers of IoT
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TheinteroperabilityisachievedbetweensmartdevicesinIoTbyusingtheData-Distribution
Service (DDS) protocol (Schoop et al., 2006). For IoT applications, this protocol offers great
Performanceand,Scalability.

2.2. IoT Protocols (Hussain, 2016)
TheIoTprotocolsarelistedinTable1.

MessageQueuingTelemetryTransport(MQTT)isalightweightmessagingprotocoldesigned
forsensorandwirelessnetworks.TheprotocoliswidelydeployedforM2M(machinetomachine)
communication. Ituses sendorpublishmethod.MQTTPerformswellwhen there isbandwidth
limitation.

Constrained Application Protocol (CoAp) is specifically designed for constrained (limited)
Hardware.Thisprotocoliswidelyusedwhenthehardwaredoesn’tsupportHTTPorTcp/Ip.Itisa
lightweightprotocolthatneedslowpowerIOTapplicationlikeforcommunicationbetweenbattery
poweredIOTdevices.Thisalsousesclient-serverarchitecture.

ExtensibleMessagingandPresenceProtocol(XMPP)isanXMLbasedmessagingprotocol.It
wasusedinmessaging,Presence,voiceandvideo.XMLisamarkuplanguageusedforbothhuman
andmachinereadable.TheuseofXMPPforIOTallowsreal-timeandscalablenetworkingbetween
devicesorthings.

BasedonMQTT,SecureMessageQueueTelemetryTransport(SMQTT)protocolisanencryption
basedlightweightmessagingprotocol.Itfollowssetup,encryption,publishanddecryption.Itworks
similartoMQTT,exceptbothsubscriberandpublisherneedtoregisterwiththebrokerusingasecret
masterkeyforsecuritypurpose.

DDS-DesignedbyObjectManagementGroup(OMG),Thisalsoworks inMQTTpattern.
DataDistributionServiceisaM2Mapplicationlayerprotocolforreal-timesystemswithoutany
networkingmiddleware.

AMQP-LikeXMPP,AdvancedMessageQueueProtocol(AMQP)isalsoanopenstandard
applicationlayerprotocolformessage-orientedmiddleware.Itisusedforpassingbusinessmessages
betweenapplicationsororganizations.

RPListhedistancevectorroutingprotocolforLowPowerandLossyNetworksdevelopedin
ROLLIETFWorkingGroup-RPLControlMessagesareusedtobuildanetworktopology.

6LoWPANisacronymthatcombinesthelatestversionoftheInternetProtocol(IPv6)andLow-
powerWirelessPersonalAreaNetworks(LoWPAN).6LoWPAN,therefore,allowsforthesmallest
deviceswithlimitedprocessingabilitytotransmitinformationwirelesslyusinganinternetprotocol.

CRB-RPL:AReceiver-BasedRoutingProtocolforCommunicationsinCognitiveRadioEnabled
SmartGrid.

(LTE-MachineTypeCommunication)-Standards-basedfamilyoftechnologiessupportsseveral
technologycategories,suchasCat-1andCatM1,suitablefortheIoT.

LoRaWAN-Networkprotocolintendedforwirelessbattery-operatedThingsinregional,national
orglobalnetwork.

Z-WaveItisaproprietaryprotocol,withtwobasictypesofdevices:controllingandslavedevices.
Thisiseffectivenon-scaledeploymentsandwherethemessageseconds>200millesecormore.

3. CHALLeNGeS IN IoT

ThereareseveralchallengesandresearchissuesinIoT.

3.1. Heterogeneity
The major issue as well as the critical issue of IoT is heterogeneity of the devices. Unlike the
traditionaldevices,theIoTdevicesaresubjectedtodifferentconditions(Al-Fuqahaetal.,2015).
Theheterogeneitymaybeduetothebelowreasons.
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1. Operative conditions: The detector devices operate in several conditions like- temperature,
pressure,andvoltage(Ahsanetal.,2016).

2. Functionality:TheIoTdevicescouldeitherdeliverinformationsporadicallyorondemandbasis
(Aijazetal.,2015).

3. Resolutions:ThetargetofIoTdevicescouldalsobefollowing,monitoring,actuating,etc.
4. Hardwareplatform:Thehardwareplatformvariespertheirdesignandstyle.Supportedthis,the

supportinginoperationsystemsandapplicationsalsoaredifferent(Hussain,2016),packetsize,
etc.
6. Implementations:Completelydifferentprogramming languagesareused todevelop IoT

applicationsusingdifferentoperationsystems,likeAndroid,IOS,etc(Hussain,2016).
7. Interactionmodes:TheinteractionbetweenIoTdevicesandalsotheremoteuserareoften

request/responseorcommandtype(Bravo&Velazquez,2008).

AsIoTdealswithdifferentapplicationsanddomain,adheringtosingleprotocolisn’taneasy
taskinIoT,Hencetheconceptofinteroperabilityhascomeintopicturetohandletheheterogeneity.

3.2. Interoperability (IoP)
Assaidearlierthereareseveraldevicesindifferenttechnologieswhichdoesnotcommunicateinthe
samewayastheconventionalcomputerdevicesdoesit.

WehavedifferentlevelsofinteroperabilitylikeDevices/connectivity,platformandServices.
Consider the smart home system, in which all lights, ovens, washing machines/dryers are

connectedandcontrolledthroughinternet/webinterface(Bravo&Velazquez,2008).Anadditionof
anyofnewdevicefromdifferentvendorshouldnotaffecttheentiresetup.

Thedeviceswhichareheterogeneousinnatureshouldbeabletocommunicatewitheachother
andworktogetherandthisisachievedbyintegrationofIoTsystem.Becauseoftheinteroperability
issuesstill60%ofthesystemfacesIoPissues.ThesevariouscategoriesofIoPissuesareprovided
intheIoTcontext(Pintoetal.,2017).

The various interoperability issues which has to be addressed for seamless communication
(Asuncion&VanSinderen,2011)

1. TechnicalInteroperability:Whencommunicationtechnologiesandprotocolsusedforexchange
ofinformationareincompatible, technical interoperabilityresults.Thiscanhelponlyinlow
levelinformationexchange.

2. Syntactic Interoperability: This results when information andknowledge are represented by
differentstructuresbydifferentpeopleorsystems.

3. SemanticInteroperability:Itdealswithdifferentmeaningofthesamecontentwhichisbeing
exchanged.Itdealswithhumanratherthanthesystem.It is themostimportantbarrierasit
involvesintheexchangeofinformationandthisinfodoesn’thavedefinedsemantics.

4. PragmaticInteroperability:Therapidityinthemessageswhichisexchangedbetweenthesender
andreceiverisexplainedhere.ThePragmaticinteroperabilityisstilllargelydisconcerted,as

Table 1. Protocols used in IoT

Application
Layer

XMPP(Ungurean&Gaitan,2015),CORE,AMQP(Iovaetal.,2016),MQTT(Ghoshetal.,2010),
HTTP,IFTF,SSH,CoAP(Whitmoreetal.,2015),smqtt(Xuetal.,2016),dds(Shirgahietal.,2017)

NetworkLayer RPL(Pintoetal.,2017),6LowPAN(Neivaetal.,2016),IPv4,IPv6(Ungurean&Gaitan,2015),
6TiSCH(Dandelskietal.,2015),CoRPCRB-RPL(Qu&Chan,2016),IETFROLL

DataLink
Layer

LTE-A(Al-Fuqahaetal.,2015),802.11g/ac/ad/ah(Ronenetal.,2017),NFC,ANT?,sIGfOX
(Bonomietal.,2012),LoRaWAN(Bonomietal.,2014),802.15.4,rfid,ble,z-Wave
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definedbytheproposeddefinitions(Al-Fuqahaetal.,2015;Aljawarneh,2012;VanderVeer&
Wiles,2008)

5. OrganizationalInteroperability:Lacksinexchanginginformationamongorganizationwhenthey
havewidevarietyofinformationoverdifferentsystem,thisinteroperabilitycomeintopicture.
Thisensuresthatalltheindustriesareorganizedinsamepattern.

AchievingIoPamongalltheheterogeneousdevicesacrosscompletelydifferentcommunication
technologiesisindispensable.Someattainableapproachesarementionedbelow(Ahsanetal.,2016).

1. ProtocolVersion:TheproprietaryprotocolsareconvertedtoTCP/IPandviceversausingthe
gatewaybecauseofitslowcomplexityanditslowcost.Sincethereisnocommonstandards
protocoltranslationareisolatedinIoTapplications.

2. IPV6overWSN:WSNcanuse IPv6by squashing theheader andusing the stateless auto-
configurationofIPV6.AsIoTthingshavesizevariants,furtherinputsarerequiredtomakethe
protocolstackadaptabletothedevices.

3. UsingDeviceOntology:Ontologyhelpsinsharingthecommonunderstandingofthestructure
ofinformationamongpeople.ItalsoprovidesMetainformation,knowledgeandinformation
aboutthedevices.Devicesmightnotadapttotheontologyastheyhavedifferentcontext.

4. WebofThings(WoT):Theclientcanaccessanydeviceinthenetworkastheyrunawebserver.
Themainconsofthisisthat,theyareuser-centrici.e.,thedeviceactionsisalwaysoriginated
byusers.

5. ServiceOrientedMiddle-ware(SOM):Hereservicesarethedatageneratedfromthedevice.
Creatorandenduserinteractionisdonebytheregistry.

6. DesigningaGenericProtocolStack:Bycombiningallthelowpowertechnologiesaprotocol
stackcanbedesigned.Thisstackcanprovideinteroperabilityatdifferentaspects.Theaspectare
thephysicalandapplicationintegrationwhichisforinterconnectingthedevicesandexecuting
differentapplicationsintandemrespectively.

3.3. Scalability
Scalabilityisthebestoptiontohandlethefierygrowth.Figure2representstherelativegrowthof
componentstothegrowthofnodes.Scalabilityistheabilityofadevicetoadapttothechangesin
theenvironmentandmeetthechangingneedsinthefuture.Itisessentialfeatureofanysystemwhich
hasthecapabilitytohandlethegrowingamountofwork.Itisadesirableattributeofasystemor
anetworkwhoselackcancauseapoorsystemperformanceandthenecessityofreengineeringof
thewholesystem.TheIoTapplicationsshouldbecapabletoholdupincreasingnumberofdevices
withoutanydeprivationintheQoS(Hussain,2016).Also,thenumberofresourcesisproportional
tothenumberofdevicesincreasing,asweneedresourcestomanagethesedevices

Wehavetwotypesofscalability,verticalandhorizontalscalability

3.3.1. Vertical Scalability
Itisalsoreferredtoasscalingupwhichistheabilitytoincreasethecapacityofexistinghardware
orsoftwarebyaddingmoreresources to it.For ins1.tance,weaddprocessingpower toaserver
toincreaseitsspeed.Moreover,wecanscaleasystemverticallybyexpandingitbyaddingmore
processing,mainmemory,storage,andnetworkinterfacestothenodeinordersatisfymorerequests
persystem.Hostingservicescompaniessurmountbyincreasingthenumberofprocessors.Itmeans
toaddresourcestoasinglenodeinasystemwhichinvolvestheadditionofCPUsormemoryto
asinglecomputer(Ahsanetal.,2016).Suchverticalscalingofcurrentsystemsfacilitatesthemto
utilizevirtualizationtechnologymoreproductively.
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Themainadvantageofverticalscalabilityisthatitconsumeslesspowerifwecomparetorunning
multipleservers,reducesadministrativeeffortsasweneedtohandleandmanageonlyonesystem
(Hussain,2016).Moreover, the implementation is easier, reduces softwarecosts andapplication
compatibilityisretained.Asthereareadvantagestherearealsodisadvantagestothistypeofscaling
whichincludegreaterriskofhardwarefailurewhichwillcausebiggeroutages,severevendorlock
inandthecostoftheoverallimplementationishigh(Hao,2015;Bonomietal.,2012;Ahsan,2016).

3.3.2. Horizontal Scalability
Itisalsoreferredtoasscalingoutwhichistheabilitytoincreasethecapacitybyconnectingthemultiple
hardwareorsoftwareentitiessothattheycanworktogetherasasingleunit.Horizontalscalability
canbeachievedbyaddingmoremachines(Kaur&Mir,2015)intothegroupofresourcesandadding
morenodestoasystemforinstanceaddinganewcomputertoadistributedsoftwareapplication.

TheexamplesofthiscanbeSOAsystemsandwebserverswhichscaleoutbyaddingmoreand
moreserverstotheload-balancednetworksothattheincomingrequestscanbedistributedbetween
allofthem.Clusterisafamiliartermfordescribingascaled-outprocessingsystem.

3.4. Cloud and Server Platform
Theamountofconnectionsanddataproducedbythedevicesareproportionaltotheincreaseofthe
devices.Handlingthemassivegrowthofdevicesalongwiththeconnectionsanddataisabighurdle.
SomeofthesolutionsofIoTareopenIoT,Compose,CloutandKaa(Shirgahietal.,2017;Karnouskos
etal.,2014;Qinetal.,2016).

Differentapproachesareadoptedtoaugmentscalabilitycanbelistedasfollows

1. Properschedulingmechanismsshouldbedevelopedtohandlethereliabilityissues.Theservicesin
acloudshouldtaketheresponsibilitytoenableautomatedbootstrapping,registration,monitoring,
andupgrade.

Figure 2. Nodes in scalability
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2. Data processing pipeline: This technique is needed to collect, clean, enrich and change on
streamingdata

ScalabilityofIoTcanbeachievedbybreakingtheapplicationintomultipleautonomousfunctional
units.Multipledatastorageunitshavetobeadopted.Thedatabasetechnologyshouldbetiedwith
analyticsalgorithms.

3.5. Network and Communication Protocol
IntheIoTcommunicationtheremaybetransmissionoccurringbetweenthousandsofdevices.Many
devicesmayconnecttoasinglenetworkforaspecialpurpose.Networkingandcommunicationwith
insufficientchannelbandisexigent(Pintoetal.,2017).Differentstrategiesforprovidingscalabilityare

1. Newmodulationandcodingpatternsaremandatoryforrefiningnetworkcapacity.
2. MACprotocolsshouldbeabletotakecontrolovertheargumentandcollisionoverthepublic

wirelessmedium.
3. Finally comes the addressing scheme IPV4 and IPV6 which are distinctive. IPV4 has been

switchedtoIPV6duetothelimitedaddressspace.IPV6cangiveuniqueroutableaddress.
4. Thenextaspectofprovisioningscalabilityistocontroltheprotocoloverheadasthenetwork

sizeandthephysicallayercapacityincreases.
5. Thedevicesarelimitedinnatureanditisveryvitalthattheprotocolsareoptimizedtomunch

throughverylowpower(Neivaetal.,2016;Pintoetal.,2017).
6. Redundantdataisdealtwiththehelpofdataaggregation.Itcombinesallthesuperfluousand

interrelateddata intovalidhigh-quality informationwhich is in turn transmitted to the sink
throughtheintermediatenodes.Thiscanreducetherepetitiveroutes(Hussain,2016).

3.6. Security and Privacy
SecurityandPrivacyisthemostimportantaspectinIoTasthedevicesareconnectedgloballyand
accessibilityisprovidedtoanyone.ThesecurityarchitecturaldiagramfortheEndtoEndflowis
referredasbelowinFigure3.

Informationcanbetakenbyanyoneandthishastoberestricted.Also,thesedevicesaremore
pronetointruders.Thecommunicationwillhappenthroughradiowaveswhichisanotheradvantagefor
intruders.TherealcomplexityinIoTarises,whenexchangeofinformationhappensonheterogeneous
deviceswhicharegeographicallyseparated.

Alsocloudcomputing(Chenetal.,2006)playsaroleininformationleakage.Asaresult,there
isanincreaseddemandinsecurityandprivacytechniquestoensuretheinfoexchangedarelessprone
tovulnerability.

3.6.1. Security Challenges in IoT Deployment
AccordingtostandardIoTArchitecture(Ghoshetal.,2010;Gubbietal.,2013;Hanetal.,2016)we
have3layersPerception,Transportationandapplicationlayer.Figure4showsthesecurityattacks
inIoTlayers.

3.6.2. Requirements in Security for IoT
ForaprotectedIoTdeploymentdifferentsystemsandparametersshouldbefiguredwithasportrayed
underneath.

3.6.3. Integrity, Data privacy and Confidentially
AsIoTinformationgoesthroughnumerouspathsinasystem,alegitimateencryptioncomponent
is required to guarantee the classification of information, because of a various reconciliation of
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administrations.TheIoTgadgetsvulnerabletoassaultsmaycauseanaggressortoaffecttheinformation
honestybyalteringtheputawayinformationforperniciouspurposes.

3.6.4. Authentication, Authorization, Accounting
ThedecentvarietyofvalidationcomponentsforIoTexistschieflyduetothedifferingheterogeneous
fundamental designs and situations which bolster IoT devices. A channelized deployment of
authorization and authentication results in a reliable/Trust worthy environment which ensures a
secureenvironmentforcommunication.

3.6.5. Energy Efficiency
TheIoTgadgetsareregularlyassetobligedandareportrayedwithlowpowerandlesscapacity.The
assaultsonIoTstructuresmaybringaboutanexpansioninvitalityutilizationbyfloodingthesystem
anddebilitatingIoTassetsthroughexcessorproducedbenefitdemands.

3.7. Security Challenges
ConventionaltechniquescannotbeusedinIoTbecauseofthevarietyofstandardsandcommunication
stacks involved. Hence the upcoming security and privacy feature should be a firewall for the
information.Someoftheupcomingresearchchallenges(Hao,2015)arelistedbelow

1. Designinglightweightsecurityforresourceconstraintnetworksanddevicesisamajortask.
2. Commonauthentication:This is anetwork identityverificationmethod that allowsusers to

exchangeinformationfromonedevicetoother.ThiscanbeimplementedinIoTaswell.
3. Controllingtheaccessofanindividualbyidentifyingtheminthesystemthroughtheirlocation

andrestrictingtheirrightsareveryimportant.
4. ProvisioningandprotectingthedatainacloudisoneofthekeyissuesofthefutureIoT.

Figure 3. Architectural diagram for end to end flow (Pinto et al., 2017)
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AsummaryofdifferenttypeofAttacksandlevelsofthreatandsolutions(Shirgahietal.,2017)
arelistedinTable2

3.8. Quality of Service (QoS)
QoShasbecometheburningandsensationalresearchtopicinIoT.TherearesomanyQoStopics
whichhastobeaddressedinIoTsomeareavailability,reliability,mobility,performance,scalability,
interoperability,security,management,andtrust(Ungurean&Gaitan,2015).Figure5definesthe
componentsofQoS.

3.8.1. QoS in IoT
Figure6representstheindustrialdeploymentofIoT,whereQoSplaysamajorrole.SmartNuclear
reactormonitoringsystem,anditisamusttobemonitoredcontinuously.Forexample,anuclear
reactorinproductionshouldbemonitoredconstantlywiththermalimages.Thiswillhelpustocatch
theproblemsignsandanomalies.Thesereportsareprovidedtothemonitoringstationinrealtime
tosavelotofpeoplelife.InsuchinstancesprovidingdatatotheMonitoringstationsaccuratelyand
withoutanydelayisimportant.VariousprotocolsareindustrializedtoaffordQoStoIoTdeployment.

Figure 4. Security attacks in IoT layers



International Journal of Information System Modeling and Design
Volume 9 • Issue 3 • July-September 2018

59

ThedataprovidedinTable3representsseveralIoTapplicationsandtheQoSparameters(Ahsan
etal.,2016)todefinetheneedforbetterservices.QoShasitsownchallengesasithasnumerous
devicesinthenetworkandthesechallengesaregivenbelow(Sarkar&Kundu,2016).

1.Resource–constraintdevices:SensorbaseddevicesinIoTarepositionedatremotezonesdueto
thistherearepowerconstraintsaswellassomeotherdrawbackslikebandwidth,buffersize,
memoryissuealsohitsthesystem.

2.TrafficLoad:Asthesinknodewhichisresponsibleforcollectinglargeamountofdatafornumerous
sensorsarescatteredintheenvironment.Duetothisthereisgreathitintraffic,whichultimately
hitstheQoS.

3.DataRedundancy:Ascitedinthesecondpoint,thesinknodewhicharescattered,receivesdata
fromseveralsensorsandthismayberedundantaswell.DuetotheseredundantdatatheQoSmay
beaffected.Withtheuseofsomedatafusionordataaggregationtechniques,dataredundancy
canbeavoided.

4.Scalability:ScalabilityisamajorfactorasnumberofusersinIoTkeepsonincreasingdaybyday.
Thisriseintheusageshouldnotaffecttheworkingofanapplication.

5.FaultTolerance:ThenodeorlinkfailureisthebigissueinprovisioningQoSinIoT.
6.Heterogeneity:ThisisanothermajorfactorwhichaffectsQoS.
7.Multiplereceiverandtraffictypes:Eachapplicationhasitsownsetofreceiversandthesereceivers

relyondifferenttrafficmodelswhichisagainahurricanetotheQoSinIoT.

InGeneral,wecancategorizeQoSsolutionstosomeIoTapplicationscanbeachievedinfollowing
ways(Hussain,2016)

1. QoSarchitectureforspecificapplication.
2. DesigningeffectiveMACprotocoltodealwithenergyefficiency,throughput,anddelay.
3. Optimizingtheresourceutilization.
4. DefiningservicemodelsforIoT.

Table 2. Security Attacks and the solutions

Type of attack Threat level Actions Solution

Passive Low Usuallybreachdata
confidentiality.

Ensureconfidentiality
ofdataanddonotallow
anattackertofetch
information.

ManintheMiddle LowtoMedium
Alterationand
eavesdroppingarethe
examplesofthisattack.

Applydataconfidentiality
andproperintegrationon
datatoensureintegrity

Active High Effectsconfidentialityand
integrityofdata.

Ensurebothconfidentiality
andintegrityofdata.

Imitation High Itimpersonatesfor
unauthorizedaccess.

Toavoidfromspoofing
andcloningattacks,apply
identity

Privacy High
Sensitiveinformationofan
individualorgroupmaybe
dis-closed

Transmitsampledata
insteadofactualdata
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3.8.2. Routing Protocol
TheRoutingProtocolforLowpowerandLossyNetworks(RPL)whichistheIPV6routingprotocol
forLowpowerandLossyNetworks(LLNs)wasstandardizedbyIEFT.MeanwhileIoTemergedand
hadtheglobalconnectivityfactor;henceitgaineditspriorityforacquiringRPLprotocol.

Figure7representsthatthesuccessofRPLinIoT.Itiswitnessedwhenthecompanies’partof
ZigBeeAllianceadoptedthetechnology.TherearefewchallengesinRPLmustfacetoremainon
thevanguardoftechnology.

3.8.3 RPL in a Casing
RPLusuallyhasitstopologyintheformofDestination-OrientedDirectedAcyclicGraph(DODAG),
whereDODAGisadirectedgraphwithoutcycleformationanditorientstowardsarootnode.Border
routermaybetermedasexampleforthesame.

Formultipoint-to-pointcommunicationinRPL,thisistheschematicrepresentationofseveral
parentnodessendpacketupwardstotherootnodewhereastheothernodesarekeptforthepurposeof
servingasbackuprouters.ThetopologyiscreatedandmaintainedviacontrolpacketscalledDODAG
InformationObjects(DIO).Thepacketcontainstheroutingmetricandanobjectivefunctionwhich
isusedbyeachnode,toselecttheirparentsamongtheneighbors.

Figure 5. Components of quality of service



International Journal of Information System Modeling and Design
Volume 9 • Issue 3 • July-September 2018

61

TheTricklealgorithmisusedtorebroadcasttheDIOpacketswhichstrikeatrade-offbetween
reactivity to topology changes and energy efficiency. Trickle ensures that DIOs are publicized
hostilelywhenthenetworkisunhingedandinsteadrebroadcastatanincreasinglyslowpacewhile
thenetworkisstable.

Tosupportpoint-to-multipointcommunicationinRPL,whichisdualtrafficpatternfromthe
roottothedevicesthestandardrequiresadditionalcontrolmessagesandroutingstate.Destination
AdvertisementObject(DAO)controlpacketsanditshouldbesentbyallthenodeinthenetwork
totherootasapossibledestination.Figure8representstheflowoftheseupwardsmessagesinthe
DODAGtopologytherebyestablishingdownwardroutealongtheway.

3.8.4. RPL for IoT: The Future Challenges (Iova et al., 2016)

3.8.4.1. Prevailing Pattern on Traffic

Figure 6. Monitoring the system

Table 3. QoS Requirement for various IoT deployments (Ahsan et al., 2016; Stoimenovic & Wen, 2014)

Deployment Priority Reliability Data type Availability

Smart
Industrialization High High Continuous Low

MedicalDomain High High Continuous High

FireService High High Event High

SmartHome High High QueryandEvent Moderate

SocialNetworking Low Moderate Query Moderate

Trafficcontrol High High Continuous High
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Point-to-multipointandpoint-to-pointcommunicationreceivedsignificantlylessattentioninRPL,
yieldingimplementationswithpoorperformance;thismightforestallfutureadoptionofRPL(Qu&
Chan,2016)withintheever-increasingIoTapplications.
3.8.4.2. Mobile Devices
RPLdeploymentonMobilityisnotsatisfactory,whicheventuallypulldownthePerformance.The
contactawareroutingneedstobeconsideredforfuturedevelopments.
3.8.4.3. Advanced methods for Network Stack Design

Figure 7. IoT protocol Stack

Figure 8. RPL Routing Topology (Iova et al., 2016)
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NewapproacheswithconsiderablyhigherperformanceshaveemergedsincetheRPLcustomarywas
defined,andwillsoreceiveattention
3.8.4.4. Advanced/Innovative Wireless Technology
ThescenariosnurturedbyIoTaregeneratinganewwaveinwirelesstechnologiesthatcansignificantly
redefinethegoalsandeventuallythemechanismsofRPLaswell.
3.8.4.5. RPL Routing Attack
TheEavesdropping,Maninmiddleattackarethekeyimplicationsasper(Dviretal.,2011;Leet
al.,2013)andtheproposedsolutionsarehashingandSignaturebasedAuthentication.

3.8.5. Forthcoming RPL
Toremainfruitful in theIoTdomain,RPLneedsare-pointing.However,standardizationbodies
mustkeepupwiththelatestdevelopments.Therespectiveworkinggroups(e.g.,IETFROLL),in
anefforttocreatea“standardecosystem”aroundRPLandweaveitintostate-of-the-artapproaches
fromrelatedresearchcommunities.

4. CoNCLUSIoN

Internethaswitnesseddrasticchangeswhichcannotbeavoidedandeventuallythereadinessofthe
internethasincreased.Sensortechnologiesarewelladvancedandhardwareisalsoavailableata
cheaperrateinmarket(Ahsanetal.,2016).Duetothis,ithasbeenpossibletoattachthesensors
tothishardwareandmakethemcommunicatewitheachotherwithoutthehumanactivitycoming
intopicture.ThispaperprovidesabriefthoughttotheFeatures,MainConcepts,Protocolstacks,
ObjectivesandchallengesofIoT.ThispaperanalyzedtheobjectivesandchallengesofIoTtechnology
byidentifyingsomeofthecredibleareasthatneedstobewellfocused.Thisworkwillhelpusto
understandandprovideatheoreticalFoundationofIoTconceptsandchallengesthatcanbespecifically
takentodeveloptheIoTframeworkforlargescaleSystems.Thesurveyalsohighlightsthe6Lowpan
andRPL(traditionalroutingprotocols)andthepossiblesecurityAttacks.Thiswillpaveawayto
developeffectivesecuritymechanismandbetterQoSforIoTsystems.
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