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Authentication schemes are widely used mechanisms to thwart unauthorized
access of resources over insecure networks. Several smart card based password
authentication schemes for Telecare Medical Information Systems (TMIS)
have been proposed in the literature. Recently, Lee et al. proposed an authentication scheme for TMIS and then they claimed that their scheme is
able to resist various attacks. However, in this paper we demonstrate that
Lee et al. scheme is still vulnerable to forgery and offline password guessing attacks and it is also unable to provide user anonymity, forward secrecy
and mutual authentication. With the intention of fixing the weaknesses of
Lee et al. scheme, we present a secure authentication scheme for TMIS.
Moreover, the proposed scheme can also resist all known attacks. We prove
the security of the proposed scheme with the help of widely-accepted random Oracle model. Finally, we carry out the performance evaluation of the
proposed scheme and other related schemes, and the result favors that the
proposed scheme provides better trade-off among security and performance
as compared to other existing related schemes.
Keywords: User impersonation attack, Password authentication, Off-line
password guessing attack, User anonymity, TMIS
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Healthcare systems are among the latest to join the trend of shifting to
a digital environment due to the ease of management, increased efficiency
etc. This has been made feasible due to the recent breakthroughs in the
domains of communication and technology. Thus, the process of setting up
a health appointment has been made obsolete. Digitizing the entire process
has ushered in efficient, prompt and high quality medical services.
The new systems provide many advantages i) like the ease of access to
medical records, less maintenance[1, 2]; ii) integration of patient’s medical
records from diverse medical service providers[3, 4]; iii) providing remote
care[5, 6] etc. The cardinal aim of this system is to provide reliable and
convenient medical services to the patient. The telecare medical information
system (TMIS) enables the deliverance of such services. The architecture of
user authentication for TMIS is shown in Figure 1.

Figure 1: The architecture of user authentication for TMIS

In TMIS, the medical server maintains a database which keeps the electronic medical records(EMR) of its registered patients (users) and makes
certain healthcare services available to them whenever requested. Thus, an
issue pertaining to data protection of sensitive medical records is of utmost
importance. It is the server’s responsibility to ensure the integrity of health
data that is transferred to the user’s computing device[7]. Therefore, there
2
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is a need for remote authentication so that the server authenticates the validity of users (patients), before granting them access to sensitive data and
resources.
Several user authentication schemes[8, 9, 10, 11, 12, 13, 14, 15, 16, 17]
have been presented for TMIS in the past few years. Wu et al.[10] proposed
an authentication scheme and claimed that their scheme was apt for TMIS
in 2010. However, He et al.[11] proved that Wu et al.’s scheme not resist
insider and impersonation attacks. He et al. then proposed their improved
scheme. Nevertheless, Wei et al.[12] proved that schemes in [10, 11] were susceptible to off-line password guessing attack. In order to fix these flaws, Wei
et al. proposed a scheme and claimed that their scheme is secure. Though,
Zhu et al.[13] demonstrated the scheme of Wei et al. is vulnerable to off-line
password guessing attack. They then presented an enhanced authentication scheme. Later, Lee et al.[14] examined the flaws of the authentication
schemes in [10, 12] and [13], and proposed an enhanced scheme to resist some
well-known attacks. Besides, Chen et al.[8] proved that the scheme of Khan
et al.[18] is vulnerable to insider attack and proposed an enhanced scheme
to fix the security weaknesses in [18].
Recently, Jiang et al. [15] showed that the scheme in [8] is vulnerable to
identity guessing attack and consequently presented their enhanced scheme.
Furthermore, Xie et al.[17] and Lin [16] showed that the scheme in [8] is
susceptible to dictionary attacks, impersonation attacks and off-line password
guessing attacks. They then presented their improved authentication schemes
for TMIS. Later, Cao et al. [9] also showed that the scheme[8] permitted the
attacker to differentiate patients in dissimilar login sessions and that the
server required to perform an exhaustive search of the account database.
To fix the drawbacks of [8], they then proposed an enhanced scheme for
TMIS. Besides, Lee et al.[19] proved that the scheme of Wu et al.[20] is still
vulnerable to stolen verifier and smart card lost attacks and proposed an
enhanced scheme to fix the security weaknesses in [20].
1.1. Our contribution
In this paper, first, we have shown that Lee et al.[19] does not meet
the user anonymity, and mutual authentication property. Additionally, it is
open to insider, offline password guessing, user impersonation and Denial of
service(DoS) attacks. Next, with the purpose of fixing the weaknesses of Lee
et al.s scheme, we have presented an enhanced scheme.

3
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User anonymity untraceability
Mutual authentication
Forward secrecy
Session key agreement
Resistance to offline password guessing attack
Resistance to replay attack
Resistance to insider attack
Resistance to forgery attack
Resistance to stolen verifier attack
Resistance to man-in-the-middle attack
Resistance to stolen smart card attack
Resistance to modification attack
Resistance to known session-specific temporary information attack
Resistance to known session key attack
Local password verification
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Criteria
EC-1:
EC-2:
EC-3:
EC-4:
EC-5:
EC-6:
EC-7:
EC-8:
EC-9:
EC-10:
EC-11:
EC-12:
EC-13:
EC-14:
EC-15:
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1.2. Evaluation criteria
To assess the robustness of existing schemes we require an evaluation criterion. Many such evaluation metrics have been proposed[21, 22, 23]. However, Madhusudhan and Mittal[24] in 2012 claimed that the earlier recommended metrics were ambiguous. They then proposed a new set of evaluation
criterion. Later, in 2016 Wang et al.[25, 26] refined the metrics presented by
Madhusudhan and Mittal and suggested a new set of security requirements
and desirable attributes. In this paper we evaluate the robustness of our
scheme against the security metrics suggested by Wang et al. and [27] as
listed in the Table 1.
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C

1.3. Adversary model
In this paper, we regard the adversarial model as discussed in [25]. Note
that the following assumptions about an adversary A’s prowess are quite
reasonable and have also been made in recent works[28, 29].
1. A has the ability to intercept the transmitted messages[30].
2. A can extract the security parameters stored in the smart card using
power analysis technique[31, 32].
3. A can enumerate the password dictionary offline[33].
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1.4. Road map of the paper
The rest of the paper is organized as follows. In Section 2, we briefly
introduce the discrete logarithm problem, the one-way hash function, and
the DiffieHellman problem; these mathematical concepts form the basis of
the security of our proposed scheme. In Section 3, we review Lee et al.’s
scheme. Section 4 describes the weakness of Lee et al.’s scheme. Our proposed scheme and corresponding scheme analysis are presented in Sections
5 and 6, respectively. The performance analysis and security requirement
comparisons are presented in Section 7. We lastly present our conclusions
in Section 8.
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2. Preliminaries

In this section, we provide brief introduction to the discrete logarithm
problem [34], the one-way hash function (e.g., MD5 [35] or SHA-1 [36], and
the Diffie-Hellman problem [37]; these mathematical concepts form the basis
of the security of our proposed scheme.
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2.1. Discrete logarithm problem and Diffie-Hellman problem
Until now, the discrete logarithm problem has been intractable. Detailed
information about the discrete logarithm problem can be found in [34], and
we briefly introduce the discrete logarithm problem in the following text.
Assume that g is a generator of Zp∗ and that p is a large prime number.
Consider the following equation:
X = g x mod p

(1)
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If we know g, x and p, computing the modular exponentiation X = g x mod p
is trivial. However, if we know g, X, and p, it is computationally infeasible
to find x due to the factoring of prime numbers [38]. The problem of solving
equation (1) for x is called the discrete logarithm problem. Furthermore,
given g, p, X = g x mod p, and Y = g y mod p, the computation of K =
g xy mod p is termed the Diffie-Hellman problem [37].
2.2. One-way hash function
A one-way hash function h : x → y is a function with the following
properties:

5
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3. Review of Lee et al.’s scheme
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• The function h is one-way in the sense that, given x, it is trivial to
compute h(x) = y. However, given y, it is difficult to compute h−1 (y)=
x.
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In this section, we review Lee et al.’s authentication scheme [19]. It
comprises of three phases: registration phase, login phase, and authentication
phase. The detailed steps of the scheme are revealed as follows. Table 2
summarize the notations used in this paper.
Table 2: Notations

D

Description
ith mobile user
Password of Ui
Identity of Ui
Medical server
Adversary
Smart card
Secret key of S
Session Key
Prime numbers
Present time stamp of Ui and S
Permissible transmission delay
Cryptographic one-way hash function
Concatenation
Bitwise N OR operation
Bitwise XOR operation
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Notations
Ui
P Wi
IDi
S
A
SC
d
SK
p, q
Tu , Ts
∆T
h(·)
||
⊗
⊕

3.1. Registration phase
1. Suppose a new user Ui wants to register to access the medical server
S. Ui selects his/her identity IDi and password P Wi . Ui sends his
registration request {IDi , P Wi } to S via a secure channel.

6
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s1
s2
N

= h(K ⊕ IDi )
= h(P Wi ||K)
= h(h(P Wi ||s1 )
= v ⊕ s2 ⊕ H
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2. S verifies the validity of the user IDi , and then computes

SC

where K is a secret number of S and H is a constant secret key of S.
3. Finally, S stores {IDi , h(·), N , s1 } into a medical smart card and
issues the card to Ui through the secure channel.
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3.2. Login phase
For login, user Ui inserts his/her medical smart card into a smart card
reader and then enters his/her IDi and P Wi . The login and authentication
phase is summarized as follows and also in Figure 2. Next, the smart card
performs the following steps:

D

1. Smart card chooses a random number r1 , and then computes s2 =
h(h(P Wi ||s1 )) and C1 = r1 ⊕ s2 .
2. Then, the smart card sends login request message { N , IDi , C1 } to
medical server S via a public channel.

AC
C

EP

TE

3.3. Authentication phase
1. When S receives the message { N , IDi , C1 }, it verifies the format of
IDi . If verification holds, then login request is accepted. Otherwise,
the login request is rejected.
2. S computes
v = h(K ⊕ IDi )
s∗2 = H ⊕ N ⊕ v
r1∗ = s∗2 ⊕ C1 = s∗2 ⊕ r1 ⊕ s2
a = r2 ⊕ h(r1∗ ||s∗2 )
b = h(s∗2 ||r2 ||r1∗ )

where r2 is a random number chosen by S
3. Then, S sends the message {a, b} to user Ui .

7
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4. After receiving the reply message {a, b} from S, Ui computes r2∗ =
?
a ⊕ h(r1 ||s2 ). Then, it verifies if b = h(s2 ||r2∗ ||r1 ). If verification holds,
Ui confirms that S is valid. Otherwise, the reply message is rejected.
5. Ui computes C2 = h(r2∗ ||s2 ) ⊕ h(P Wi ||s1 ) and sends {C2 } to medical
server S.
6. After receiving C2 from Ui , S computes

SC

u = h(r2 ||s∗2 ) ⊕ C2
= h(r2 ||s∗2 ) ⊕ h(r2∗ ||s2 ) ⊕ h(P Wi ||s1 )
= h(P Wi ||s1 )
?
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7. Then, S Verifies s∗2 = h(u). If verification holds, S confirms that Ui is
valid. Otherwise, the login request is rejected.
8. Finally, S and Ui can generate a common session key sk = h(r1∗ ||r2 ) =
h(r1 ||r2∗ ) used for later secure transmission.
3.4. Password change phase
Any legal user Ui can change the password by using the following steps.
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1. User Ui inserts his/her medical smart card into a smart card reader
and then enters his/her IDi , P Wi and P Wnew . Then, smart card sends
password change request with the parameters {IDi , P Wi , P Wnew } to
S.
2. S computes v = h(K ⊕IDi ), s∗1 = h(P Wnew ||K), s∗2 = h(h(P Wnew ||s∗1 ))
and N ∗ = v ⊕ s∗2 ⊕ H. Then, S sends {s∗1 , N ∗ } to Ui through the secure
channel.
3. At last, Ui updates his/her medical smart card with new parameters
{IDi , h(·), s∗1 , N ∗ }.
4. Cryptanalysis of Lee et al.’s scheme

In this section, we focus on security loopholes of Lee et al.’s scheme [19].
Before analyzing Lee et al.’s scheme, we make the following three assumptions
regarding capability of an adversary A as suggested by Xu et al. [39], Kocher
et al. [40], Messerges et al. [41] and Ding et al. [42] respectively. Note that
these three assumptions, which are also made in the most recent works [43,
39, 44, 45, 46, 47, 48, 42, 49, 50, 51], are quite reasonable.
8
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User Ui
keys IDi and P Wi
Select a random number r1
s2 = h(h(P Wi ||s1 ))
C1 = r1 ⊕ s2
{IDi , C1 , N }
−−−−−−−−−−−−−−−→
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Verify IDi ;
Selectss a random number r2 ;
v = h(K ⊕ IDi )
s∗2 = H ⊕ N ⊕ v
r1∗ = s∗2 ⊕ C1
a = r2 ⊕ h(r1∗ ||s∗2 )
b = h(s∗2 ||r2 ||r1∗ )
{a, b}
←−−−−−−−−−−−−−−−−

r2∗ = a ⊕ h(r1 ||s2 )
?

Verify if b = h(s2 ||r2∗ ||r1 )
If true, compute
C2 = h(r2∗ ||s2 ) ⊕ h(P Wi ||s1 );
{C2 }
−−−−−−−−−−−−−−−−−−−→

TE

D

u = h(r2 ||s∗2 ) ⊕ C2
?

Verify if s∗2 = h(u)
If true, computes
sk = h(r1∗ ||r2 ) = h(r1 ||r2∗ );
Otherwise, rejects C2

EP

Figure 2: Login and authentication phase of Lee et al. scheme[19].
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1. The adversary A has total control over the communication channel
between the users and the remote server. That is, A may eavesdrop,
block, insert, delete, modify, or intercept any messages transmitted in
the channel [39].
2. The adversary A may either steal a user’s smart card or picking up the
users smart card and then extract the secret values stored in the smart
card by side-channel attack techniques [40, 41, 42].
3. The adversary A can off-line enumerate the password dictionary[42].

Following above mentioned assumptions, in the subsequent discussions of
the security weakness of the scheme of Lee et al., we assume that an adversary
9
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A can extract the security parameters {IDi , h(·), N , s1 } stored in the legal
user’s smart card and that the adversary A can also intercept the messages
{IDi , C1 , N } and {a, b } sent out by the user Ui and the reply message { C2
} sent out by the server S. Now, we show various security loopholes existing
in Lee et al.’s scheme:
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4.1. Vulnerable to offline password guessing attack
In password authentication schemes where the user is permitted to choose
his/her password, the user tends to choose a password that can be easily remembered for his/her convenience. However, these easy-to-remember passwords are potentially vulnerable to password guessing attack, in which an
adversary can try to guess the users password and then verify his guess.
Password guessing attacks include online and offline password guessing attacks. Online password guessing attacks can easily be thwarted by limiting
the number of failed logins and limiting the number of continuous login attempts that can occur within a short time interval. However, in off-line
password guessing attack, the adversary A intercepts some password related
messages transmitted between the user and the server, and then iteratively
guesses the user’s password and verifies whether his/her guess is correct or
not in an offline manner.
Now, let us see how this attack could be successfully launched with the
Lee et al.’s scheme. Suppose the user’s smart card is lost, an adversary A
can reveal all the data {IDi , h(·), N , s1 } under Assumption 2. With the
previously intercepted informations {IDi , C1 , N , a, b, C2 } from the public
channel, A can obtain Ui ’s password P Wi as follows:

AC
C

EP

1. Guesses the value of P Wa to be P Wi .
2. Computes
0

s2 = h(h(P Wa ||s1 ))
0

0

r1 = C1 ⊕ s2
0

0

0

r2 = a ⊕ h(r1 ||s2 )
0

0

0

0

b = h(s2 ||r2 ||r1 )
0

?

3. Verifies the correctness of P Wa by checking if b = b.
4. If the verification succeeds, consider P Wa as the user’s password. Otherwise adversary A repeats the steps 1-3 until the exact password P Wi
is found.
10
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Let |DP W | represent the number of passwords in password dictionary DP W .
The running time of the above pointed out attack process is O(|DP W | ×
(4Thash + 2Txor )), where Thash is the running time for a hash function, Txor is
the running time for a XOR operation, respectively. According to Ding et
al.’s [43] claim, it is easy to see that, the time for A to recover Ui ’s password
is a linear function of the number of passwords in the password dictionary
DP W . In practice, the password dictionary DP W is very limited in nature,
for example |DP W | ≤ 106 [52, 53]. Hence the above attack can be done in
polynomial time.
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4.2. Absence of user anonymity
A protocol with user anonymity protects an individual’s sensitive personal
information from being acquired by an adversary A through analysing the
login information, the resources, or the services being accessed. Moreover,
anonymity makes remote user authentication mechanism more strong as an
adversary A could not track which users are interacting with the medical
server. A simple way to preserve anonymity is to hide user’s valid identity
during communication. However, in Lee et al.’s scheme, in each login request,
user’s identity is transmitted in plaintext through login request message {IDi ,
C1 , N }. Moreover, an adversary A can extract the security parameters {IDi ,
h(·), N , s1 } stored in the legal user’s smart card under Assumption 2 and
discover the user’s identity IDi . Therefore, anyone can know about the
logging user by observing the login request message and user’s privacy is not
maintained by the scheme. Consequently, an adversary A can misuse the
readily available identity of user to break the security walls of the scheme.
Therefore, Lee et al.’s scheme fails to preserve user anonymity.
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4.3. Vulnerable to user impersonation attack(Spoofing attack)
An adversary A can impersonate a legal user by successfully logging in
to the server as follows:
1. A can extract all the data {IDi , h(·), N , s1 } from user’s smart card
under Assumption 2.
2. A achieves user’s password P Wi as discussed in Section 4.1.
3. A achieves user’s identity IDi as discussed in Section 4.2.
4. A chooses a random number r1 and computes the following values:
s2 = h(h(P Wi ||s1 ))
C1 = r1 ⊕ s2
11

ACCEPTED MANUSCRIPT

SC

v = h(K ⊕ IDi )
s∗2 = H ⊕ N ⊕ v
r1∗ = s∗2 ⊕ C1 = s∗2 ⊕ r1 ⊕ s2
a = r2 ⊕ h(r1∗ ||s∗2 )
b = h(s∗2 ||r2 ||r1∗ )
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Then, A sends login request message { N , IDi , C1 } to medical server
S.
5. When S receives the message { N , IDi , C1 }, it verifies the format of
IDi . The condition holds as A uses registered user’s identity.

D
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where r2 is a random number chosen by S
6. Then, S sends the message {a, b} to user Ui .
7. A intercepts the message {a, b} and computes r2∗ = a⊕h(r1 ||s2 ). Then,
?
it verifies if b = h(s2 ||r2∗ ||r1 ). The verification hold as s∗2 = H ⊕ N ⊕ v =
H ⊕ v ⊕ s2 ⊕ H ⊕ v = s2 .
8. A computes C2 = h(r2∗ ||s2 ) ⊕ h(P Wi ||s1 ) and sends {C2 } to medical
server S
9. After receiving C2 from Ui , S computes

TE

u = h(r2 ||s∗2 ) ⊕ C2
= h(r2 ||s∗2 ) ⊕ h(r2∗ ||s2 ) ⊕ h(P Wi ||s1 )
= h(P Wi ||s1 )
?
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10. Then, S Verifies s∗2 = h(u). The verification hold as C2 = h(r2∗ ||s2 ) ⊕
h(P Wi ||s1 ) and s2 = h(P Wi ||s1 )
11. Since, the verification holds, an adversary A is authenticated by S. At
last, A and S can generate a common session key sk = h(r1∗ ||r2 ) =
h(r1 ||r2∗ ).

The above discussion shows that an adversary A can impersonate a legal user
by successfully logging in to the medical server S.

4.4. Insider attack
When a user submits his password in its original form to the server,
a malicious insider can know the user’s password. During the registration
phase of Lee et al.s scheme, the user Ui submits plaintext password P Wi
12
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and identity IDi to the medical server S. This assists direct access of user’s
password to the privileged insider of the system at S. Having user’s password,
the insider can impersonate any legal user of the system at other servers where
the user employs the same password for his handiness. If the insider turns to
become aggressive, he may be dangerous to user’s privacy and security of the
Lee et al.’s scheme. Therefore, Lee et al.’s scheme cannot withstand insider
attack.
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4.5. Lacks proper mutual authentication
A good password authentication scheme achieves mutual authentication,
meaning that, not only can the server verify the legitimacy of user, but the
user can also verify the legitimacy of server. Moreover, no illegal users or
servers can impersonate the legal user or the legal server. In Lee et al.’s
scheme, mutual authentication is realised. However, the situation of impersonating the user is omitted. As shown in Section 4.3, an adversary A can
impersonate a legal user during the login phase. This breaks the mutual
authentication setup of the scheme and hence proper mutual authentication
is not achieved.
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4.6. Denial of service attack
Once A guesses the exact password P Wi and traces the corresponding
IDi of Ui as described in Sections 4.1 and 4.2 respectively, he can change the
password of Ui as follows
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1. A inserts the stolen/found smart card into the card reader, keys IDi ,
P Wi and P Wnew of Ui . Then, smart card sends password change request with parameters {IDi , P Wi , P Wnew } to S.
2. S computes v = h(K ⊕IDi ), s∗1 = h(P Wnew ||K), s∗2 = h(h(P Wnew ||s∗1 ))
and N ∗ = v ⊕ s∗2 ⊕ H. Then, S sends {s∗1 , N ∗ } to Ui .
3. At last, smart card is updated with new parameters {IDi , h(·), s∗1 ,
N ∗ }. Now the new password is successfully updated. Now A replaces
the smart card of Ui . Afterward, the registered legal user Ui cannot
make any valid login requests since his/her old password will not work
anymore.

The above discussion shows that Lee et al.’s scheme cannot withstand Denial
of service attack.
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4.7. Wrong password cannot be quickly detected-Local password verification
In the login phase of Lee et al.’s scheme, the user Ui inputs his/her identity
IDi and password P Wi ; however the smart card does not verify the legality
of user’s password P Wi . Therefore, even if the user Ui incorrectly inputs
his/her password P Wi , Step 1-4 of authentication phase are still performed.
It shows the inefficiency of scheme in incorrect input detection. This leads
to unnecessarily extra communication and computational overheads during
the login and authentication phases.
5. The Proposed Scheme
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The proposed scheme consists of the following phases.

5.1. Initialization
Server S selects two large prime integers (p, q) and computes n = p×q and
φ(n) = (p−1)×(q−1). Then, S selects an integer e such that gcd(e, φ(n)) = 1
and 1<e<φ(n). It computes an integer d such that d ≡ e−1 mod φ(n). Lastly,
e and n are made public while (p, q) and d are kept secret by the server S.

D

5.2. Registration Phase
This phase consists of the following steps:

AC
C

EP

TE

1. User Ui freely selects his or her password P Wi , identity IDi and a
random number r and sends {h(P Wi ||r), IDi } to S via a secure communication channel.
2. S generates a random number b and computes
x = be mod n,
Au = h(d||b) ⊕ h(IDi ),
Bu = h(d||IDi ) ⊕ h(P Wi ||r),

where d is the S’s secret key. Lastly, S stores {Au , Bu , x, e, n, h(·)}
in smart card and sends it to Ui via a secure channel.
3. Ui computes Cu = h(IDi ||P Wi ) ⊕ r and Ct = h(IDi ⊗ P Wi ⊗ r) and
injects {Cu , Ct } into smart card. Finally, the smart card contains {Au ,
Bu , Cu , Ct , x, e, n, h(·)}.

The registration phase is summarized in Figure 3.
14
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Server S

Generates a random number b.
x = be mod n.
Au = h(d||b) ⊕ h(IDi ).
Bu = h(d||IDi ) ⊕ h(P Wi ||r).
Stores {Au , Bu , x, e, n, h(·)} in SC.
{Smart card}
←−−−−−−−−−−−−−−−−−
(via secure channel)

SC

User Ui
Selects IDi , P Wi .
h(P Wi ||r).
{h(P Wi ||r), IDi }
−−−−−−−−−−−−−−−−−−−→
(via secure channel)
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Cu = h(IDi ||P Wi ) ⊕ r.
Ct = h(IDi ⊗ P Wi ⊗ r).
Injects {Cu , Ct } into SC.

Figure 3: Registration phase.

D

5.3. Login and authentication phase
The detailed steps of login and authentication phases is as follows and
also in Figure 4:
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1. Ui → S : M1 = {z, V2 , V3 , V5 , Tu }
Ui inserts his or her smart card into the card reader device and enters
password P Wi and identity IDi . Then, the device computes r = Cu ⊕
?
h(IDi ||P Wi ) and verifies IDi ⊗ P Wi ⊗ r = Ct . If the verification holds,
then it selects a random number Nu and computes the following values;
Otherwise, it terminates the login process.
V1
V2
V3
V4
V5
z

= Au ⊕ h(IDi ),
= V 1 ⊕ Nu ,
= h(V1 ||Nu ) ⊕ IDi ,
= Bu ⊕ h(P Wi ||r),
= h(V2 ||V3 ||V4 ||Tu ),
= x ⊕ Tu .

where Tu is the present timestamp of Ui .
{z, V2 , V3 , V5 , Tu } to S.
15

Then, Ui sends M1 =
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= V2 ⊕ h(d||b),
= V3 ⊕ h(h(d||b)||Nu∗ ),
= h(d||IDi∗ ),
= h(V2 ||V3 ||V4∗ ||Tu ).
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Nu∗
IDi∗
V4∗
V5∗
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2. S → Ui : M2 ={V6 , W , Ts }
When M1 is received, S checks the recentness of Tu using Ts −Tu ≤ ∆T ,
where Ts is the present timestamp of S and ∆T is the allowed time
interval for the communication delay between Ui and S. If it does not
hold, S rejects M1 . Otherwise, S finds x = z ⊕ Tu . Next, S decrypts
xd mod n to find b. Further, S computes
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S then verifies V5∗ = V5 . If the verification holds, Ui is authenticated
by S. Otherwise, S rejects M1 . Once Ui is authenticated, S generates
a random number rs and computes
SKs = h(V4∗ ||Nu∗ ||rs ),
V6 = rs ⊕ h(Nu∗ ⊕ V4∗ ),
W = h(SKs ||Nu∗ ||rs ||Ts ),
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and sends reply message M2 ={V6 , W , Ts } to Ui .
0
3. When M2 is received, Ui checks the recentness of Ts using Tu −Ts ≤ ∆T ,
0
where Tu is the present timestamp of Ui . If it does not hold, Ui rejects
M2 . Otherwise, Ui computes the session key as follows:
rs∗ = V6 ⊕ h(Nu ⊕ V4 ),
SKu = h(V4 ||Nu ||rs∗ ),
W ∗ = h(SKu ||Nu ||rs∗ ||Ts ).

?
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Ui then verifies W ∗ = W . If the verification fails, Ui rejects M2 . Otherwise, Ui authenticates S. The above verification ensures the successful
mutual authentication between Ui and S. Hence, both Ui and S agree
upon a common secret session key SKu = h(V4 ||Nu ||rs ) = SKs .

5.4. Password change phase
Ui inserts his/her smart card into the card reader device and enters password P Wi , identity IDi and new password P Winew . Then, the device com?
putes r = Cu ⊕h(IDi ||P Wi ) and verifies h(IDi ⊗P Wi ⊗r) = Ct . If verification
16
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User Ui
Inputs IDi , P Wi . Computes
r = Cu ⊕ h(IDi ||P Wi ).
?

SC

Verifies h(IDi ⊗ P Wi ⊗ r) = Ct
If true, selects Nu and computes
V1 = Au ⊕ h(IDi ),
V2 = V1 ⊕ Nu ,
V3 = h(V1 ||Nu ) ⊕ IDi ,
V4 = Bu ⊕ h(P Wi ||r),
V5 = h(V2 ||V3 ||V4 ||Tu ),
z = x ⊕ Tu .
M1 = {z, V2 , V3 , V5 , Tu }
−−−−−−−−−−−−−−−−−−−−−−−−→
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Checks validity of Tu using
Ts − Tu ≤ ∆T .
If so, obtains x = z ⊕ Tu
and b = xd mod n.
Nu∗ = V2 ⊕ h(d||b),
IDi∗ = V3 ⊕ h(h(d||b)||Nu∗ ),
V4∗ = h(d||IDi∗ ),
V5∗ = h(V2 ||V3 ||V4∗ ||Tu ).
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0
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Checks validity Ts using Tu − Ts ≤ ∆T .
Computes rs∗ = V6 ⊕ h(Nu ⊕ V4 ),
SKu = h(V4 ||Nu ||rs∗ ),
W ∗ = h(SKu ||Nu ||rs∗ ||Ts ).

Verifies V5∗ = V5 .
If true, S authenticates Ui .
Generates rs . Computes
SKs = h(V4∗ ||Nu∗ ||rs ),
V6 = rs ⊕ h(Nu∗ ⊕ V4∗ ),
W = h(SKs ||Nu∗ ||rs ||Ts ),
M2 = {V6 , W, Ts }
←−−−−−−−−−−−−−−−−−−−−−−−−−

?

Verifies W ∗ = W .
If true, Ui authenticates S
Shared session key is SKu = h(V4 ||Nu ||rs ) = SKs .
Figure 4: Login and authentication phase.
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fails, it rejects the request. Otherwise, the following values are computed:
0

0

Cu = h(IDi ||P Winew ) ⊕ r,
0

Ct = h(IDi ⊗ P Winew ⊗ r).
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Bu = Bu ⊕ h(P Wi ||r) ⊕ h(P Winew ||r)
= h(d||IDi ) ⊕ h(P Winew ||r),

0

0

0

SC

Finally, the values Cu , Bu and Ct are substituted with Cu , Bu and Ct , respectively.
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6. Security Analysis

In this section, we show that our scheme is provably secure against an
attacker for deriving the private key d of the server S, the identity IDi of a
legal user Ui and the session key SK between Ui and S.

D

6.1. Formal Security Analysis
We utilize the formal definitions of the one-way hash function h(·) and
integer factorization problem (IFP) defined in Definitions 1 and 2, respectively.
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Definition 1. A collision-resistant one-way hash function h : {0, 1}∗ →
{0, 1}l is a deterministic algorithm which on input arbitrary length binary
string x ∈ {0, 1}∗ outputs a fixed-length l-bit binary string h(x) ∈ {0, 1}l
HASH
(t) is an attacker A’s advantage in finding collision, then
[54]. If AdvA
it is defined by

AC
C

HASH
AdvA
(t) = P r[(x, y) ∈R A : x 6= y
and h(x) = h(y)],

where P r[X] denotes the probability of an event X in a random experiment,
and (x, y) ∈R A is a pair randomly selected by A. A is also allowed to be
probabilistic and the probability in the advantage is computed over the random
choices made by A with the execution time t. h(·) is called collision-resistant
HASH
if AdvA
(t) ≤ 1 , for any sufficiently small 1 > 0.

Definition 2. Let GenF be a polynomial-time algorithm that on input 1ρ ,
output (n, p, q), where n = pq, and p and q be ρ-bit distinct primes. The factoring assumption relative to GenF states that given N , it is computationally
18
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infeasible to derive the prime factors p and q, except with a negligible probability in ρ. This problem is formally defined as follows [55].
For any probabilistic polynomial-time (PPT) A, its factoring advantage
is given by
IF P
(ρ) = P r[(n, p, q) ← GenF (1ρ ) :
AdvGen
F ,A
A(n) = {p, q}].
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IF P
The factoring assumption (with respect to GenF ) states that AdvGen
(ρ)
F ,A
is negligible in ρ for every PPT A. (tIF P , IF P )-IFP assumption holds if
IF P
AdvGen
(ρ) ≤ IF P (ρ), for any sufficiently small IF P (ρ) > 0, and its
F ,A
running time is at most tIF P .

We apply the method of contradiction proof in our formal security analysis
as presented in [56], [57], [58], [59], [60], [61], [62], [63]. For this purpose, we
assume that the following two random oracles are available to the attacker
A:
• HashOracle : It will output the input string x from the corresponding
hash value y = h(x).
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• IF P Oracle : It will output the private key d of the server S from the
public values n = p × q and e, where ed ≡ 1 (mod (p − 1)(q − 1)).

EP

Theorem 1. Under the assumption that the one-way hash function h(·)
closely behaves like a random oracle, the proposed scheme is provably secure against an attacker for deriving the private key d of the server S, the
identity IDi of a legal user Ui and the session key SK between Ui and S, if
IF P is intractable.
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Proof. In this proof, we construct an attacker A who will have the ability to
derive the private key d of the server S, the identity IDi of a legal user Ui and
the session key SK between Ui and S by intercepting the messages during
the login and authentication phase. With the access to both HashOracle
and IF P Oracle oracles, A can run the experiment for the proposed user
authentication scheme, say UAS, which is given in Algorithm 1.
HASH,IF P
The success probability for the experiment EXPA,U
is given by
AS
HASH,IF P
SuccA = |2P r[EXPA,U AS
= 1] − 1| and the advantage of this experiment
becomes AdvA (t, qHash , qIF P ) = maxA {SuccA }, where the maximum is taken
19
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HASH,IF P
Algorithm 1 EXPA,U
AS

1: Eavesdrop the login message M1 = hz, V2 , V3 , V5 , Tu i during the login
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EP

2:

and authentication phase, where x = be (mod n).
Call IF P Oracle oracle on input n = p × q and the public key e of the
server S to derive the private key d of S as d ← IF P Oracle(n, e).
Call HashOracle oracle on input V5 to retrieve the information
(V10 ||V30 ||V40 ||Tu0 ) ← HashOracle(V5 ).
if (Tu0 6= Tu ) then
return 0 (Failure)
else
Calculate x = z ⊕ Tu . Using d, decrypt x to retrieve the secret random
number b of S as b∗ = xd (mod n).
Using V2 , d and b∗ , calculate Nu∗ = V2 ⊕ h(d||b∗ ), IDi∗ = V3 ⊕
h(h(d||b∗ )||Nu∗ ) and V4 = h(d||IDi∗ ).
Eavesdrop the authentication message M2 = hV6 , W, Ts i during the
login and authentication phase.
Calculate rs∗ = V6 ⊕ h(Nu∗ ⊕ V4 ).
Calculate SK = h(V4 ||Nu∗ ||rs∗ ).
Calculate W ∗ = h(SK||Nu∗ ||rs∗ ||Ts ).
if (W ∗ 6= W ) then
Accept d, IDi∗ and SK as the correct private key of S, identity of
Ui and session key shared between Ui and S, respectively.
return 1 (Success)
else
return 0 (Failure)
end if
end if

over all A with the execution time t, and the number of queries qHash and qIF P
made to HashOracle and IF P Oracle oracles, respectively. The proposed
scheme is provably secure against the attacker A for deriving d, IDi and SK
, if AdvA (t, qHash , qIF P ) ≤ δ, for any sufficiently small δ > 0.
HASH,IF P
Now, according to EXPA,U
in Algorithm 1, if A has the ability to
AS
invert one-way hash function h(·), and to solve the IF P to derive d = e−1
(mod (p − 1)(q − 1)) using the public key e of S and n, he/she can compute the correct d, IDi and the session key SK, and also win the game.
However, it is computationally hard for A, which is evident from both Def20
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HASH
IF P
initions 1 and 2 that AdvA
(t) ≤ 1 and AdvGen
(ρ) ≤ IF P (ρ). Thus,
F ,A
HASH
IF P
AdvA (t, qHash , qIF P ) depends on both AdvA
(t) and AdvGen
(ρ). As a
F ,A
result, AdvA (t, qHash , qIF P ) ≤ δ. Therefore, the theorem is proved.

6.2. Informal Security Analysis
This section further analyzes that the proposed scheme can protect the
following known attacks.
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6.2.1. User anonymity
In the proposed scheme, according to Assumption A2, an attacker may
steal Ui ’s smart card and extract the information {Au , Bu , Cu , Ct , x, e, n,
h(·)} from the smart card. Here, IDi is related with parameters Au , Cu and
Ct . However, from these parameters, it is impossible to derive Ui ’s identity
IDi because IDi is protected by the secret random values b and r, S’s master
secret key d and Ui ’s password P Wi . This shows that the attacker cannot
obtain the identity IDi of Ui without knowing d, r, b and P Wi . Therefore,
the improved scheme preserves user anonymity.
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6.2.2. Mutual authentication
The proposed scheme ensures the mutual authentication between Ui and
?
S. S authenticates Ui by verifying V5∗ = V5 . A valid V5 can be computed
by legitimate Ui because of V4∗ in V5∗ . As discussed in Section 6.2.1, since
an attacker does not know d and IDi , so valid V4 and V5 values cannot be
computed by any malicious user. Thus, S authenticates Ui . Also, S can be
?
authenticated by Ui by verifying W ∗ = W . Therefore, the proposed scheme
achieves proper mutual authentication.
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6.2.3. Offline password guessing attack
In the proposed scheme, an attacker may steal Ui ’s smart card. In such
a situation, attacker disclose the stored data {Au , Bu , Cu , Ct , x, e, n, h(·)}
under Assumption A2. Using intercepted message M1 ={z, V2 , V3 , V5 , Tu },
attacker may try to obtain Ui ’s password P Wi . As we illustrated above,
throughout the proposed scheme, Ui ’s password P Wi only makes three presences as Bu , Cu and Ct . Manifestly, the attacker cannot launch an offline
password guessing attack without knowing r and IDi . IDi and r in plaintext
are neither transmitted through any of the messages {M1 , M2 } over the communication network nor stored in the Ui ’s smart card. Moreover, we have
proved that the proposed scheme achieves user anonymity in Section 6.2.1.
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Therefore, the proposed scheme is resilient to the offline password guessing
attack.
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6.2.4. Replay attack
A replay attack involves retransmitting earlier intercepted messages. Under Assumption A1, an attacker might intercept {M1 , M2 }, which are transmitted between S and Ui . However, the timestamp values Tu and Ts are
used in the proposed scheme to withstand the replay attack. An attacker
may retransmit the intercepted messages without any alteration such as
M1 = {z, V2 , V3 , V5 , Tu } in step 1 and M2 ={V6 , W , Ts } in step 2. S and
Ui can simply identify the attack by verifying the recentness of those timestamps.
By retransmitting the intercepted message M1 to S with an alteration
such as M1 = {z, V2 , V3 , V5 , Tu∗ } to S, where Tu∗ is the modified timestamp, an
attacker may act as a legal Ui . Now, in server side, the verification Ts − Tu∗ ≤
∆T will be true. Then, S computes z ⊕ Tu∗ , but z ⊕ Tu∗ = x ⊕ Tu ⊕ Tu∗ 6= x.
So that S cannot finds a random number b(= xd mod n). Without knowing
b, S cannot derive an identity (IDi ) and random number Nu of Ui , and
cannot compute the parameters V4 and V5 . Thus, an attacker cannot pass
?
the verification V5∗ = V5 . As this verification fails, the attacker will not be
verified as a legal user.
An attacker may retransmit the intercepted message M2 to Ui with an
alteration such as M2 ={V6 , W , Ts∗ }, where Ts∗ is the modified timestamp,
0
an attacker may act as a legal S. Now the verification Tu − Ts∗ ≤ ∆T will
be true. However, V6 (= rs ⊕ h(Nu∗ ⊕ V4∗ )) and W (= h(SKu ||Nu ||rs ||Ts )) are
computed freshly in every session due to the random numbers rs and Nu and
the timestamp Ts . As well, since the random numbers Nu and rs are generated freshly in every session, the session key SKu = SKs = h(V4 ||Nu ||rs ) has
a new value in every session. Thus, an attacker cannot act as a legal S by
retransmitting M2 . Therefore, the proposed scheme successfully withstands
the replay attack.
6.2.5. Session key agreement
Subsequent to the authentication process, the Ui and S will establish a
session key SKu . Since the attacker has no knowledge of V4 , Nu and rs , the
session key cannot be directly computed, as it is protected by a one-way hash
function. Hence, the proposed scheme ensures the secrecy of future session
keys.
22
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6.2.6. Forward secrecy
The forward secrecy means that even though all participant’s long term
secret keys are compromised, it will not helps to discover of any past session
key. Now, in the proposed scheme, if any long term secret of either the
user(P Wi ) or server(d) or all are compromised, it never supports in recovering
any earlier session key(e.g., SKi−1 ) because there is no significant correlation
among SKi−1 , SKi , SKi+1 . In particular, there are two random numbers, i.e.,
Nu and rs, involved in the computation of the session key, i.e., SKu = SKs =
h(V4 ||Nu ||rs ), which are conventional to be different each time. Consequently,
in the proposed scheme, all the previous session keys will remain secure.
Therefore, the proposed scheme achieves forward secrecy.
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6.2.7. Man-in-the-middle attack
In the proposed scheme, the Man-in-the-middle attack is prevented by
mutual authentication between Ui and S. As a result, Man-in-the-middle
attacks are thwarted since we show that the proposed scheme achieves mutual
authentication in Section 6.2.2.
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6.2.8. Forgery attack
In the proposed scheme, a valid message M1 can only be generated by
a valid Ui . In order to achieve this, the attacker must know r, d and IDi .
However, we proved in Section 6.2.1 that the improved scheme achieves user
anonymity, so the attacker cannot retrieve IDi . Also, IDi and r are neither
transmitted through {M1 , M2 } over the communication network nor stored in
the smart card. Moreover, we have already proved that the proposed scheme
achieves mutual authentication and withstands replay attack in Section 6.2.2
and Section 6.2.4 respectively. Hence, the proposed scheme is resilient to the
forgery attack as well.
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6.2.9. Insider attack
In the proposed scheme, Ui sends {IDi , h(P Wi ||r)} to S in the registration phase of the proposed scheme. As a result, it is impossible for the insider
to derive P Wi without knowing r. Moreover, in the password change phase,
Ui can update his/her password P Wi without any assistance from S. Since
the insider has no chance of obtaining Ui ’s password, the proposed scheme
can resist the insider attack.
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6.2.10. Stolen verifier and modification attacks
In the proposed scheme, the S does not store Ui ’s passwords. S only
keeps the secret key d. Therefore, the proposed scheme can withstand the
stolen verifier and modification attacks.
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6.2.11. Smart card loss Attacks
Suppose Ui loses his/her smart card; an attacker can examine all of the
data from the smart card according Assumption A2. The attacker then
attempts to derive the password from the examined data. Here, P Wi is
related with parameters Bu , Cu and Ct . However, from these parameters,
it is impossible to find Ui ’s password P Wi because P Wi is protected by r
and IDi . In addition, we have already proved that the proposed scheme
achieves user anonymity in Section 6.2.1 and the random value r is neither
sent through messages M1 nor stored in the smart card. This shows that the
attacker cannot obtain the password P Wi of Ui without knowing r and IDi .
Therefore, the proposed scheme can withstand smart card loss attacks.
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6.2.12. Local password verification
In the proposed scheme, before logging into the S, the device verifies the
legality of IDi and P Wi . Therefore, even if the user Ui inputs his/her P Wi or
IDi or both incorrectly by mistake, that will be detected by the verification
0
?
Ct = Ct . Thus, the proposed scheme provides a facility for an incorrect input
detection. As well, without the knowing IDi , P Wi and r, the attacker cannot
0
0
correctly compute Ct and subsequently, the verification Ct = Ct fails. Thus,
the proposed scheme thwarts illegal access using local password verification.
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6.2.13. User-friendliness
In the proposed scheme, Ui can freely choose his/her identity IDi and
password P Wi . Also, the Ui can update the password P Wi easily without
the S’s help within minimal time since he/she does not have to go through
the entire Section 5.3. This shows that the proposed scheme is hassle-free
and user-friendly.
7. Performance Analysis
In this section, we compare the security requirements and performance of
the proposed scheme with the other related schemes, such as Wei et al. [12],
Lee et al. [19], Wu et al. [20], Chaturvedi et al. [64] and Qiu et al. [65] to
24
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• Th is the computational cost of a hash operation.
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manifest the advantages of the proposed scheme. In order to carry out the
performance analysis, we used following notations:

• Tmexp is the computational cost of a modular exponent operation.
• Txor is the computational cost of a XOR operation

SC

• Tpm the time for executing a point multiplication operation.
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Since the login and authentication phase is the most important body of an
authentication scheme, we mainly focus on this phase. An experiment results
of [66] and [67] demonstrate that computation costs(execution time) of Th ,
Tmexp and Tpm are 0.0005, 0.522 and 0.13 seconds. As the computational cost
of XOR operation is negligible as compared to other cryptographic operations, we do not consider Txor into account. Table 3 shows the computation
cost comparisons of the proposed scheme with the other related schemes and
the proposed scheme. Compared with other related schemes of Wei et al., Lee
et al., Wu et al. and Chaturvedi et al., the proposed scheme needs very less
computational cost. Compared to Qiu et al.’s scheme, the computation cost
of the proposed scheme is little increased. This is justified, because the proposed scheme achieves all the security requirements while Qiu et al.’s scheme
does not. Hence, the proposed scheme spending very less computational cost
to achieve higher security and usability.
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Schemes
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Table 3: Computational cost comparison

Wei et al. [12]
Lee et al. [19]
Wu et al. [20]
Chaturvedi et al. [64]
Qiu et al. [65]
Ours

Participant
User
Server

Total

5Th + Tmexp
Th + Tmexp
3Th + 3Tmexp
4Th + Tmexp
8Th + 2Tpm
8Th

10Th + 3Tmexp ≈ 1571ms
10Th + 4Tmexp ≈ 2093ms
7Th + 7Tmexp ≈ 3658ms
10Th + 2Tmexp ≈ 1049ms
13Th + 4Tpm ≈ 527ms
15Th + 1Tmexp ≈ 530ms
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5Th + 2Tmexp
9Th + 3Tmexp
4Th + 4Tmexp
10Th + Tmexp
5Th + 2Tpm
7Th + Tmexp
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Assume that the digest (output) of hash function(for SHA-1 [36]), identity (IDi ), random number is 160 bits and password P Wi are 160-bit long,
and timestamp is 32-bit long. In the proposed scheme, the message M1 =
{z, V2 , V3 , V5 , Tu } needs (160+160+160+160+32)=672 bits and the message
M2 = {V6 , W, Ts } needs (160 + 160 + 32)= 352 bits. Therefore, the proposed
scheme requires (672+352)=1024 bits for the communication cost of two
messages transmitted between Ui and S. Table 4 shows that the communication cost comparisons of the proposed scheme and other related schemes.
Compared with related schemes of Wei et al., Chaturvedi et al. and Qiu et
al., the proposed scheme needs very less communication cost. Compared to
Lee at al.’s scheme, the communication cost of the proposed scheme is little
increased. This is justified, because the proposed scheme achieves all the security requirements while Lee et al.’s scheme does not. The communication
cost of Wu et al.’s scheme and the proposed scheme is equal(1024 bits) which
means that the same number of parameters are transmitted over the public
channel to meet the intention of authentication. The security requirement
comparison of the proposed scheme and other related schemes is summarized
in Table 5, from which we can see that the proposed scheme is more secure
and friendly than other related schemes.
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Table 4: Communication cost comparison

Schemes

Communication cost
Number of messages Number of bits
3
2
2
2
3
2
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Wei et al. [12]
Lee [19]
Wu et al. [20]
Chaturvedi et al. [64]
Qiu et al. [65]
Ours

1824
864
1024
1280
1504
1024

8. Conclusion
We have analyzed the Lee et al.’s scheme and proved that their scheme
does not achieve user anonymity and mutual authentication. In addition, it
26
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×
×∗
X
X
×∗
×∗
X
X
X
X
×∗
X
X
×∗

∗

X
X
X
X
X
X
×[68]
×[68]
×[68]
X
×[68]
×[68]
X
X
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×
×[19]
X
X
X
×[19]
X
X
X
X
×[19]
×[19]
X
X

[19]

X
X
X
X
X
X
X
X
X
X
X
×∗
X
X

Qiu et al. [65]
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Schemes
Wu et al. [20] Chaturvedi et al. [64]

Note: X : achieved; ×: not achieved; ∗: we have shown.

×
×[65]
X
X
X
×[65]
×[65]
×[65]
X
X
×[65]
X
X
X

[65]

Lee [19]

Table 5: Security requirements comparison

Wei et al. [12]
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User anonymity
Mutual authentication
Forward secrecy
Session key agreement
Local password verification
Offline password guessing attack
Replay attack
Man-in-the middle attack
Stolen verifier attack
Modification attack
Forgery attack
Insider attack
Smart card loss attack
User-friendliness

Security requirements

AC
C
X
X
X
X
X
X
X
X
X
X
X
X
X
X

Ours

ACCEPTED MANUSCRIPT

ACCEPTED MANUSCRIPT
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is defenseless against off-line password guessing, insider, user impersonation
and Denial of Service (DoS) attacks. In order to fix the weaknesses of the Lee
et al.’s scheme, we have proposed a more secure authentication scheme with
key agreement. Performance evaluation and security analysis shows that the
proposed scheme is invulnerable to various attacks, and it is also suitable for
safe and secure communications.
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