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Abstract

Process monitoring and automation in the industrial sector are hitherto done over wired connection between devices. It is evident
that the amount of wires required increased proportionally to the complexity of the industry and their installation is time consuming.
The wires used in the industry must withstand the harsh environmental conditions, hence expensive to install and maintain. In the
event of loss of connection due to accident or any other reason, the cost incurred as a result of the downtime is high. The highlighted
problems necessitated the need for an open, interoperable wireless standard like WirelessHART that can overcome these problems.
Three categories of applications running in any process plant with increment of criticality are for monitoring, control and safety.
The current application of wireless technology including WirelessHART in the industry so far is limited to monitoring and some
attempts are being made to apply it for control. This paper examines the extent to which WirelessHART technology is applied
especially for the purpose of control.
c© 2016 The Authors. Published by Elsevier B.V.
Peer-review under responsibility of organizing committee of the 2016 IEEE International Symposium on Robotics and Intelligent
Sensors (IRIS 2016).
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1. Introduction

Evolution of communication between field devices and control systems in the process and automation industry
began with the 4-20mA analogue communication. Then, there comes the hybrid systems using protocols such as
highway addressable remote transducer (HART) which combines both the analog and digital signals. This was fol-
lowed by digital communication technologies such as Foundation Fieldbus and PROFIBUS and finally the wireless
technologies such as WirelessHART and ISA100 Wireless standards1,2.

The importance of wireless technology is becoming more glaring in both the public and industrial sectors3. Wire-
less technology employed in the wireless sensor networks (WSNs) is one of the most demanded technologies in the
industry and is guaranteed to provide the same control services or even better than its wired counterpart4–7. In ad-
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dition, the WSNs have several advantages over their wired network counterparts4. Firstly, the technology eliminates
the limitation associated with costly and cumbersome cabling5. This in turn will eliminate cable maintenance and
greatly reduce the deployment, redeployment, installation and commissioning times of sensor nodes in the network.
Secondly, the capability of wired networks can be extended to such areas where cables cannot reach (i.e., environ-
ments considered dangerous to run cables)6. Another advantage of WSNs is that they are self-organizing7 with the
ability to support large number of battery-powered nodes8.

However, concerns about security, reliability, safety, device interoperability and integrity have caused great delay
in the acceptance, adoption and deployment of the WSNs in the industry9,10. The reason being that, none of the
available wireless technologies is matured enough to provide for real time performance11. Another reason for the
slow acceptance and lack of widely adoption of the existing wireless technologies is the absence of an open standard
that will ensure customers are not tied to a single supplier and also meets the stringent requirements of the industry12.
With the coming on board of such open standards, the benefit of wireless technology will dominate the risks posed by
uncertainties in deploying the technology in the industry13.

Several industrial organizations such as HART Communication Foundation, ISA, WINA and ZigBee have been
actively working on improving the application of wireless technologies in industrial automation. As a milestone of
such efforts, the HART Communication Foundation released the version 7 of the HART protocol and ratified the
WirelessHART in 200714,15. WirelessHART is the first complete interoperable and open WSN standard, specifically
designed for process measurement and control applications16. WirelessHART assured to maintain the tradition of
simplicity and robustness known to users of the earlier versions of the HART protocol. The mesh topology structure
of network allows for possibility of each device in the network to be used as a router to neighboring devices, thereby
creating redundant routes and extending the range of the network. In case of any incidence of obstruction, interference
or interruption in a given route, the self-organizing network simply reroutes the communication to another possible
route in the mesh network. This feature of the WirelessHART network ensures increased reliability, up to 99.999%.
In addition, the new standard is based on the HART protocol which has about 30 million devices already in operation
and it is the most widely used communication protocol in the industry14,17. Hence, there will be need for very little
training for the plant operators to start using the WirelessHART.

The application of modulation methods of both frequency-hopping spread-spectrum (FHSS) and direct-sequence
spread-spectrum (DSSS) and the use of spatial path diversity and retransmission capability of the mesh network ensure
high expectation of robust communication in the system. The standard has also taken care of the issue of data security;
it has also ensured that the users have the choice of selecting the level of security required for their plant. This was
made possible through the adoption of a multi-layered technique for data authentication and the use of well-tested
encryption algorithms for encryption14. The typical structure of the WirelessHART network is shown in Fig. 1. The
WirelessHART network consist of primarily five basic elements which include: (1) Field Devices that are attached to
the plant process, (2) Wireless Handheld used for device configuration, diagnostics and calibration, (3) a gateway that
connects host applications with field devices, (4) a network manager responsible for network configuration, scheduling
and communication management between WirelessHART devices, and (5) a security manager that manages and
allocates security encryption keys, and also keep track of devices approved to join the network12.

The following parts of this paper is organized as follows. In Section 2, a classification and review of some wireless
technologies in comparison to WirelessHART is presented. The application of WirelessHART to control both in the
simulation and practical environment is discussed in Section 3. Section 4 highlights the challenges and research issues
associated with applying the technology in the practical environment. Lastly, in Section 5 a concluding aspect of the
paper is presented.

2. Classification of Wireless Technologies

WirelessHART is an improvement to the (wired) HART standard that offers a relatively low speed (e.g., compared
to IEEE 802.11g) and cheaper wireless connection. Just like most of the communication standards devised for in-
dustrial application, the WirelessHART is based on the Open Systems Interconnection model (OSI) and it adopts the
IEEE 802.15.4-2006 as the physical layer as shown in Fig. 2. Moreover, it operates in the near globally available un-
restricted 2.4 GHz Industrial Scientific and Medical (ISM) radio frequency band using 15 different channels (11-26).
A key difference between WirelessHART and other similar standards like ZigBee is that it specifies its MAC layer
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Fig. 1: Typical WirelessHART Structure.

which is time-synchronized. The MAC header is designed to support the co-existence of other networks, such as ISA
100 Wireless, ZigBee, Wi-Fi, WiMax, etc. Additionally, communication between the devices is accomplished using
Time Division Multiple Access (TDMA) with a strict 10ms time slots in a super-frame.
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Fig. 2: Classification of some wireless communication standards.

Other features of the WirelessHART include channel hopping to evade interferences and minimize multi-path
fading effects, channel blacklisting, and for security of the network it employs the use of industry standard AES-128
ciphers and keys. Discussions and analysis on the security features of the standard have been conducted4,18 and it
was revealed that despite some limitations due to its wireless nature, the standard is strong enough security wise to be
used in the industrial process control environment18,19. The self-organizing and self-healing mesh networking nature
of the WirelessHART is supported by the network layer. Through graph routing and source routing, as monitored and
controlled by the network manager, efficient and uninterrupted communication is ensured between devices.

Although Wi-Fi standard operates on the same 2.4GHz unrestricted ISM radio frequency band as the Wire-
lessHART, the two operate on two different standards of IEEE 802.11 for the former and IEEE 802.15.4 for the later.
However, Wi-Fi is targeted at WLAN, it consumes a lot more power and uses only one channel hence not support
channel hopping like WirelessHART that uses 15 channels6. Furthermore, Wi-Fi supports star topology as against
WirelessHART mesh (and or star, cluster)7 topology thus making the Wi-Fi unreliable and therefore unsuitable for
industrial environment as well.

The Bluetooth was ratified as IEEE802.15.1 standard in 2002 as against WirelessHART standard of IEEE 802.15.420.
The technology targets mainly Personal Area Networks (PAN) with a range of up to 60 meters. Although both tech-
nologies support time slots and channel hopping, Bluetooth only supports star type network topology, and one master
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support a maximum of 7 slaves only16. The restriction imposed by the size of the Bluetooth network makes it imprac-
tical to be used in large industrial automated systems and the constrained of being a star topology only network makes
it not robust enough and therefore highly unreliable. On the contrary, the topology of a WirelessHART network can
take the form of a star, a cluster or a mesh, thereby allowing for better scalability and reliability16.

Released firstly in 2004 and improved in 2006, the ZigBee standard network operates on a single channel and
does not allow for hopping between channels throughout its lifespan. This limitation exposes the network to noise
and signal interference21. As such the standard is still not suitable for industrial application characterized by harsh
environments. In 2007, an attempt to make the standard robust enough for Industrial application was made with
the introduction of ZigBee PRO into the market. The ZigBee PRO has an added feature of improved security and
is specially made to allow for complete network to change operating channel in the event of poor communication
caused by either noise or interference or both. This ability to change channel is referred to as frequency agility4.
Even with the frequency agility features of the ZigBee PRO, it can still not match the frequency hopping ability of the
WirelessHART. ZigBee Alliance prefers to adopt the IEEE 802.15.4 specification in its entirety; hence not ready to
engage in any attempt to modify the IEEE 802.15.4 MAC layer. Modification of layer is a requirement to achieve the
frequency hopping ability22.

On the other hand, the ISA100 Wireless is the closest competitor to the WirelessHART standard for industrial
wireless automation applications. While WirelessHART has been approved by the International Electrotechnical
Commission (IEC) as a first global wireless standard and designated as IEC 62591 since 2010, the ISA100 Wireless
has been approved with the same status by the IEC late 2014 and is designated as IEC 62734. The two standards
adopt a simplified version of the OSI model with some adjustment to some of the protocol layers. The physical
layer of both the ISA.100 Wireless and WirelessHART is also based on the IEEE 802.15.4 standard. They both
operate on the 2.4HGz radio frequency band and on 2MHz bandwidth, 5Mhz equally spaced channels 11-25 and an
additional optional channel 26 for ISA.100 Wireless only. The two standards both specify their MAC layers; they
employ the TDMA technique and use both the DSSS and the FHSS for modulation. While WirelessHART provides
for one frequency hopping scheme and specifies fixed 10ms time slot, the ISA100 Wireless allows for up to three
channel hopping techniques and a time slot range of 10-14ms23,24. Another difference between the two standards
also is on the area of device functionality. In the WirelessHART, all field devices (and/or adapters) acts as routers
that can forward and receive data to and from other field devices23,25. Furthermore, they can also enable new devices
seeking to join the network hence the adoption of the mesh topology structure of the network. On the other hand the
devices in the ISA 100 Wireless network are defined based on their roles as either input or output devices. It is on
this basis that these devices can be configured as end nodes with or without routing capability. By implication, unlike
WirelessHART, not all devices can enable other devices to join the ISA100 Wireless network except those configured
to do so. This informs the decision for the standard to be of a star, mesh or star-mesh structure23.

The WirelessHART has an edge over the ISA100 Wireless standard when it comes to issue of interoperability,
flexibility, simplicity and acceptability26. Furthermore, whereas the WirelessHART is the first to be released and to
attain a global (IEC 62591) standard position with around 30 million HART devices27 already installed globally while
the ISA 100 Wireless standard is still in the process of getting approval from the IEC. This gives the WirelessHART
a clear lead for the moment in the industry23.

Table 1 shows a further comparison between features of some selected wireless standards. The factors considered
here is the application of these standards for industrial monitoring and control.

Table 1: Comparison between features of some selected wireless standards.

Wi-Fi Bluetooth ZigBee ISA100.11a WirelessHART

Security Low Optional High Very High Very High
Reliability Low Low Very Low Very High High
Power Consumption High High High Low Low
Scalability Medium Limited Medium High High
Network Topology Star Star Star, Tree, or Mesh Mesh, star Mesh
Data rate High 11- 105Mbps Medium 1Mbps Low (20-250)kbps Low -up to 250kbps Low upto 250kbps
Channel Hopping No Yes No Yes Yes



244   Sabo Miya Hassan et al.  /  Procedia Computer Science   105  ( 2017 )  240 – 247 

3. Control Techniques for WirelessHART

3.1. Simulation Environment

The three categories of applications running in any process plant as defined by ISA14 (and considering increasing
order of criticality) are for monitoring, control and safety. Wireless technology has been applied for monitoring pur-
pose and attempts are being made to apply it to the control aspect15. The WirelessHART is the first open standard that
has been proposed for monitoring and control applications in the industry. Most of the work done on WirelessHART
so far is based mostly on the development, analysis, performance evaluation of the standard, interoperability test and
the implementation in the simulation environment14,19,28.

The first attempted application of the standard for control purpose started with the True-Time; a wireless simulation
software specifically designed for simulation of networks supporting IEEE802.11 and ZigBee networks29,30. In the
True Time software, the execution of MAC protocol for all devices is done in the wireless network block, since it is
based on ZigBee and WLAN as shown in Fig. 3a. This situation is a deviation from reality. In reality, every device in
the network has own sub layer of MAC (see Fig. 3b). To reflect this scenario, which has been already supported by
WirelessHART, the capability of the software was extended by the authors29,30. The standard was then simulated for
process control subject to two conditions of clock drift and packet losses31,32.
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Fig. 3: (a) MAC Protocol location in original True Time 32; (b) MAC protocol location in a real environment as supported by WirelessHART 32.

A methodology for co-design of communication scheduling and controller for control systems operating over Wire-
lessHART system was proposed aimed to address issues relating to time optimal convergecast scheduling of data and
dissemination, end-to-end reliability subject to packet loss and controller performance33. A simulator and a design
process support tool targeting WirelessHART for process control was also presented34. The simulator specifically
targets efficient communication and processing scheduling, but it must be extended to take care of multi-hop com-
munication and also to take care of all the 15 channels. A hybrid simulation approach based on COOJA and Contiki
operating system to evaluate the performance of WirelessHART network and WirelessHART enabled devices was
presented35. Another co-simulation technique based on the interaction of True-Time and OMNET++ was proposed.
In this work, a simple control loop involving a DC servomotor was used. Results obtained from that simulation
framework justifies the suitability of WirelessHART for closed loop control36.

3.2. Practical Application

For practical purpose, few applications of the WirelessHART for real time control were reported. It was reported
that the measurements collected over wireless using WirelessHART network used for control purpose can rival those
collected using wired network37. Moreover, WirelessHART transmitters were placed alongside wired transmitters
and measurements collected on both sides were used for both column-pressure and heater steam-flow control us-
ing a modified PID algorithm for the wireless communication. The control performance of the wired and wireless
measurements is compared in Fig. 4a. From the results it can be seen that the two results are comparable.
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It was concluded that control over WirelessHART is achievable after comparing the performance of a simple
control loop with that of wired Foundation Field Bus38. Here a simple control loop to control an LED was set
up using WirelessHART devices the same way as with Foundation Fieldbus. However, this method only considers
star topology thereby not reflecting the mesh nature of the WirelessHART network. An attempt was also made39

to implement WirelessHART for liquid level control for industrial tank, however, the technology was only used for
detecting liquid level not actually control. Three control strategies for WirelessHART networks were proposed by Han
et al40, they are: Control in the Host, Gateway and in the Field40. However, the WirelessHART only partially supports
control in the field, thus, the gateway control was recommended since it is fully supported by the WirelessHART and
will have less delay compared to the control implemented in the Host. Here the gateway is modified by adding a
function block application layers similar to those in Foundation Fieldbus to facilitate configuration and execution of
control modules. Even with this attempt, the control scenario has not yet been applied to a real system.

An improved PID algorithm to take care of slower measurement updates, non-periodic measurements and loss of
communication imposed by wireless transmitters (e.g., WirelessHART transmitters) called PIDPlus algorithm was
presented41. Here, two other PID control approaches namely with Kalman filter observer and smith predictor both
modified for wireless measurements were presented the performances of these two approaches were compared to the
performance of the PIDPlus algorithm. It was found that while the Kalman filter observers performance was better
than that of the PIDPlus algorithm, the latter is much better than the Smith Predictor in terms of the error. As shown
in Fig. 4b. Moreover, the WirelessHART transmitters were only used for measurement in the feedback loop, the
feedforward loop remained wired. Currently, work is on going in developing control strategies for wirelessHART
control some of which has been reported in42–44.

(a) (b)

Fig. 4: (a) Wired and wireless control provided comparable results 37; (b) Wireless control Versus PID wired 41.

4. Challenges and Research Issues

In the process industry, automation and monitoring are very important. Process automation and monitoring are
hitherto achieved using wired connection between devices only. As the complexity of the industry increases, so does
the amount of wires required to monitor its respective units and to control its processes. The wires usually required
for the industry application are expensive since they must withstand the harsh environments. The time for installation,
commissioning, redeployment, decommissioning and maintenance is high. In the event of disruption of connectivity
as a result of damage to the installed cables the cost incurred due to downtime is high. A lot of information about the
system is also lost due to lack of accessibility of hazardous environments, since physical presence is required to collect
data and calibrate field devices using wired systems. By exploring the wireless capability provided by WirelessHART
to monitor and control plant process in the industry, the cost will be minimized. Furthermore, reliability and robustness
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will significantly be improved. More information about systems will be collected over wireless therefore; control and
calibration can be done wirelessly.

Looking at the available literature in the area of application of wireless technology in the Process and Automation
Industry, it can clearly be deduced that the application stops mainly at the supervisory and monitoring aspect without
given due consideration to control. This then, was as a result of lack of an open and interoperable standard that will
withstand the stringent requirement of the industries in terms of robustness, safety, and security. With the approval of
WirelessHART in 2010 by IEC, and with the ISA100 Wireless approved in 2014, a sigh of relief was at the corner. But
still, as shown from the literature, application to control is still not fully exploited. Research to exploit control using
wireless technology with WirelessHART especially in the industry will greatly benefit the industries. Even when fully
exploited, it will not be without challenges. The challenges are due to lack of adequate infrastructure, also due to intro-
duction of wireless transmitters in the forward and feedback routes45. The signals transmitted are delayed compared
to those transmitted using wired connections; there is also loss of communication sometimes and non-periodic update
of measurement. Since wireless transmitters will only transmit measurements if there is significant change from pre-
vious values. Another challenge to be faced is lack of synchronization between devices in the network. Moreover,
conventional PID algorithms used in wired control presume input/output paths to be reliable and measurements are
received periodically. If used in wireless control and the input is temporarily lost, the PID controller will accumulate
error based on the last received value causing a spike at the output and a possibility of large process oscillations once
the communication is restored. Problems are also inevitable if the output communication is interrupted. Research to
tackle these challenges will significantly benefit the industry.

5. Conclusion

In this paper a survey of major wireless technologies was conducted with regards to application in the industry. The
level of application of WirelessHART, the first industrially acceptable and interoperable standard for monitoring and
control was also examined for both practical and simulation environment. The challenges of applying the technology
were highlighted and a proposal was made to address these challenges. In the future we will report the progress of
this proposal and any other development in that regard.
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