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Abstract. Mobiles have become an integral part of today’s world. Various standards have been  

proposed for the mobile communication, one of them being GSM. With the rising increase of 

mobile-based crimes, it is necessary to improve the security of the information passed in the 

form of voice or data. GSM uses A5/1 for its encryption. It is known that various attacks have 

been implemented, exploiting the vulnerabilities present within the A5/1 algorithm. Thus, in 

this paper, we proceed to look at what these vulnerabilities are, and propose the enhanced A5/1 

(E-A5/1) where, we try to improve the security provided by the A5/1 algorithm by XORing the 

key stream generated with a pseudo random number, without increasing the time complexity. 

We need to study what the vulnerabilities of the base algorithm (A5/1) is, and try to improve 

upon its security. This will help in the future releases of the A5 family of algorithms. 

 

1. Introduction 

GSM (expanded as Global System for Mobile communication) is been extensively used in the mobile 

networks for communication. GSM [1] has the architecture that has Mobile Stations, Base Service 

Stations etc., as shown in the Figure.1 below.  

 

Figure 1. General Architecture of GSM 

To provide Security in it, A5/x algorithms are used for encryption and is used to ensure privacy of 

all the conversations that happen on GSM mobile phones. A3 is used for authentication and A8 is used 

for generation of the cipher key. These algorithms are used along with A5/x algorithms which secures 

the information sent over the air interface in mobile networks. A5/1 is a stream cipher and is very fast. 

A5/1 is made up of linear feedback shift register (LFSR) and the working is explained in the 

experimental analysis section of this paper. 

A5/1 [2] is the basic algorithm which we need to know in depth for future enhancements. In order 

to secure the GSM architecture, providing the security and privacy of data, enhancements in the 
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existing algorithm is proposed and in order to fulfil this, we have XORing a randomly generated 

number with the resulting key stream, thereby not increasing the complexity. 

The aim of this project is to analyse and get a clear idea about the A5/1 algorithm used for 

encryption purpose in the mobile network along with its security issues and threats. Through this 

project, our objective is to enhance the security in the algorithm and maintain its time complexity. 

The section 2 deals with the related work. Section 3 talks about A5/1 algorithm. Section 4 about the 

E-A5/1 algorithm and section 5 discusses about the result in which the comparison of the execution 

time of the A5/1 and E-A5/1 algorithm. 

 

2. Related Work 

Authors in [3] have identified the security vulnerabilities of digital mobile communication systems 

along with the emerging threats. This paper provides a detailed knowledge on the issues that could be 

referred to while working with the future systems. Authors in [4], improvised the GSM network 

security by generating a new S-Box that improves the efficiency and is done in order to overcome the 

weakness in clocking mechanism that used in A5/1 stream cipher. Authors in [5], proposed a 

hybridA5/3 and encipher and decipher based RC6 algorithm also called (A5/3RC6) which encrypts the 

information over GSM network. The comparative performance analysis is also done. 

Authors in [6] analysed 3 mobile operators in Greece, using a simulator, (U) SimMonitor, based on 

their applied security. They concluded that based on the numerical results and security measurements, 

mobile operators do not implement good security practices, thereby exposing their subscribers to 

potential risk. An improved Linear Feedback Shift Register based stream cipher was proposed for the 

A5 family. [7] This algorithm comprised of a variable tapping scheme, a non-linear combination 

function, a new clocking mechanism, and a key-generation mechanism with increased number of 

registers and improved lengths of these registers. The randomness of this algorithm was also evaluated 

using MATLAB. 

Authors in [8], proposed that A5/1 with image bit-plane separation can be used for encryption of 

images over wireless networks. They converted each bit plane into a stream of data and XORed it with 

a keystream that is generated by the A5/1 algorithm. This was evaluated with respect to AES 

algorithm, keeping it as a benchmark.  

In [9], authors proposed a modified A5/1 algorithm which improves the level of randomness, by 

introducing a new S-box generation. They have, however, concluded that their proposed algorithm has 

more complexity compared to the original algorithm. 

Authors in [10], have surveyed and analysed the security threats, challenges, and provided 

solutions for the mechanisms inherent in all edge paradigms that has to be used with other paradigms 

in the future, while highlighting capable synergies and places of collaboration. 

 Authors in [12] has explained new vulnerabilities and threats in mobile network which has been 

upgrading day by day. The drawbacks act as a major concern for the security and the performance of 

mobile networks, since attacks can affect the whole network and various problems. Here, the security 

issues are studied in detail and classified. Attacks and counter measures for them are also surveyed in 

this paper.  

Authors in [13], took the help of a simulator, Simulink, to better understand the flaws in the A5/1 

algorithm, and determined three vulnerabilities in it. Using Simulink, they could better capture the 

working of the clocking unit, and proposed modification of the majority function and developing the 

link of the second register, thereby addressing the three weaknesses.  

In [14], the authors analysed the weaknesses of the GSM network and gives a detailed description 

on how to audit the GSM networks to find the vulnerabilities. A cryptanalysis was performed on A5/1 

and Trivium. [15] Using Cube attack, the authors could retrieve the key bits and linearly independent 

functions of trivium and A5/1 algorithms respectively. 

 Authors in [16], took a hand in improving the security of GSM by addressing two of the 

weaknesses in A5/1. They improved clocking mechanism by introducing a new function, and replaced 

the original linear combining function with a cryptographically better non-linear function. In [17], the 
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authors attempted to increase the length of the generated keystream sequence by applying a unit delay 

in the A5/1 algorithm. This was simulated in Simulink. 

Authors in [19] surveyed about the A5/1 and W7 for protecting the distribution of digital images in 

an effective and secure way. Histogram analysis, Randomness Tests, etc, are done for the 

enhancement of the algorithms. It is implemented in MATLAB. In [20], the authors reviewed and 

selected the best algorithm for speech transmission in GSM. They concluded their paper, saying that 

AES-Rjindael algorithm is best suited for the wireless network which is resource constrained.  

Authors in [21], tried to improve the A5/1 by making the linear operator into a non-linear feedback 

mechanism. The proposed algorithm was implemented in MATLAB. An enhanced A5/1 algorithm 

was proposed [24] and its parameters (like the time period of the changing states, the vector of 3 bits 

that select the shuffling of LFSR, and the parameters that cause the selection of the tapings for all the 

LSFRs) were analysed. 

 Authors in [25]- modified the A5/1 stream cipher by running several statistical tests like frequency 

test, serial test, runs test etc., for enhancing the security in it. Authors in [26], have explained about the 

simulation of A5/3 and A5/1 algorithms in detail along with the need of this simulation. 

Authors in [27] -explains about the attack done in assistance with hardware, on the well-known 

A5/1 stream cipher. Improvisation of 16% in the computational time is done.  

Authors in [28] -have briefly presented about the most important flaws in security stream of the 

GSM network and in its channels,that are used for transportation purposes. It also provides some 

practical solutions to apply and to improve the security of present 2G systems.  

A detailed description of the A5/1 algorithm along with the cryptanalysis done was mentioned in 

[29]. The authors also gave their view of a practical approach for cryptanalyzing the A5/1 algorithm. 

Authors in [30]- talks about the real-time attacks on PC with the GSM algorithm and a best algorithm 

which is suited for securing speech in GSM networks is proposed in addition to it. 

In most of the papers, the security is increased by increasing the complexity. They are trying to 

modify the hardware by increasing the size of the LFSR registers. They have linked AES with A5/1 

algorithm that increases the storage complexity and in many papers only partial solutions have been 

provided for enhancing the security of GSM network. But here we are trying to enhance the security 

without increasing the complexities. 

Thus, from the above papers, we get to know the vulnerabilities and security issues involved in the 

A5/1 algorithm and also about the modifications that were proposed. Most of the modifications require 

hardware and does not address the complexity issues. 

 

3. A5/1 Encryption Algorithm 

A5/1 (stream cipher) which is used to provide the security for the communication in GSM cellular 

network. This algorithm is one of the seven categories specified for GSM. Transmission in GSM is in 

the form of bursts and one burst is sent like every 4.615 millisecond in a unidirectional channel which 

contains 114 bits that are available for information.  

We use A5/1 to produce each burst a 114-bit sequence of keystream time to time, which is then 

XORed with 114 bits prior to modulation. A5/1 uses three linear feedback shift registers. A register is 

said to be clocked, if clocking bit matches with clocking bit of one or more registers. A5/1 uses a 

combination of LFSRs with different clocking. The three registers are given below. 

Table 1. LFSR polynomials 
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A5/1 is initialized by using 64-bit key together with a publicly known 22-bit frame number. The 

older GSM implementations used Comp128v1 for key generation, which had 10 key bits fixed at zero, 

that results in 54-bit key length. This drawback was removed by introducing Comp128v2 and that 

resulted in 54-bit key length. When it operates in GPRS/EDGE mode, the higher bandwidth radio 

modulation the larger 348 bit frames are produced. Thereafter, A5/3 can be used in a stream cipher 

mode to maintain the confidentiality. Indexing of the bits with least significant bit (LSB) is 0. 

A majority rule is used in the clocking of the registers in a stop/go way. A clocking bit is associated 

with each register. For each cycle, the majority bit is determined by clocking bit examination of all the 

three registers. If the clocking bit agrees with the majority bit then a register is said to be clocked. 

Therefore, for every step at least two or three registers are clocked, with probability of ¾ for each 

register. 

The initial step is the setting of register to zero. For 64 cycles, the 64-bit key that is secret, is 

allowed to mix in the following scheme: for every cycle, the ith key bit gets added to least significant 

bit of every register by using XOR. Every register is clocked afterwards. Likewise, for 22 cycles the 

22 bits of frame numbers are added. After this the whole system is clocked using the majority clocking 

method for 100 cycles where the output is discarded. Once this is completed, the generation of two 

114-bit sequence of output keystream shown in figure.2, by the cipher would be ready and where 114 

for downlink and last 114 for uplink done could be seen. 

 

Figure 2. A5/1 key stream Generator 

 

4. Enhanced A5/1 Algorithm  

Here, we are XORing a 114-Bit random number with the key stream which is finally XORed with the 

plain text to get the cipher text which is big. Thus, like during the man-in-the-middle attack, if the 

attacker tries to decrypt the encrypted conversation in GSM mobile network, it takes more time and is 

difficult to decode it without a key. By doing this XOR function, the time complexity is also not 

increased but decreased. Thus, by this way, our proposed work is said to be more effective than the 

previous one. Figure represents the key stream generator of enhanced A5/1 algorithm. 
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Figure 3. Enhanced A5/1 Key Stream Generator 

The modified pseudo code for A5/1 algorithm is explained below. 

 

A5/1 Algorithm 

Input: 64 bit session key(secret key), 22 bit frame bits(plain text). 

Output: Cipher text size 228 bits. 

Process 

Step1: Initialize 3 registers are set to zero 

Step 2: Load 64 bits session key(secret key) + 22 bits of frame number(public key), session key and 

frame number is XORed bit-by-bit with the LSB(least significant bits), and the registers are clocked 

regularly. 

Step 3: (100) times the registers are cycled and discarding any output(all registers are closed 

irregularly the majority function identify the shifted registers) 

Step 4:(228) times the register are cycled (clocked irregularly the majority function identify the shifted 

registers) to generate the key stream. 

Step 5: add random generated number by XORing with the resulting keystream to find final keystream 

Step 6: all steps repeated for the next frame. 

Step 7:end 

 

5. Result and Analysis 

The key stream is generated after XORing with the random number generated initially and the final 

cipher text that is generated after XORing the plain text with the obtained key stream is shown in the 

images. Python language is used here, to perform the modifications proposed. Python IDE of version 

3.5 is used. Figure 4 represents the random number that is generated and is also XORed to get the key. 

Figure 5 shows the session key that was generated. Figure 6 depicts the cipher text. 
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Figure 4.Session Key generation 

 

 

Figure 5. Random number generated 
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Figure 6. Cipher text  

The execution time comparison with the existing and proposed system is made below. 

 
Figure 7.  Execution time for Existing system. 
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Figure 8. Execution time of Enhanced A5/1 Algorithm. 

 

Figures. 7 and 8 clearly show that the proposed system execution time is less than the existing system 

thus, time complexity is not modified and the security is also enhanced in this A5/1 algorithm. Thus, 

the cipher text and the key stream generated are huge and decoding will take more time and so E-A5/1 

algorithm is considered to be as more secured with less time complexity. The space complexity is 

increased, but could be maintained by compressing it and then encrypting the message with the key 

stream generated. The key is 228-bit but uses 114 bit for uplink and 114-bit for downlink. So, here 

114-bit random number is generated and used for encryption. 

 

6. Conclusion 

In this paper, we have analysed the threats and vulnerabilities of A5/1 from the existing papers and 

have proposed the modified algorithm which does not increase the time complexity. Improving the 

security in A5/1 will also help to understand the security needs that are to be met when releasing 

future versions of the A5 algorithm. Our proposed algorithm does not need any extra hardware 

requirements and so it is inexpensive. Maintain the time complexity and also making it hard for the 

attackers to decrypt the message is done in this paper. The future enhancements could be done in 

reducing the storage size of the cipher text by maintain it hard for the attackers to crack it. This could 

also be tried in GSM simulation to check whether the huge cipher texts could be used for 

communication or not. And also, the authentication could be checked using hash values in E-A5/1 

algorithm which gives us a secured communication in GSM. As a whole, A5/1 algorithm is studied in 

details on the process of its working and also some enhancements in it are made. 
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