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Abstract. Mobiles have become an integral part of today’s world. Various standards have been
proposed for the mobile communication, one of them being GSM. With the rising increase of
mobile-based crimes, it is necessary to improve the security of the information passed in the
form of voice or data. GSM uses A5/1 for its encryption. It is known that various attacks have
been implemented, exploiting the vulnerabilities present within the A5/1 algorithm. Thus, in
this paper, we proceed to look at what these vulnerabilities are, and propose the enhanced A5/1
(E-A5/1) where, we try to improve the security provided by the A5/1 algorithm by XORing the
key stream generated with a pseudo random number, without increasing the time complexity.
We need to study what the vulnerabilities of the base algorithm (A5/1) is, and try to improve
upon its security. This will help in the future releases of the AS family of algorithms.

1. Introduction
GSM (expanded as Global System for Mobile communication) is been extensively used in the mobile
networks for communication. GSM [1] has the architecture that has Mobile Stations, Base Service

Stations etc., as shown in the Figure.1 below.
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Figure 1. General Architecture of GSM

To provide Security in it, A5/x algorithms are used for encryption and is used to ensure privacy of
all the conversations that happen on GSM mobile phones. A3 is used for authentication and A8 is used
for generation of the cipher key. These algorithms are used along with AS5/x algorithms which secures
the information sent over the air interface in mobile networks. A5/1 is a stream cipher and is very fast.
A5/1 is made up of linear feedback shift register (LFSR) and the working is explained in the
experimental analysis section of this paper.

A5/1 [2] is the basic algorithm which we need to know in depth for future enhancements. In order
to secure the GSM architecture, providing the security and privacy of data, enhancements in the
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existing algorithm is proposed and in order to fulfil this, we have XORing a randomly generated
number with the resulting key stream, thereby not increasing the complexity.

The aim of this project is to analyse and get a clear idea about the AS5/1 algorithm used for
encryption purpose in the mobile network along with its security issues and threats. Through this
project, our objective is to enhance the security in the algorithm and maintain its time complexity.

The section 2 deals with the related work. Section 3 talks about A5/1 algorithm. Section 4 about the
E-A5/1 algorithm and section 5 discusses about the result in which the comparison of the execution
time of the A5/1 and E-AS5/1 algorithm.

2. Related Work

Authors in [3] have identified the security vulnerabilities of digital mobile communication systems
along with the emerging threats. This paper provides a detailed knowledge on the issues that could be
referred to while working with the future systems. Authors in [4], improvised the GSM network
security by generating a new S-Box that improves the efficiency and is done in order to overcome the
weakness in clocking mechanism that used in AS5/1 stream cipher. Authors in [5], proposed a
hybridA5/3 and encipher and decipher based RC6 algorithm also called (A5/3RC6) which encrypts the
information over GSM network. The comparative performance analysis is also done.

Authors in [6] analysed 3 mobile operators in Greece, using a simulator, (U) SimMonitor, based on
their applied security. They concluded that based on the numerical results and security measurements,
mobile operators do not implement good security practices, thereby exposing their subscribers to
potential risk. An improved Linear Feedback Shift Register based stream cipher was proposed for the
A5 family. [7] This algorithm comprised of a variable tapping scheme, a non-linear combination
function, a new clocking mechanism, and a key-generation mechanism with increased number of
registers and improved lengths of these registers. The randomness of this algorithm was also evaluated
using MATLAB.

Authors in [8], proposed that A5/1 with image bit-plane separation can be used for encryption of
images over wireless networks. They converted each bit plane into a stream of data and XORed it with
a keystream that is generated by the AS5/1 algorithm. This was evaluated with respect to AES
algorithm, keeping it as a benchmark.

In [9], authors proposed a modified A5/1 algorithm which improves the level of randomness, by
introducing a new S-box generation. They have, however, concluded that their proposed algorithm has
more complexity compared to the original algorithm.

Authors in [10], have surveyed and analysed the security threats, challenges, and provided
solutions for the mechanisms inherent in all edge paradigms that has to be used with other paradigms
in the future, while highlighting capable synergies and places of collaboration.

Authors in [12] has explained new vulnerabilities and threats in mobile network which has been
upgrading day by day. The drawbacks act as a major concern for the security and the performance of
mobile networks, since attacks can affect the whole network and various problems. Here, the security
issues are studied in detail and classified. Attacks and counter measures for them are also surveyed in
this paper.

Authors in [13], took the help of a simulator, Simulink, to better understand the flaws in the A5/1
algorithm, and determined three vulnerabilities in it. Using Simulink, they could better capture the
working of the clocking unit, and proposed modification of the majority function and developing the
link of the second register, thereby addressing the three weaknesses.

In [14], the authors analysed the weaknesses of the GSM network and gives a detailed description
on how to audit the GSM networks to find the vulnerabilities. A cryptanalysis was performed on A5/1
and Trivium. [15] Using Cube attack, the authors could retrieve the key bits and linearly independent
functions of trivium and A5/1 algorithms respectively.

Authors in [16], took a hand in improving the security of GSM by addressing two of the
weaknesses in A5/1. They improved clocking mechanism by introducing a new function, and replaced
the original linear combining function with a cryptographically better non-linear function. In [17], the
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authors attempted to increase the length of the generated keystream sequence by applying a unit delay
in the A5/1 algorithm. This was simulated in Simulink.

Authors in [19] surveyed about the A5/1 and W7 for protecting the distribution of digital images in
an effective and secure way. Histogram analysis, Randomness Tests, etc, are done for the
enhancement of the algorithms. It is implemented in MATLAB. In [20], the authors reviewed and
selected the best algorithm for speech transmission in GSM. They concluded their paper, saying that
AES-Rjindael algorithm is best suited for the wireless network which is resource constrained.

Authors in [21], tried to improve the A5/1 by making the linear operator into a non-linear feedback
mechanism. The proposed algorithm was implemented in MATLAB. An enhanced A5/1 algorithm
was proposed [24] and its parameters (like the time period of the changing states, the vector of 3 bits
that select the shuffling of LFSR, and the parameters that cause the selection of the tapings for all the
LSFRs) were analysed.

Authors in [25]- modified the A5/1 stream cipher by running several statistical tests like frequency
test, serial test, runs test etc., for enhancing the security in it. Authors in [26], have explained about the
simulation of A5/3 and A5/1 algorithms in detail along with the need of this simulation.

Authors in [27] -explains about the attack done in assistance with hardware, on the well-known
A5/1 stream cipher. Improvisation of 16% in the computational time is done.

Authors in [28] -have briefly presented about the most important flaws in security stream of the
GSM network and in its channels,that are used for transportation purposes. It also provides some
practical solutions to apply and to improve the security of present 2G systems.

A detailed description of the A5/1 algorithm along with the cryptanalysis done was mentioned in
[29]. The authors also gave their view of a practical approach for cryptanalyzing the A5/1 algorithm.
Authors in [30]- talks about the real-time attacks on PC with the GSM algorithm and a best algorithm
which is suited for securing speech in GSM networks is proposed in addition to it.

In most of the papers, the security is increased by increasing the complexity. They are trying to
modify the hardware by increasing the size of the LFSR registers. They have linked AES with A5/1
algorithm that increases the storage complexity and in many papers only partial solutions have been
provided for enhancing the security of GSM network. But here we are trying to enhance the security
without increasing the complexities.

Thus, from the above papers, we get to know the vulnerabilities and security issues involved in the
A5/1 algorithm and also about the modifications that were proposed. Most of the modifications require
hardware and does not address the complexity issues.

3. A5/1 Encryption Algorithm

A5/1 (stream cipher) which is used to provide the security for the communication in GSM cellular
network. This algorithm is one of the seven categories specified for GSM. Transmission in GSM is in
the form of bursts and one burst is sent like every 4.615 millisecond in a unidirectional channel which
contains 114 bits that are available for information.

We use A5/1 to produce each burst a 114-bit sequence of keystream time to time, which is then
XORed with 114 bits prior to modulation. A5/1 uses three linear feedback shift registers. A register is
said to be clocked, if clocking bit matches with clocking bit of one or more registers. AS5/1 uses a
combination of LFSRs with different clocking. The three registers are given below.

Table 1. LFSR polynomials

LFSR Lengthin Feedback Clocking | Tapped
number  bits polynomial bit bits

1 19 R L 13,16, 17,18
2 2 22 42 +1 10 20,21
3 2 P a4+ 41 0 7,20,21,22
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AS5/1 is initialized by using 64-bit key together with a publicly known 22-bit frame number. The
older GSM implementations used Comp128v1 for key generation, which had 10 key bits fixed at zero,
that results in 54-bit key length. This drawback was removed by introducing Comp128v2 and that
resulted in 54-bit key length. When it operates in GPRS/EDGE mode, the higher bandwidth radio
modulation the larger 348 bit frames are produced. Thereafter, A5/3 can be used in a stream cipher
mode to maintain the confidentiality. Indexing of the bits with least significant bit (LSB) is 0.

A majority rule is used in the clocking of the registers in a stop/go way. A clocking bit is associated
with each register. For each cycle, the majority bit is determined by clocking bit examination of all the
three registers. If the clocking bit agrees with the majority bit then a register is said to be clocked.
Therefore, for every step at least two or three registers are clocked, with probability of % for each
register.

The initial step is the setting of register to zero. For 64 cycles, the 64-bit key that is secret, is
allowed to mix in the following scheme: for every cycle, the ith key bit gets added to least significant
bit of every register by using XOR. Every register is clocked afterwards. Likewise, for 22 cycles the
22 bits of frame numbers are added. After this the whole system is clocked using the majority clocking
method for 100 cycles where the output is discarded. Once this is completed, the generation of two
114-bit sequence of output keystream shown in figure.2, by the cipher would be ready and where 114
for downlink and last 114 for uplink done could be seen.
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Figure 2. A5/1 key stream Generator

4. Enhanced A5/1 Algorithm

Here, we are XORing a 114-Bit random number with the key stream which is finally XORed with the
plain text to get the cipher text which is big. Thus, like during the man-in-the-middle attack, if the
attacker tries to decrypt the encrypted conversation in GSM mobile network, it takes more time and is
difficult to decode it without a key. By doing this XOR function, the time complexity is also not
increased but decreased. Thus, by this way, our proposed work is said to be more effective than the
previous one. Figure represents the key stream generator of enhanced A5/1 algorithm.
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Figure 3. Enhanced A5/1 Key Stream Generator

The modified pseudo code for A5/1 algorithm is explained below.

A5/1 Algorithm

Input: 64 bit session key(secret key), 22 bit frame bits(plain text).

Output: Cipher text size 228 bits.

Process

Stepl: Initialize 3 registers are set to zero

Step 2: Load 64 bits session key(secret key) + 22 bits of frame number(public key), session key and
frame number is XORed bit-by-bit with the LSB(least significant bits), and the registers are clocked
regularly.

Step 3: (100) times the registers are cycled and discarding any output(all registers are closed
irregularly the majority function identify the shifted registers)

Step 4:(228) times the register are cycled (clocked irregularly the majority function identify the shifted
registers) to generate the key stream.

Step 5: add random generated number by XORing with the resulting keystream to find final keystream
Step 6: all steps repeated for the next frame.

Step 7:end

5. Result and Analysis

The key stream is generated after XORing with the random number generated initially and the final
cipher text that is generated after XORing the plain text with the obtained key stream is shown in the
images. Python language is used here, to perform the modifications proposed. Python IDE of version
3.5 is used. Figure 4 represents the random number that is generated and is also XORed to get the key.
Figure 5 shows the session key that was generated. Figure 6 depicts the cipher text.
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A5/1 Algorithm
LFSR initiating..

el e e e e e e oo e o)
bbaaoooEBRRORROBROREEE

Tapped Bit generating..

LFSR 1 : [13, 16, 17, 18]

LFSR 2 : [20, 21]

LFSR 3 : [7, 20, 21, 22]

Step 1

Please enter your plaintext : hi
You entered : hi

Creating Session Key...

Session Key Created :
11llelelealelealealellelenllellellealllepelellealleesalelllellell

XOR-ing between session key and LFSR with tapped bit
XOR-ing result on 1fsr 1 : @ee1110111000181018

XOR-ing result on 1fsr 2 : 188111116111811@1116680
XOR-ing result on 1fsr 3 : 111111110666608101001000

Figure 4.Session Key generation

Irregular clocking result on Ifsr 3 : @1081101011160601810111

random number generation:
43071372587139332614974995586096518
114141000101161114116111606161600000011410100616101610010061101 1100001 11661140601
1aleellele11011101101010016110

Step 4
Irregular clocking of LFSR (part2) with majority bit

Irregular clocking (part2) result on 1fsr 1 : 1161111110600611012
Trregular klocking (part2) result on Ifsr 2 @ 1016116060101811010100
Irregular clocking (part2) result on Ifsr 3 : 01611161010001260600000

key:

11010100010116111011611160616106000000110101006161010100100611011100001 11061100001
1616A116161101110116101061611111010106014114111011611166417160000001 1016160014161
@10010081101110600111001100061161001161611011161101010610111110101000161101 1101161
11hea1616eap000011010100019101610010061 1011100001 11001100001 101001 10161 16111011410
1aelellallnlalaeale1101110116111000101000600000116101000101010106100011011160001110
dlleeaalleleallelellol1lel1a1a10e10116116101000101161110110111008] 100000001 10161
B001810101061006110111000011 1061 100001 10160110101161116]1 10161601011 111010160010110
1110116111000101606000001101610601010101061000116111000011160110000110106110101161

Figure 5. Random number generated
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Plain Text : 110100118100111910611141001
Final Step

YOR-ing between Key Stream and Plain Text
5403

Cipher modified Text :

4942224338045 1cha74a1 31chB6B: 358 3aecbe 7102736381 31F3d bAdeA5BRF 24285 bbbzt
Th5fdab33e81328105b4196d1:92633775¢ 1 038ala 1043657549864 T 1abda17543¢eBcbhaca187afd
2736557823793 8ecd4BedeBa TeaT 6 a6B182FdcE 7247 9dceac 33 1abbakRBaA50sfaasF 5T 1cs
171683937 2498 7247498925462 1 26¢ | 2a5cebc 36967 7d16334976736 28 2678030128 77a Tadc 4
76dbf0e928b544c h438626cOSeeckT4Ta5ee 74T eBef 53421 796148640577 5c Bh 3042085 64 3
231b5173735744eBhbbddaf 120850550066 242 a 24T 268694zeacs  dedddecal2dedSabaL2afo8e6
T9b32cfdf3b53dd2cdfcdsTcaT 3442556850887 58778 7eb e85 1494096036 3ebd fdeedb28abh
bBbd115dce23d86175136b 015244 2Pdecabaf 34375 5aaf 1d8BcebAdobabd 1485dc 676 2641 3ae75F
1edb303854b265e751761cR2eBfh37Fc155 ae1 700k 3el FlacasSaBedc 3decTd3sbboch483f 149678
c9fb877F19c1de3ec bl ohSheRcc T S44d03eRdhee3a1 4500097 70330 T04d3h9c2b333F 56521 1a
eeBe793ad 1368091345599 309508047 cdedB2fLab12b509¢df 29971 6b38ee 74087 acce 7143aab2eh

Figure 6. Cipher text

The execution time comparison with the existing and proposed system is made below.

gleleealalellleeaalealleleeaalllllllllloealaaeg
227 - lenth of the key stream

Plain Text : 11910001181801

Final Step

XOR-ing between Key Stream and Plain Text
Cipher Text :
fogeeleslllllealeelllleleeellelllleeaalesaeally

le@ellleelleelleelelllllleeleeleleellllllleaan]
@leleealelelllesselenlleleeenllllllllllesaleand

56.808318834751892 - execution time

Figure 7. Execution time for Existing system.
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ldch28753989cf85Teledal25318daasbdatdebe
8c3b9664a815215c@19638eb5@228511654baecs
adblf31998ffs338718559c8a3ae72bd4823@475
3cacac@ddlataddlsd3o23daftlbass7eldddddse
TcBs77ac2a%Bec4did5a572d@ledlT63T8e4Tb7hb
dfEa1a5Ed23?496EEEcfa4?b1fda4e483?c49c5e
fe5834cadcdfffo2c@2ed27661lccl7@238d6a78e
86757875Tealdad429215871f8a71ba3dd1784blc
b2eSacled4@9e47e4f557b8984282c34d9879726
T287e98c39cd9@337d51a2978288abBebed7139a
dodf2768498Ta%d5ac33%  d1l7a5e3bdcs7adddl
d3e3@af2ebe3dffdo99aschbf725ta3aff7acdsal
856e489295adfebcaasbhd95e79b3a1183b235¢ce

47.68952298164368

Figure 8. Execution time of Enhanced A5/1 Algorithm.

Figures. 7 and 8 clearly show that the proposed system execution time is less than the existing system
thus, time complexity is not modified and the security is also enhanced in this A5/1 algorithm. Thus,
the cipher text and the key stream generated are huge and decoding will take more time and so E-A5/1
algorithm is considered to be as more secured with less time complexity. The space complexity is
increased, but could be maintained by compressing it and then encrypting the message with the key
stream generated. The key is 228-bit but uses 114 bit for uplink and 114-bit for downlink. So, here
114-bit random number is generated and used for encryption.

6. Conclusion

In this paper, we have analysed the threats and vulnerabilities of AS5/1 from the existing papers and
have proposed the modified algorithm which does not increase the time complexity. Improving the
security in AS5/1 will also help to understand the security needs that are to be met when releasing
future versions of the A5 algorithm. Our proposed algorithm does not need any extra hardware
requirements and so it is inexpensive. Maintain the time complexity and also making it hard for the
attackers to decrypt the message is done in this paper. The future enhancements could be done in
reducing the storage size of the cipher text by maintain it hard for the attackers to crack it. This could
also be tried in GSM simulation to check whether the huge cipher texts could be used for
communication or not. And also, the authentication could be checked using hash values in E-A5/1
algorithm which gives us a secured communication in GSM. As a whole, A5/1 algorithm is studied in
details on the process of its working and also some enhancements in it are made.
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