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ABSTRACT

Thisarticledescribes the“Blockchain”which isanupcoming technology in thecurrent leading
world and which serves as a capital market use-cases for many of the global Fintech industries
acrosstheworld,isadistributedledgerofeconomictransactionswhichnotonlyusedforrecording
financialtransactionsbutmostlyeverythingofvalueinthisworld.Inthecurrentworld,mostlyall
thetransactionsaredonethroughonlinewhichmainlyincludesthebankasa“middleman,”which
couldbeuntrustworthyattimes.Blockchaincomesintothepicturewhicheliminatestheneedof
amiddlemanorthirdpartybetweentheuserswhoareinvolvedinthetransactions.Representsa
financialledgerentryofdatastructurewhichconsistsofrecordoftransactionswhichisdigitally
signedandcannotbetamperedasauthenticityisensuredinwhichtheledgerisconsideredtobeof
highintegrity.Oneoftheleadingandhighlyvaluedplatformofblockchainis“HyperledgerFabric”
whichismeantforsecuringtransactionsandservesapowerfulcontainertechnologyforsmartcontract
developmentintheglobalcapitalfirms.ThepotentialofBlockchainandDLTincapitalmarketsin
thisupcomingworldcouldremovemanyoftheinefficienciesandcostsinherentintheglobalcapital
marketsacrosstheworldandcouldbeconsideredasaviabletechnologywhichenabletosettlement.
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1. INTRodUCTIoN

Theglobalmarketsacrosstheworldareincreasingdaybydayandallarelookingforatechnology
where transactionscouldbedonewithout theneedofacentralizedauthoritybetweenthedealer
andthebuyer.Sincecapitalisaverycriticalcomponentwhichisusedforgeneratingtheeconomic
outputs,Capitalmarketsincludesprimarymarketsandsecondarymarkets,whereprimarymarkets
consistofstocksandbondswhichareissuedandsoldtoinvestorsandsecondarymarketsconsists
ofthetradeexistingsecurities.Capitalfirmsaremarketsmainlymeantforbuyingandsellingequity
anddebtinstrumentswhicharesecuritiesintheglobalworldorinotherwordswhichfacilitatesthe
buyingandsellingoffinancialinstruments.Capitalmarketsinvolveissuingofstocksknownasequity
securitiesand issuingbondsknownasdebt securities formedium-termand long-termdurations
(Condos,Sorrell,&Donegan,2016). It includesvariousparticipantsas the individual investors,
municipalities, governments, companies, organizations, banks and financial institutions. As the
blockchainactsasacatalystfortheevolutionofvariousnewapplicationsandisanext-stepfrom
computingarchitecturalconceptsneedstotakecareoffivekeyconcepts–blockchain,decentralized
consensus,trustedcomputing,smartcontractsandproofofworkorstake.Built-in-robustnessisone
ofthemajoradvantageofBlockchaintechnologyasithelpsinstoringblocksofinformationthatare
sameacrossitsnetwork.Anotheradvantageofthedistributedledgeristhatitcannotbecontrolledby
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anysingleentityandhasnosinglepointoffailure.Theblockchainnetworkalsoresultsintransparency
astheinformationisembeddedwithinthenetworkanditispublic.Itcannotbecorruptedatanycost
asalterationofanydataontheblockchainwouldresultintheusageofahugeamountofcomputing
powertooverridetheentireprocess.Theblockchainmakesupanetworkofcomputingnodeswhich
solvestheproblemofmanipulation.Theglobalnetworkofnodesusetheblockchainnetworkashelps
insolvingtheproblemoftransactionsofstocksorbondsamongthecapitalfirms,whereitverifies,
validatesandauthenticateseachandeveryuserwiththeirowncredentialsandrecordstransactions
intheledgerwhichisdistributedamongalltheparticipantsinthetrade(Buehleretal.,2015).

DLTorthedistributedledgertechnologyhasbecomehasattractedalotofpeoplefromvarious
industrieswhichhasexploreda lotofapplicationsinwhichthecentralizedconsensusprocess is
replacedbyDLT.ApplicationofDLTtocapitalmarketsisoneoftheareasattractingpeople’sattention.
Global exchanges, CCPs, CSDs, banks, dealers, and market facility providers have productively
exploredDLTapplicationsthroughPoC(proofofconcept),andventureintechnologyincomeproducer
orparticipatingconsortiums.CostreductionisoneoftheinherentadvantagesofexploitingDLT
forcapitalmarketframework.DLTenablesnetworkpartnerstovalidatethetransferenceofrights
betweeneachother and share those records in anchangelessmannerbyapplyingcryptographic
technology(Swanson,2015).DLTconsistsoffivetechnologicalfeaturessuchasdatabasetoreport
ledger, cryptographichash function toabstractdata,publickeycryptography,P2Pnetwork, and
consensusalgorithm.A‘smartcontract’functionfacilitateuserstogeneratebusinessapplications
thatcanbedeployedandaccomplishedondistributednodesonlytodevotedpartiesorasoleentity.
Duetothedifferenceinopennesspolicies,appropriateconsensusalgorithmsdiffer.Sinceanyone
canproducenewblocksinpublicDLTs,assignmentslikeproofofwork(PoW)arerecurrentlybuilt
intotheconsensusalgorithmtoavoidvenomousparticipantsoverwritingpastfacts(seeFigure1).

ConsortiumorprivateDLTscanconfineblockcreationtodesignatedshareholders.Itisalso
possibletorestricttenancyofmultiplenodestoasingleindividualorentity.Theseaccesscontrol
deliberationenablesuseofaswiftconsensusalgorithmwhereachiefnodenominatedbyasimple
rulebringaboutanewblock,andthentheblockisapprovedbyapredefinedproportionofnodes
(Underwood,2016).

Thispaperproposesaboutthepotentialofbringinguptheblockchaintechnologyandhowit
canleadagreatimpactontheFinTechindustriesandhowitisdesignedtosolvetheproblemsof
doblespending,issueoftrust,Consensusonthelatestcorrectversionofthetransactionhistoryand
notallowinganyonetomakechangesuponanagreedchainoftransactions(Paech,2016).Global
capitalmarketarefinancialmarketswhichareequitysecuritiesknownasstocksanddebtsecurities
whichareknownasbonds.Inotherwords,theyaremeantforbuyingandsellingstockandbond
financialinstruments.Capitalmarketfirmsconsistsofissuingequitysecuritiesanddebtsecurities
for long-termandshort-termdurationsas in thecontractofoneyearormoredependingon the

Figure 1. Working of DLT among the peer nodes (Source: Swanson, 2015)
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agreementbetweentheparties(Mainelli&Milne,2016).Capitalmarketsaregenerallystrenuousin
financialcentersacrosstheworld.Ageportionofthetradehappeninginsidethecapitalbusinesses
occurthroughelectronictradingsystemsoutofwhichareopentowardspeopleingeneralandfew
aretightlymonitored.Otherthanstockandbondequities,thecapitalmarketsalsoincludeothertwo
classificationssuchas“primarymarkets”and“secondarymarkets”.Primarymarketsallowvarious
industriestoraisestockwithoutorbeforeholdingthefirstsaleofastockwhichhelpsinmakinga
greatprofitforthecompany.Ithelpsincompany’sdevelopmentwhichbringsto“liquidity”wherea
securityoranassetcanbeboughtorsoldatstableprices.Themostconsideredstandardliquidasset
isthe“Cash”sinceitcouldbeeasilyconvertedtoanotherasset.Ifthecompanyfacestheproblem
ofliquidity,theyselltheirassetstofewotherinvestmentbanksorsomeotherglobalcapitalfirms.

Therefore,theleading“Blockchaintechnology”helpstheleadersoftheglobalfinancialfirms
tounderstandtheimportanceofBlockchainandhowitenablesboththepartiestohaveatransaction
oftheirowninasecuredworldwithouttheinvolvementofa“middleman”whichmaysometimes
leadtountrustworthinessamongthemselves.Blockchainisadistributeddatabaseoradistributed
ledgertechnologywhichisconstrainingandaverygoodandefficientwayoforganizingthefinancial
transactionsofvariousdataamongthetrustedparties.Blockchaintechnologybesetsarangeofnovelty
thatbuilduponeachother,andthepotentialbenefitsofhowitcouldbeachievedintheunderlying
systemsandtechnologies(Hulletal.,2016).

Discoveringtheimportanceofhowthenewleadingtechnologycouldbeappliedintheglobal
financialmarketswhichleadstoahugerangeofinnovationsandtheimpactondifferentpartsofvalue
chainandparticipants.ItalsoleadstodiscoveringthemajorrisksinimplementingtheBlockchain
forvarioususecasesintermsoftechnology,industrycoordination,standardsandgovernance,laws,
regulationandpolicy.Potentialusesandthestepsneededforitsadoptionarealsolookedintowhich
makestheindustriestomoveintoablockchain-basedsystemsincethetechnologyatalargerscale.
Blockchainswhichwasatfirstmeantforthe“Bitcoinprotocol”isaledgeroftransactionswhere
thecryptographicallysigneddataofblocksareaddedtooneanotherintheformofachainwhichis
knownas“immutablerecords”.Thedistributedledgerismainlyanarchitecturewhichconsistsofa
peertopeernodeswheretheycollaboratetoreachaconsensusonthecorrectstateofashareddata
resource(Peters&Panayi,2016).Itultimatelyleadstoaseriesofmodernizationinorganizingand
sharingthedata.Blockchainhelpsinthedevelopmentofindustrieswhichhelpsinthefastsettlement
oftransactionsandthebuildingupandautomaticexecutionofsmartcontractswhichincludesbusiness
logicwhichisencodedintotheledger.

Toevaluatethegrowingapproachofblockchaintechnologyincapitalmarketsandhowitoffers
anoutlooktodatamanagementandsharing.Blockchainisestablishingasapotentiallyunrulyforce
capableoftransformingthefinancialservicesindustrybymakingtransactionsagile,cheaper,more
protectedandtransparent.Blockchain,alsoknownasadistributedledgertechnologywasbasically
createdasacapturingdatabaseforBitcointransactionsandwasdevelopedtoenableindividualsand
managementtoprocesstransactionswithouttheneedforacentralbankorothermediator,using
complexalgorithmsandconsensus to check transactionswheremanyof the capitalmarkets are
bettingonblockchaintoprovideareliablebackuptosystemsthatdependonmediatorsandthird-
partyvalidationoftransactions.Theirgoalistogreaseblockchain’sdistributedledgerapproachto
designasystemthatdistribute trust—aradicalevacuationfromexisting transactionprocessing
methods—tosignificantlyseveralltypesoftransactionfeesandscaledownprocessingtimes(Peters
&Panayi,2016).

Acrucialvariation,however,isthatwhiletheInternetfacilitatetheexchangeofdata,blockchain
couldenablethechangeofvalue;thatis,itcouldfacilitateuserstobringouttradeandcommerce
beyond the globe without the obligation for payment processors, custodians and resolution and
reconciliationindividuals.Theirgoalistobrutalizeprocesses,minimizedatastoragecosts,reducedata
duplicationandstrengthendatasecurity.Theattractionofblockchainwasitsmethodofauthenticating
andtrackingtransactions.Ratherofatrustedthird-partyoracentralbank,itdependsonconsensus
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amongapeer-to-peernetworkofnodesbasedoncomplicatedalgorithms.Insteadofbeingstored
inasingledatabase,blocksoftime-stampedtransactionsaregatheredonallnodesacrossavalue
chain(Hulletal.,2016).

2. PRoBLEM STATEMENT

Estimationofhowtransactionscanbedoneonaglobalscalewhichhelpsinfindingoutasolutionto
manyoftheinefficienciesafflictingtheindustriesacrosstheglobe.Thenextdecadeismostlikelyto
bechangedincaseofsocialweb,bigdata,cloud,roboticsandeventheartificialintelligenceandthe
technologyblockchainbehindthedigitalcurrencieslikebitcoin.Theblockchaintechnologywhichis
mainlyadistributedledgerofeconomictransactionsrunsonmillionsofdevicesandisopentoanyone,
whichconsistsofnotjustinformationbutmainlyeverythingofvaluewhichcanbestoredsecurelyand
privately.Thetrustinblockchainisestablishedthroughcollaborationandclevercodebyagroupof
programmers,whichinturnensuresintegrityandtrustbetweenstrangers.Thistechnologyismainly
thefirstnativedigitalmediumforvalue,whichhasabigimplicationforbusinessandcorporation.

Thepotentialoftheblockchainistoreducethecostandcomplexityoffinancialtransactions
whichimprovesthetransparencyandregulations.Theblockchaintechnologyexpertsprovidesastrong
evidencethatthedistributedledgerplatformcouldtransformbusiness,governmentandsocietyin
amorerealisticwaywhichincreasesthetrustbetweenthedealersandInvestorsbyeliminatingthe
middlemaninthegroup.

3. LITERATURE SURVEy

3.1. What is Blockchain?
Blockchain isanemergingupcoming technology thathasawide-rangeof implications thatmay
transformnotonlythefinancialindustriesbutalsomanyofthecapitalfirmsandfinancialbusinesses
(Zhang,Cecchetti,Croman,Juels,&Shi,2016).Theterm“Blockchain”meansit’sadistributedledger
ofeconomictransactionswherethedataonceenteredisimmutableorunchangeable.Itconsistofa
listsoforderedrecordscalled“blocks”.Eachblockhasatimestampofitsownandislinkedtoits
previousstate.It’salsocalledasan“innovativecryptotechnology”thatenablesmanyofthesystems
andindustriestomoveforwardbasedontheirstandardsandalsoactsasanimmediatebeneficiary
formanyofthefinancialindustriesacrosstheworld.Infinancialindustries,there’salwaysaway
tocorrectanattackbutaccordingtotheconceptofBlockchain,thereisnomechanismtocorrectit
ratherthantoacceptit.Itoptimizestheglobalinfrastructureandhelpsindealingwithglobalissues
inthismuchconfinedspace.ThisnewtechnologyintheFinTechindustryhasenergizedthefinancial
servicesindustryglobally(Fairfield,2014).

Technologyinnovationsofblockchainconsistof:

1. Encryption:Newmethodspurposesencryptiontechnologieswhichmayenablethesafetyand
anonymityofquitetouchyinformationwithinasharedaccessenvironment.Theyallowusersto
revealinformationselectivelyinconformitywithothersasrequired.

2. Mutual Consensus Verification: Mutual consensus approval protocol allow a network agree
updates to thedatabasecollectively, togetherwitha surebet so theaveragedataset remains
correctatwholetimesbesidestheneedforacentrallivingauthority.Therearearangeofdifferent
methodsinconformitywithunionprotocolsandsafeguardagainstthemaliciousmanipulations
andguaranteesthatnosinglepointoffailureexists.

3. SmartContracts:Theyareprogrammablecodesbuildforgeneratinginstructionsifacertain
conditionismetsuchaspaymentinstructionormovingcollateral.Theybecomeimmutableonce
acceptedtotheledger.
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Blockchain which is the distributed ledger of economic transactions is also for all bitcoin
transactionswhichhaveeverbeenexecuted.Thecurrentpartoftheblockchainisknownastheblock,
whichrecordsallthecurrentandrecenttransactions.Oncethetransactionsarerecorded,itgoesinto
theblockchainwhichactsasapermanentdatabase.Afterthecompletionofablock,anewblockgets
generated.Blocksareconnectedtoeachotherinalinear,chronologicalorderinwhicheveryblock
containsahashofthepreviousblock.Inotherwords,theblockchainislikethehistoryoftransactions
relatedtothebank.Everybitcointransactionsareenteredinachronologicalorderintheblockchain
likethewaybanktransactionsaredoneinwhichblocksarelikeindividualbankstatements.The
blockchainconsistsofrecordsofeverybitcointransactionseverexecuted.Therefore,itcanprovide
anyinformationlikehowmuchvaluebelongedtoaparticularaddressatacertainpointoftimein
thepast.Intoday’sworld,theinformationissharedthroughadecentralizedonlineplatformsuchas
theinternet.Butinthecaseoftransferringvaluesuchasmoney,peopledependonthecentralized
financialestablishmentsasthebanks.Evenmostoftheonlinepaymentsaredonethroughcredit
cardordebitcardswhichalsolinksthroughthebank.Thus,blockchaineliminatesthepossibility
ofathirdpartybymaintainingthemajorrolesasrecordingtransactions,establishingidentityand
establishingcontractswhichismainlycarriedoutbytheglobalfinancialcapitalfirms.Acrossthe
world,thefinancialservicemarketingisthebiggestsectorofindustrybymarketcapitalization.It
canmakethetransactionstobedoneinfractionofsecondbyenablingpeertopeertransactionsand
infacthasthecapabilitytocreatehugeefficiencies(Zhang,Cecchetti,Croman,Juels,&Shi,2016).

Waysinwhichblockchaincantransformthefinancialindustry:

1. Asset Management:Theblockchain’sabilityofdistributedledgerstoreplacetheroleof“middle
man”hadareallygreatimpactonthebuy-sidefirmswhichhasthepotentialtocutcots,reduce
delays,providemore timelyandexactdataandenhancereportingaccuracy.Blockchaincan
havea reasonable impacton theagreementof securities transactionsandcanaffordagreat
opportunitytoreducethecostsofassetmanagersleadingtoreducedchargesforshareholders.
Eachpartyinthetradeconsistsofeitherbrokerdealers,intermediaries,custodians,clearingand
settlementteamswhokeepswithinthemselvestherecordofall thetransactions.Blockchain
technologyprovidesanautomatedtradelifecyclewherethetransactionareaccessibletoallthe
partiesinvolvedinthetrade.Itultimatelyleadstocostsaving,effectivedatamanagementand
transparency.

2. Insurance:Smartcontractscanbecreatedaspoliciesotheblockchainwhichisanidealusecase
forblockchain.Itgivescompletecontrol,transparencyandtraceabilityforeveryrequirement
andmayledtoautomaticpay-outs.

3. Supply Chain:Smartcontractsareexecutedautomaticallyontheblockchaintotransfertitlesof
goodsandmoneyandcreatesatrustednetworkofassuredauthenticityandtheoriginofproducts
whicharebeingsupplied.

4. Payments:Oneoftheusecaseforpaymentisinternationalpaymentsinwhichcertainbankslike
Santanderenabledcustomerstomakeinternationalpaymentswithin24hoursadayandclearing
thenextdaythroughtheapplicationofblockchain.

5. Fund Valuations:Itenhancestherigorandtimelinessofrecordkeeping.Itconsistsofatimeline
supplyregardingpricingdata.Itprovidesopportunitytopiecefrequentargueoverinformation
withservicevendors.

4. PUBLIC BLoCKCHAINS

Apublicblockchainenablesanyoneintheworldtoreadthetransactionsortosendthetransactionsor
enablesanyonetoseeiftheyareincludedinthechainandifthetransactionsarevalidallowsanyone
intheworldtoparticipateintheconsensusprocess.Consensusprocessdetermineswhatblocksget
addedtothechainandwhatthecurrentstateoftheblock.Cryptoeconomicswhichisacombination



International Journal of Web Portals
Volume 10 • Issue 1 • January-June 2018

59

ofeconomicincentivesandcryptographicverificationsusingmechanismsproofofworkorproofof
stakeareusedforsecuringblockchains.Publicblockchainsareknowntobe“fullydecentralized”.
Alsoknownas“Unpermissionedledgers”astheyhavenoownersandcannotbeowned.Themain
purposeistoallowanyonetocontributeinformationtotheledgerandtohaveidenticalcopiesin
everyone’spossession.Noactorcandenyanytransactionfrombeingaddedtotheledger.Integrity
oftheledgerismaintainedbytheparticipantsbyreachingaconsensusaboutitsstate.Publicledgers
cannotbeeditedand isusedasaglobal recordof transactions in thecaseofassigningproperty
ownership(Fairfield,2014).

5. PRIVATE BLoCKCHAINS

Alsotermedas“Permissionedledgers”,canhaveoneormanyowners.Whenanewblockisadded
tothechain,theintegrityoftheledgerbytheconsensusprocess,whichismainlyatrustedgroupof
partnersoractorsasthegovernmentdepartmentorbanks,whichmaintainsasharedrecordandis
simplerthantheconsensusprocessusedinpublicblockchain.Highly-verifieddatasetsareprovided
bythepermissionedblockchainastheconsensuscreatesadigitalsignature,whichcanbeviewed
byallthepartiesintheprivateblockchain.Itisfasterthanun-permissionedledgerandisoptedby
mostoftheFinTechindustries.Herethewritepermissionsarekeptcentralizedtooneorganization
(Fairfield,2014).

6. CoNSoRTIUM BLoCKCHAINS

It’sablockchainwhichconsistsofapre-selectedsetofnodesaslikeaconsortiumof15financial
institutions,whereeachoperatesonaparticularnodeoutofwhich10shouldsigneveryblock,for
theblocktobevalid.Theconsensusprocessiscontrolledbythat15financialinstitutionstaking
partintheledger.Itcouldbepublic,whichgivestherighttoreadtheblockchainandisconsidered
as“partiallydecentralized”.

Themajordifferencebetweenthe“Consortiumblockchains”andthe“Privateblockchains”is
thattheConsortiumprovidesalowtrustaslikethepublicblockchainsandthesinglehighlytrusted
entitypropertyofaprivateblockchain.Publicblockchainsismainlyatraditionalcentralizedsystem
withanattachmentofcryptographicauditability.

Theconsortiumorcompanyrunningapermissionedblockchaincaneasilychangetherulesofa
blockchain,reverttransactionsandmodifybalancesetc.Transactionsarecheapersincetheverifications
areonlydonebyfewnodesandnotbymany.Trustworthinessamongeachnodeincreasesanderrors
canbefixedasfastaspossiblebyallowingtheuseofconsensusalgorithmwhichallowsperfections
afterashorterblocktimes.Asthereadpermissionsarerestricted,permissionedblockchainsprovide
agreaterlevelofwellprivacy(Vukolić,2015).

7. dISTRIBUTEd LEdGERS

Distributedledgersaredistributeddatabasesthatarespreadacrossmultiplesites,countriesandis
publictoall.It’sacontinuousledgerwhererecordsarestoredoneaftertheother,ratherthansorting
inblocks.Trustisthemajorfactwhichshouldbemaintainedamongtheoperatorsorvalidatorsin
distributedledgers.Italsoconsistsofdigitalsignaturesamongthevariousparties(Wyman,2016).

Blockchain’sprimaryelementsinclude:

1. Decentralization:Insteadofonecentralauthoritygoverningeverythingwithinanenvironment,
blockchaindistributes regulateamongallnodes in the transactionchain,designingashared
framework.
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2. Digital Signature:Blockchainpermitsanexchangeoftransactionalvalueusingexclusivedigital
signaturesthatconfideonpublickeysandprivatekeystodesignproofofownership.

3. Mining:Adistributedconsensussystemcompensateminersforconfirmationandauthentication
oftransactionsandcachetheminblocksusingsterncryptographicrules.

4. Data Integrity:Theuseofcomplicatedalgorithmsandconsensusamongusersassuresthat
transactiondata,oncesettledupon,cannotbealtered.Datacacheonblockchainthusactsasa
singleadaptationoftruthforallpartiesconvoluted,reducingtheriskoffraud.

Whenatransactionoraneditistobemadeinthenetwork,themajorityofthepeernodesin
theblockchainhavetoexecutesomeconsensuswithinthenetworkandshouldevaluateandverify
theentirehistoryoftheblockchainblockwhichisproposedandmakesurethatthehistoryandthe
signatureisvalid.Afterthevalidationisapprovedbyallthenodesinthenetwork,thenewtransaction
isacceptedintotheledgerwhereanewblockisaddedtothechainoftransactionswhichisknownas
the“Blockchain”.Ifthemajorityofthenodesinthenetworkdonotagreewiththetransaction,thenthe
newtransactionisnotaddedtotheledger.Thedistributedconsensusmodelprovidesanadvantageof
runningblockchainwithouttheneedofsomecentralauthority.Blockchainusesvariousmechanisms
whichachievesconsensusontransactionswhereonlyknownparticipantscanbeincludedinthechain
andexcludeeveryoneelse.Mostimportantblockchainuse-caseistheBitcoinblockchain,whichisa
publicledgerinwhicheveryonecanparticipates.Permissionedblockchainsarealsoinusebymany
oftheorganizationsacrosstheworld,whereonlyauthorizedparticipantsareallowedinthenetwork.
Eachblockinthenetworkmaintainsahashofthepreviousblockwhichisconnectedandinthechain
ofblocks.Theblockchainconsistsofchaincodeorsmartcontractswhichservesasamajorbackbone
forblockchainnetwork.Eachnodeinthenetworkthatperformsthetaskofvalidatingandrelaying
transactionsgets a copyof theblockchainwhich isdownloadedautomaticallywhile joining the
blockchainnetworkandcreatesapowerfulnetworkamongthemselves.Eachnodeinthenetworkare

Figure 2. Peer-to-Peer shared database (Source: Fairfield, 2014)
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knowntobetheadministratorandminingbitcoins.Itsupportsprotocolsandcryptographicoperations
whicharedevelopedtopermitindividualstoexchangebitcoinsinrealtime.Enablespeer-to-peer
decentralized transaction record-keeping, where all participants broadcast their transactions to a
sharedpublicledgercalledablockchain.Verificationofthelegitimacyoftransactionsisperformed
byvolunteerscalled‘miners’.Minersarerequiredtocompleteaproofofworkinorderforablock
tobeverifiedandaccepted(seeFigure2).

7.1. Workflow of Bitcoin Mining

• Thefirstminerwhofindsthesolution,announcesittoothersonthenetworkandtheotherminers
thenvalidatethesolution.

• Iftheapprovalisgrantedbyall,theblockiscryptographicallyaddedtotheledgerandtheminers
moveontothenextsetoftransactions.

• Theblocksareaddedtotheblockchainalinear,chronologicalorder.
• Eachnodegetsacopyofablockchain,whichgetsdownloadedautomatically.
• Blockchainhascompleteinformationabouttheaddressesandthebalancesofeachtransactions.
• Onceablockofdataisrecordedontheblockchainledger,itsextremelydifficulttochangeor

remove(seeFigure3).

8. SMART CoNTRACTS IN BLoCKCHAIN

Smart contracts which is alsoknownas self-executing contracts, blockchain contracts or digital
contractsisusedfordigitalizedledgerwhichcanbeconvertedtocomputercodewhichisstored,
replicatedandsupervisedbythenetworkofnodesthatruntheblockchain.Inasmartcontractapproach,
anassetorcurrencyisrelocatedintoaprogram“andtheprogramrunsthiscodeandatsomepoint,
itautomaticallyvalidatesaconditionanditnaturallydetermineswhethertheassetshouldgotoone
personorbacktotheotherperson,orwhetheritshouldbeinstantlyrefundedtothepersonwho
sentitandthedecentralizedledgeralsostoresandreplicatesthedocumentwhichgivesitacertain
securityandimmutability.Exchangeofmoney,propertysharesarealldonethroughsmartcontracts
inaconflict-freeway.Smartcontractsgiveusanassuranceofautonomy,trust,backup,safety,speed,
savings,accuracyandmeetstheroadforbusinessanddistributedledgertechnology.Itassuresnot
evenanyformsofconfusionandneveranyneedforlitigationwhichofcourseguaranteesavery

Figure 3. Workflow of blockchain mining
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specificsetofoutcomes.Smartcontractsarethepillarsoftheblockchaintechnologywhichhave
thecapabilitywithinthemtoimplementvariousoperationsandmultipletasks(Morabito,2017).

Smartcontractsareagreementswherethetermsmentionedintheagreementcanbepreprogrammed
whichgivestheabilitytoself-executeandself-enforceit.Themaingoalofasmartcontractisto
allowthedealerandthebuyertodotradeandbusinessamongthemselveswithouttheneedofathird
party.TheyareusingprogrammingcodelanguagessuchasC++,Go,Python.

8.1. How do Smart Contracts Work?

1. Codingwhichrepresentswhatgoesintothesmartcontractandtheycodeexactlythewaywhat
thepartieswantthemtodo.Itisdonebyinputtingtheappropriatelogicinthesmartcontract
whiledevelopingthesmartcontract.

2. Distributedledgerswhichrepresentshowthesmartcontractissentout.Thecodeisencrypted
andsentouttothenodesthroughadistributednetworkofledgers.

3. Executionrepresentshowitisprocessedinthenetwork.Oneofthenodeamongthenetwork
receivesthecodeandcomestoanindividualagreementontheresultsofthecodeexecution
(Morabito,2017).

9. PRoPoSEd WoRK

Hyperledgerfabricisoneoftheupcomingblockchainplatformwhichisalsoasocialinnovation
whichhelpsmanyoftheglobalindustriesacrosstheworldtotransformandimmenselyreducethe
costofworkingtogetheracrossorganizations.State-machinereplicationmodelisthebestwayin
whichblockchaincouldbeunderstoodwhereaservicemaintainssomestateandclientsinvokethe
operationsthatconvertthestateandgenerateoutputs.Sinceitisbasedonthedistributedprotocol,
runbynodesconnectedovertheinternet,“Blockchain”isknownasa“trusted”computingservice.
Anassetiscreatedorrepresentedbytheservice,inwhichallthenodeshavesomestake.Services
aresharedamongallthenodesbuttheydonottrusteachother.Blockchaininthe“permissioned
ledger”monitorswhoparticipatesinthevalidationandintheprotocolasallthenodeshaveestablished
identitiesandtheyformaconsortium(Kosba,Miller,Shi,Wen,&Papamanthou,2016).

Theprojectisacollaborativeefforttakenbyallthenodesparticipatinginthenetworktoforman
enterprise-grade,open-sourcedistributedledgerinfrastructure.Itidentifiesandrealizescross-industry
openstandardplatformfordistributedledgers,whichcanchangethewaybusinesstransactionsare
conductedglobally.

9.1. Fabric
Thenetworkofnetworksisknownas“fabric”.Oneormorenetworkscanbeusedbyanapplication
whichmanagesthedifferentassets,agreementsandtransactionsbetweendifferentsetsofmember
nodes.FoundationofeachnetworkistheOrderingServicewhichisselectedbythenetworkandpasses
aconfigfilewithrulescalledaspolicies,thatgovernit.Therulesincludedecidingwhichmembers
canjointhenetwork,howmemberscanbeaddedtothenetworkorremovedanddeterminingthe
configurationdetailslikeblocksize.Theserulesmayalsoincludethepolicieswhichmaysometimes
leadtochangingtherules,asamatterofconsensusbetweenthemembersofthenetwork(Christidis,
&Devetsikiotis,2016).

DistributedledgerplatformisimplementedbytheHyperledgerfabricforrunningsmartcontracts,
leveragingthenewtechnologieswithacreativearchitecturethatallowspluggableimplementations
ofvariousfunctions.Thegroupofnodesrunsthedistributedledgerprotocoloffabric.Transactions
inthefabric,knownastheledgerofdigitaleventsissharedamongthedifferentparticipantswhere
eachoneishavingastakeinthesystem.Theconsensusoftheparticipantscanonlyupdatetheledger
andoncetheinformationisrecorded,itcannotbealtered.Everytransactionwhichareenteredin
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theledgeriscryptographicallyverifiablewithproofofagreementfromthenodestakingpartinthe
transactionwhereallthetransactionsaresecured,privateandconfidential.Inordertogainaccess
tothesystem,eachparticipantregisterswithproofofidentitytothenetworkmembershipservices.
Transactionsalongwiththederivedcertificatesareissuedwhichisun-linkabletoeachnodeand
offersacompleteanonymityon thenetwork.Sophisticatedkeyderivative functionsareusedfor
encrypting the transactioncontentwhichensures thatonlyauthorizedparticipantsmayview the
content,protectingtheconfidentialityofthebusinesstransaction.

Bitcoinisthesimpleapplicationofthefabricwhichisanimplementationofblockchain,which
isamodulararchitecturewherebyallowingthecomponentstobeplugandplaybyimplementing
thisprotocolspecification.Anymainstreamlanguagecanbehostedforsmartcontractdevelopment
whichisitspowerfulcontainertechnologyandthemajormottooffabricarchitecture.

9.1.1. Major Terminologies related to Hyperledger Fabric

1. Transaction–Forexecutingafunctionontheblockchain,arequesthastobepassedontothe
blockchainandthisfunctionisimplementedbyablockchain.

2. Transactoristheindividualwhoissuestransactionslikeclientapplication.
3. Ledgerisachainofcryptographicallyconnectedblocks,whichcontainstransactionsandthe

currentworldstate.
4. WorldStateisthegroupofvariableswhichcontainstheresultsofexecutedtransactions.
5. Chaincodewhichisalsoknownasthe“smartcontract”isanapplication-levelcode,storedon

theledgerasapartofatransactionandrunstransactionsthatmaymodifytheworldstate.
6. ValidatingPeerisacomputernodeonthenetworkauthorizedforrunningconsensus,validating

thetransactions,andmaintainingtheledger.
7. Non-validating Peer is a computer node on the network which acts as a proxy connecting

transactorstothenearbyvalidatingpeers.Anon-validatingpeerwillneverexecutetransactions
butverifiesthemandalsohoststheeventstreamserverandtheRESTservice.

8. PermissionedLedgerisanetworkintheblockchainwhereeachindividualornodeisrequired
tobeamemberofthenetwork.Unidentifiedorunauthorizednodesarenotallowedtoconnect
orviewtheledger.

9. Privacyisamustrequirementamongthechaintransactorstocamouflagetheiridentitiesinthe
networkandthetransactionsshouldbelinkedtothetransactorwithoutspecialpriviledgewhen
membersofthenetworkexaminethetransactions.

10.Confidentialityistheabilitytodistributethetransactioncontentwhichisnotaccessibletoanyone
otherthanthestakeholdersofthetransaction.

11.Auditabilityisrequiredintheblockchain,asbusinessusageofblockchainneedstoadhereto
withregulationstomakeiteasyforregulatorstoexaminetransactionrecords.

10. ARCHITECTURE oF THE PRoPoSEd WoRK

TheHyperledgerfabricarchitectureismadeupofwiththecorecomponentsandisalignedinthree
categories(Christidis,&Devetsikiotis,2016)(seeFigure4).

1. MembershipServices
2. BlockchainServices
3. ChaincodeServices



International Journal of Web Portals
Volume 10 • Issue 1 • January-June 2018

64

10.1. Membership Services
Managing the identity, privacy, confidentiality and auditability on the network are the services
providedbythemembershipservices.Inanun-permissionedledger,allthenodescanparticipate
inthetransactionandcouldbeaddedontotheblock,inaway,therearenodistinctionofroles.
ElementsofPublicKeyInfrastructure(PKI)anddecentralization/consensusarecombinedtogether
bythemembershipservicesinordertotransformanon-permissionedblockchainintoapermissioned
blockchain.Everymemberparticipatinginthenetwork,hastoregisterinordertoobtainalong-term
credentialsuchasthe“EnrollmentCertificate”.WiththehelpofTransactionCertificateAuthority
(TCA),theuserscouldbegrantedpermissiontoissuepseudonymouscredentialsandisalsousedto
authorizetransactionsthataresubmittedandarepersistedontheblockchain.

10.2. Blockchain Services
Distributedledgerismanagedbytheblockchainservicesthroughapeer-to-peerprotocol,builton
HTTP/2.Mostefficienthashalgorithmareprovidedby thehighlyoptimizeddata structures for
maintainingtheworldstatereplication.VariousconsensussuchasPBFT,Raft,PoWandPoScould
bepluggedinandconfiguredperdeployment.

10.3. Chaincode Services
Itprovidesasecuredandlightweightpathtoupliftthechaincodeexecutiononthevalidatingnodes.
ItconsistsofasetofsignedbaseimagescontainingsecureOSandchaincodelanguage,runtimeand
SDKlayersforGo,Java,andNode.js.

10.4. Protocol of the Chaincode
Peer-to-peer communicationof the fabric isbuilt ongRPC,where abi-directional stream-based
messaging is allowed. Protocol buffers which are language-neutral, platform-neutral and is an
extensible-mechanismwhichisusedtoserializethedatastructuresfordatatransferbetweenpeers.

Figure 4. Architecture of Hyperledger fabric (Source: Christidis, & Devetsikiotis, 2016)
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MessagesareencapsulatedwhicharepassedbetweenthenodesbyMessageprotostructure,which
consistsoffourtypes:Discovery,Transaction,SynchronizationandConsensus.Payloadisanopaque
bytearraywhichcontainobjectsasTransactionorResponsedependingonthetypeofthemessage,for
example,ifCHAIN_TRANSACTIONisthetype,thenthepayloadisaTransactionobject(Delmolino,
Arnett,Kosba,Miller,&Shi,2016)(seeFigure5).

10.5. Transaction Messages
ThreetypesoftransactionsareinvolvedsuchasDeploy,InvokeandQuery.Specifiedchaincodeon
thechainisinstalledbyadeploytransaction,whileinaqueryandinvoketransaction,afunction
iscalledofadeployedtransaction.Whenadeployedtransactionisinstantiatedonthechainandis
addressable,itisknownastheCreatetransaction.BFTConsensusprotocolarerunbythevalidating
peersforexecutingareplicatedstatemachinethatacceptsallthetransactionsasDeploy,Invokeand
Query.Duringthetransactionofamessage,certainfieldsarerequiredaschaincodeID,payloadHash,
metadata,uuid,timestamp,confidentialityLevel,nounce,cert,signature,TransactionPayload.payload.
Atransactionconsistsofachaincodespecificationwhichdefinesthechaincodeandtheexecution
environmentwhichconsistsofthelanguageandthesecuritycontext.Thechaincodeareimplemented
inalanguagecalledGoLang(seeFigure6).

CHAINCODE_DEPLOYisthetransactiontypeofadeploytransactionandpayloadcontains
anobjectofChaincodeDeploymentSpec.VerificationofthehashofthecodePackageisdonebythe

Figure 5. Protocol of the transaction messages. *Source: Delmolino, Arnett, Kosba, Miller, & Shi, 2016)
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validatingpeerswhentheudeploythechaincodewhichmakesurethatthepackagehasnotbeentampered
withsincethedeploytransactionenteredthenetwork.CHAINCODE_INVOKEisthetransaction
typeofaninvoketransactionandthepayloadcontainsanobjectoftheChaincodeInvocationSpec.The
messagetypeofaquerytransactionisCHAINCODE_QUERYandissimilartoinvoketransaction.

11. dEVELoPMENT oF THE CHAINCodE

Chaincode also known as “Smart contract” is the business logic that governs how the different
participants in a blockchain network interact or transact with each other. The business network
transactioninthecodeisencapsulatedbythechaincode.Whenthechaincodeisinvoked,itgetsthe
worldstateoftheledger.ChaincodeismainlywritteninalanguagecalledGoorJava,whichruns
insideadockercontainer.Awayisprovidedforthechaincodedeveloperstotestanddebugtheircode
andwheneveranyoftheparticipantswantstoinvokethechaincode,thechaincodehastobedeployed
firstusingtheCLI,REST,APIorSDK.Whentherequestisreceivedimmediatel,thedockercontainer
spinsupwiththerelevantchaincode.Threechoicesaremadeavailable,amongwhichneededtobe
selectedforthedevelopmentofthechaincode(Cromanetal.,2016).

1. DevelopmentofVagrantenvironmentwhichisusedfordevelopingthefabric.
2. DevelopmentofDockercontainerenvironmentforMacorwindows.
3. DevelopmentofDockertoolbox.
4. GettingthelatestmasterHyperledgerfabricv0.6fromthegithub.com.

Figure 6. Transaction messages (Source: Delmolino, Arnett, Kosba, Miller, & Shi, 2016)
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Ifusingthedockerenvironment,weneedtopullandrunthefabric-peerandfabric-membersrvc
imagesfromtheDockerHub.Membersrvcconsistsofallthecertificatesissuedforaparticularuser
orinotherwordstheuser’scredentials.Multipleterminalwindowsmaybeneeded,essentiallyfor
allcomponents.Oneterminalrunsthemembersrvcandtheotherrunsthepeer.

11.1. Setting up a Vagrant development Environment

1. When downloaded the Master source code of Hyperledger fabric v0.6, get into the devenv
subdirectorywhichresidesinthefabricworkspaceenvironmentandsshintothevagrant.

cd $GOPATH/src/github.com/hyperledger/fabric/devenv
vagrant ssh

2. Soonafterthedevelopmentofthevagrantenvironment,buildandruntheCertificateauthority
(CA)server.

cd $GOPATH/src/github.com/hyperledger/fabric
make membersrvc && membersrvc
TheCertificateAuthority(CA)isadefaultsetupwhichisinthemembersrvc.yamlconfigurationfile,
whichconsistofmultipleuserswhoarealreadyregisteredwithintheCA.Eachuserisprovidedwith
anenrollmentIDenrollmentPWpairs.Intheconfigurationfile,theroleoftheusersismentioned
intheformofanintegeras1=client,2=non-validatingpeer,4=validatingpeer,8=auditor.

3. Forrunningavalidating-peer,sshintothevagrantfronmthedevenvsubdirectoryofyourfabric
workspaceenvironmentandbuildandrunthepeerprocess.

cd $GOPATH/src/github.com/hyperledger/fabric
make peer 
peer node start --peer-chaincodedev

11.2. Chaincode Structure
ThechaincodewhichiswritteninGolanguage,consistsofashimpackageAPIthatletchaincode
interactwiththeblockchainnetworktoaccessthestatevariables,transactioncontext,callercertificates
andattributesandtoinvokeotherchaincodes.Thechaincodeconsistsofmain()functionwhichis
usedforbootstarpping/starting thechaincode.When thepeer invokes thedeployfunctionof the
chaincode,thechaincodegetsexecuted.Chaincodeinterfaceconsistsofthreemethods,thatis,Init,
QueryandInvoke.

11.2.1 Init method()
Whenthechaincodeisfirstdeployedontotheblockchainnetwork,theinitmethodiscalledwhich
willbeexecutedbyeachpeerthatdeploysitsowninstanceofthechaincode,whichcanbeusedfor
anytasksrelatedtoinitialization,bootstrappingorsetup(seeFigure7).

11.2.2 Query method()
Wheneveranyread/get/queryoperationsneedtobeperformedontheblockchainstate,theQuery
methodisinvoked.Thequerymethoddoesnotchangetheblockchainstateandwon’trunwithina
transactionalcontext.Andifanyoneattemptstomodifythestateoftheblockchaincontext,anerror
mightpopoutaboutthetransactionalcontext.Thequerymethodisonlyforreadingthestateofthe
blockchainandenhancementsarenotrecordedontheblockchain(seeFigure8).
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11.2.3 Invoke method()
WheneverastateoftheblockchainIDistobemodified,theinvokemethodiscalled.Create,update
anddeleteoperationsshouldbeencapsulatedwithintheinvokemethod.Wheninvokemethodiscalled,
itwillmodifythestateoftheblockchainandtheblockchainfabriccodewillautomaticallycreatea
transactioncontext,whichmayexecutethemethod.Whateverinvocationsaremade,arerecorded
ontheblockchainastransactions,whichwillultimatelyislinkedupwiththeblocks(seeFigure9).

12. HyPERLEdGER FABRIC SdK FoR NodE JS

AsHyperledger fabric is theoperatingsystemof theblockchainnetworkwhich ispermissioned
providesapowerfulAPIwhichinteractwiththefabricv0.6blockchain,whichisthehyperledgerfabric
SDKforNode.js.NodejsjavascriptruntimeisusedtodesigntheSDK.ItisthroughthenodeSDK,
thattheUserInterfacecommunicateswithblockchain.It’slikeamiddlewarewhereallthefunctions
ofthechaincodearecalledassuchthedeploy,invokeandquery.Whentheparticularfunctionsare
invoked,itislinkedwiththechaincodeandthechaincodeisexecutedaccordingtotheinvokedfunction.
ThefunctionfirstexecutedwhenauserinteractswiththeSDKistheregisteringandenrollingof
theuser,whichcheckswiththemembersrvc.yamlandcore.yaml,wheretheenrollmentcertificates
andthetransfercertificatesaregeneratedandtheuserisgiventheaccesstothosefunctionsinthe

Figure 7. Init method of the chaincode

Figure 8. Query method of the chaincode

Figure 9. Invoke method of the chaincode



International Journal of Web Portals
Volume 10 • Issue 1 • January-June 2018

69

chaincode.Thus,itactslikeanentrancetotheblockchainledger.Nodejsprovidesanhfcmodule
forinstallingthefabricSDK(Zhang,Cecchetti,Croman,Juels,&Shi,2016).

AnidentityismustfortransactingontheHyperledgerblockchainwhichshouldbebothregistered
andenrolledwithMembershipServices.Registrationismainlywhereauserinvitationisissuedto
joinablockchain,whichmayconsistofaddinganewuserenrollmentIDtothemembershipservices
configuration,whichcouldbedoneprogrammaticallywith themember.registermethodorcould
beaddeddirectlytothemembersrvc.yamlfile.Acceptingauserinvitationtojointheblockchain
networkistheenrollment,whichisdonebytheentitythattransactsontheblockchainandcouldbe
doneprogrammaticallythroughthemember.enrollmethod.

12.1. HFC objects

1. Chain:This is themainhigher-level classwhich is the client’s representationof the chain.
Interaction with multiple chains is allowed with the help of HFC and also shares a single
keyValStoreandMemberServicesobjectwithmultiplechains.

2. keyValStore:Storesandretrievesallthepersistentdataandistheverysimpleinterfaceusedby
theHFCandthestorageincludestheprivatekeywhichneedstobesosecure.

3. MemberServices:It’saninterfacewhichrepresentstheMembershipservicesandisimplemented
bytheMemberServicesImplclass,andprovidesidentityfeaturessuchasprivacy,unlinkability
andconfidentiality.ThisimplementationissuesECertsforenrollmentidentityandTCertsfor
transactions.

4. Member or User:Itrepresentstheuserswhotransactsonthechainandalsothepeerswhoare
also thememberswhodoes thecheckson the transactions.Registeringandenrollingof the
userscanbedonewhichinteractswiththeMemberServicesobject.Deploy,QueryandInvoke
functionscanalsobecalled,whichinteractswiththepeer.

5. TransactionContext:Deploy,InvokeandQueryisimplementedintheTransactionContext,which
interactswiththemembershipservicestogetaTCerttoperformtheseoperations.One-to-one
relationshipismaintainedbetweentheTCertandTransactionContext.

13. AdVANTAGES oF dISTRIBUTEd LEdGERS

• Itcreatesacryptographictransactionnetworkwithoutmediators.
• Consensusisbasedontheveracityoftransactions.
• Transactionpenanceandimmutability
• Avoidanceof“doublespend”
• Preventionoffailureofsinglenodetobringdowntheentiresystem.
• Bringsupapermanenttimeanddatestamp.
• Scalabletomanyparticipants,accountholdersandaccountentries.
• Applicabletofinancialassetsincapitalmarkets.
• Providesfasterclearingandsettlement.
• Authorizedpartiesareallocatedtoaccessandverifyownershiprecordswithinformationand

processesembeddedinchaincodes.
• Ledgerconsolidation

14. PERFoRMANCE EVALUATIoN

Bilateral Repo deal contractwhichisaHyperledgerproject,ismainlyadealbetweentheclients
throughanagreement.TheDealerandtheInvestorcapturestheInventoryManagement,wherethe
chaincodegetsinvokedandanotificationissenttoboththecustodians(ClearingbankandInvestor
custodians).Afterapprovingthenoti_cationbyboththecustodians,theirdealcanbeenquiredbyonly
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theircustodiansandeditionsarealsodoneintheenquirypart.AftertheInventorycapture,Admin
capturestheRepodealcapture,whichisinvokedbythechaincode,andnoti_cationsaresenttoboth
theusers(dealerandinvestor).Afterapprovingthenotifications,theycanquerytheirdealwiththeir
respectiveReferenceID.Deploy,InvokeandQueryisdonebythechaincodeaccordingtothebusiness
logic.TheQuerycanbedoneonlyifboththeusersacceptthenotificationsasitconfirmsaproof
ofdealbetweentheclients.Whateverdealisdonebetweentheclients,isstoredintheledgerasa
proofoftransaction.Duringtheenquiryofaquery,thecontractissettledandinvokesthesettlement
functioninthechaincode,andthenotificationsgoestoboththecustodians,whoviewsandapproves
thesettlementdeal.CollateralSubstitutionisaprovisioninacontractwhichallowsthebuyerto
obtainareleaseoftherealcollateralbyreplacingitwithanotherformtotheseller.Thechaincode
invokesthecollateralsubstitutionfunctionandnotificationsaresenttoboththecustodians.After
theapprovalfromthecustodianstheycanenquireit,asofwhatchangeshavehappenedbetweenthe
dealerandtheinvestor.Allthetransactionswhicharehappening,canbeseenonthedashboardas
live,wheretheblocksaregettingincrementedasperthelogiconthesmartcontract.

14.1. Workflow of Repo deal Contract
SeeFigure10fortheworkflowofRepoDealContract.

15. RESULTS oF BILATERAL REPo

• TheresultsofBilateralRepo,whichisanHyperledgerfabricprojectprovedatremendoususe
casetothefinancialindustries.

• TheconsoleareusedbytheDealerandtheInvestororTheSellerandthebuyer.
• Theusecaseismadeinsuchaway,thattheDealerandtheInvestorlogsintotheconsolein

whicheitherofthepartieshavetomakeanagreementforthestockortradetheyaregoingto
buyandsell.

• TherearevariousmodulessuchastheInventoryManagement,Repodealcapture,Agreement
templates,NotificationsandtheCollateralSubstitution.

• Eachofthescreensconsistsoftheirownrespectivechaincodeswithfunctionsandthedatawhich
isstoredintheJSONformat.

• EachoftheDealer/SellerandInvestor/Buyerhavetheirowncustodiansinwhich,ifanddeal
happenscanonlybeviewedbytheuserandtheirrespectivecustodians.

• ClearingBankcustodianisthecustodianfortheDealerandInvestor_custcustodianistheInvestor.
• Whentheuserlogsintotheconsole,thefirststepisitdealswiththemembershipservicesto

retrievetheTCertsandECertsfortheusersandvalidatestheirauthenticationandauthorization.
• EitheroftheDealerortheInvestorhastologinwithInventoryManagementandcapturesthe

inventory.
• When the Inventory Management is captured, it deals with the chaincode of Inventory

ManagementandinvokestheJSON.
• Assoonasbothoftheminvokesthechaincodesuccessfully,notificationsaresenttoboththe

custodianswhoonacceptingitcanenquirethemattheInventoryReportscreen.
• AftertheInventoryManagementcapture,theAdminlogsintotheRepodealscreentocapture

thedealbetweenthedealerandtheInvestor.
• TheAdminisvalidatedandauthenticatedthroughthemembershipservices,andsubmitsthe

RepoDeal.
• Aftercapturingthedeal,itinteractswiththechaincodeandinvokesitsuccessfully.
• Afterinvokingfromthechaincode,notificationsaresenttoboththeDealerandtheInvestor.
• TheDealerandtheInvestorhavetoeitherapproveorrejectthenotification.
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• Afterapprovalofthenotifications,theadmin,dealerandtheInvestorcaneitherenquireitthrough
theDealenquiryscreen.

• TheEnquiryscreenconsistsofallthedetailshappenedbetweentheDealerandtheInvestor.
• TheEnquiryscreenconsistsofanedit,save,settleandclosebuttonwheretheeditingcanbe

doneifrequiredandissaved.
• Aftersavingthesettlementisdonebetweenbothoftheusersbyclickingontothesettlebutton

andagainclosebuttonenablesallthebuttonstobeunseenfromthescreenafterediting.
• Whenthesettlementisdone,notificationsaregonetoboththecustodianswhoonapprovingit

canenquireitintheInventoryReportscreen.
• Again,CollateralSubstitutionscreenisthere,wheremultiplecollateralfieldscouldbeadded

if needed and the deal is submitted which invokes the collateral substitution function and
notificationsaregonetoboththecustodians.

• Afterapprovingthenotifications,thecustodianscanenquireitintheInventoryReport.
• Someinbuiltcalculationsarealsobuiltwhichondoingsomecalculationsautomaticallycalculates

theamount(seeFigure11).

TheissuesthatcanbefacedwhiletransferringofanassetisInefficiency,ExpenseandVulnerability.
TheHyperledgermodelhelpsthesevulnerabilitiesandinefficienciesbyprovidingtheMembership
servicesandthecontractconfidentialitymechanisms(seeFigures12,13,and14).

16. RESEARCH PoTENTIALITIES IN FUTURE CoNTEXT

Utilizingblockchaininnovationalongtheselinescouldinterestinglyempowercustomerstopurchase
andoffercomputerizedduplicatessecondhand,givethemawayorgivethemtophilanthropyshops,
loanthemtocompanionsincidentallyorabandonthemasacomponentofalegacy–similarlyas

Figure 10. Workflow of Repo Deal Contract
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they used to with vinyl and books – while guaranteeing that they are not proliferating different
unlicensedduplicates.Forblockchaintoprevailwithregardstosupportingatechniqueforoverseeing
computerizedrightswheresuchalargenumberofothershavefizzled,itwouldneedtoadjustthe
privilegesofvenders,purchasers,systemofperformingartiststhatinvolvethefirstproprietorofthe
substanceandanenormousscopeofdifferentmiddlepeople,includingthosethatcreateandkeep
uptheblockchainitself.Withsuchcomplexsystemsofinterestsinquestion,itwouldbehopefulto
expectabriskanduncontroversialanswerforrise,albeitsomerecommendthatinsideatimescaleof
10to15yearsblockchaininnovationcanbereliedupontohavehadagenuineeffectonthemusic
business,withquickeropendoorsforearlymovers.

Figure 11. Attributes of the blockchain platform
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Efficientmappingstudywaschosenastheexaminationtechniqueforthisinvestigation.The
objectiveofaprecisemappingstudyistogiveareviewofanexaminationrange,tosetupiflook
intoproveexists,andevaluatethemeasureofproof.Wepickedthedeliberatemappingprocessasour
examinationstrategyonthegroundsthatourobjectivewastoinvestigatethecurrentinvestigations
identifiedwithBlockchaininnovation.Theconsequencesofthemappingstudywouldhelpusto
distinguishandoutlinerangesidentifiedwithBlockchaininnovationandconceivableresearchcrevices.

Figure 12. Hyperledger fabric model

Figure 13. Working of membership services
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17. CoNCLUSIoN

“Blockchainincapitalfirms”playsamajorroleinthelifeofthedealersandtheInvestorswhich
enabledthemtodotransactionsinasecurewaywithouttheuseofa“middleman”.Blockchainwhich
isalsoknownasthedistributeddatabaseofeconomictransactionswhereeachandeveryusersare
registeredandenrolledbasedonthemembershipservices.Smartcontractsarebuiltbasedonthe
businesslogic,whichondeploying,invokingandqueryingthechaincodeisdonebytheprogrammatic
code.Smartcontractswhichactsasamajorbackboneoftheblockchainnetworkcanbeaccessed
onlythroughtheHFCSDK.Thus,ithelpsmanyoftheFintechindustriesinbringinguptheirtrust
onthecustomersandincreasingtheirefficienciesandstabilitiesacrosstheglobalworld.

Figure 14. Smart contract confidentiality
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