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To overcome the energy challenges, we can evaluate the energies of
each node at specific time intervals and assign them the role of CH.

Clustering using genetic algorithm

Geneticalgorithm is used to find the best chromosomes for mutation from
the population. In clustering, we will use genetic algorithm for choosing
CH [10]. Each cluster will have maximum of nine nodes; the fitness of
each node is calculated using fitness equation [11]. If the fitness is “1,” the
node is capable of being as CH; otherwise, it should act as normal sensor
node to collect and process data. This fitness equation was suggested by
Younis et al. [12]. Binary representation of chromosome:
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Fitness function [13,14]:

Fitness = weight (d1 d2) + (1 weight) (n n (ch))

d1: Sum of span length from all sensors to sink.

d2: Sum of span length from normal sensors to cluster master.
n: Count of sensors in cluster.

n (ch): Count of CH.

RKEA

To overcome the above-mentioned drawbacks, RKEA proposed. In
this algorithm, key database will play a critical role of string and
evaluating keys of each node, key generation will also take place
inside key database, and that key will be distributed to sender and
receiver node.

Algorithm:

Step 1: Sender will send<sender node name, receiver node name, and
sender node key>to key database.

Step 2: Key database will validate the sender node key and generate
random key “e” by invoking RKEA () algorithm.

Step 3: <Sender name node, receiver name node, e>will be sent to
sender and receiver nodes by key database.
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Step 4: Sender will encrypt message using key “e” and send to receiver.
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Step 5: Receiver will decrypt the message using key “e”.

System architecture
Step 1:
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Sender requesting key database for random key by providing its key
and receiver node id.

Step 2:
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Key database performing validation of sender node.

Step 3:
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Generate key(e)
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Key database generating random key and sending it to both sender and
receiver node.
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