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Abstract

In the IT Consumerization phase, the organizations permit their employees to bring their personally owned device to
workplace. This is achieved through enforcing policy or agreement - Bring Your Own Device. The BYOD policies
adopted in numerous organizations are vague and generally immature. The prevailing security policies in BYOD are
no more supportive for mobile devices like smartphones, tablets and laptops. The security policies must be modified
to suit these devices. To mitigate this downside, 3-tier enhanced policy architecture is proposed which specifies the
policies to be followed by the device, applications and organizations.

Keywords: Bring Your Own Device (BYOD), security policies, IT Consumerization, mobile device.

1. Introduction

The BYOD refers to Bring Your Own Device to workplace for official use. This was developed due to
consumerization in IT. The term Consumerization refers to growing rate of Information Technology which was
initially in the consumer market and later shifted to business and educational institutions. The purpose of this policy
is to use the device for both office and personal use. The employee owns the device and supported financially and
technically by the organization. The devices can be smartphones, tablets and laptops. However, there are issues in
securing devices from network related attacks. Since sensitive data on organization and personal data are present,
the device must be secured from such attacks. The BYOD policies are developed to protect the sensitive data in the
devices.
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2. WHY BYOD?

BYOD is now a growing trend according to surveys made by different organization and IT companies. The
employees prefer working with their own device rather than the company’s device. They feel comfortable to work
with their devices which increase their efficiency and productivity. BYOD increase the mobility of devices and
work can be completed from any geographic point. This will make the organization to extract work from the
employees irrespective of their locations. Simplified infrastructure is required for wireless devices which save cost
for the organization. It is now an easy task to establish a workplace using BYOD policy. The organization can cut
cost in providing machines to the employees. This will reduce the IT management troubleshooting and support
costs.

A recent survey [1] by Intel performed on many organizations about benefits of BYOD for IT and as follows.

28% improved efficiency and productivity
22% improved worker mobility

17% saving on inventing in new machines
9% job satisfaction and retention

6% reduce IT management/troubleshooting

The survey reveals the reason for IT and other organization shifting towards BYOD.
3. Security Concern

Many queries arise once it involves security. What if the device is stolen? The device containing the sensitive
information about the company may be lost or stolen which is a serious issue. What if the worker leaves the
organization? The employee signed up for BYOD policies have device supported by company financially and
technically may leave the company for different reason. This will raise the question about the device ownership.
Who owns the data in the mobile devices? There may be information about the company in the personal device. The
data ownership problem arises when the data is been stored in the mobile device. What devices can BYOD policies
support? The employees may prefer bringing different products running on different operating system. These
heterogeneous devices may or may not be compatible to the organization. What if data are accessed in
public/untrusted network? The data will remain safe when accessed from the home network. There are chances of
network attacks like eavesdropping, man in the middle attack when accessed from public networks or mobile
networks.

A recent survey [2] by SAANS Analyst Program performed on many enterprise organizations (i.e. more than
1,000 employees) about criticality of Mobile Security Policy have identified 97% of organization feels BYOD
policies are important.

37.1% believe critical

40.0% believe extremely important
19.7% believe important

0.7% feel unimportant

2.6% don’t know

But the question is do they actually follow the BYOD policy. According to the survey by SAANS Analyst
Program, 36% of the organization has no formal BYOD policy. 23% of the companies do not permit personal
devices and 14% of organization informs their employees to secure and monitor their own devices.

The rooting or jailbreak devices are capable of using operating system with administrator permission. These
types of devices are not so wide and it is lesser than 2% available in the industry but this must be looked seriously.
The rooted devices are capable of installing unauthorized application which may display spam and send anonymous
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data about the device. The mobile number used in the device must be verified so as to confirm that the employee is
the owner of the number. The smartphone devices may be password protected and secured. This will make the
smartphone secured physically. Memory slots are available in these phones containing memory cards. The external
memory cards may be stolen which results in data breach easily. There are some compatibility issues when devices
working on different operating system. This issue must be solved to make the choice of devices flexible.

There are many trivial and unorganized solutions for the security issues. Strong passwords are recommended to
lock the devices which provide to the security. Virtual desktops are replaced to stop the device saving the data in the
device. This will make employee to work only online. Offline work is not possible when virtual desktops are used.
Mobile Device Management that assist the device owner to change the passwords periodically and remote wipe
when entered passwords incorrectly. The productivity of the employee decrease with the increase of security
constraints.

4. Model

There exist different security solutions for BYOD in various organization which deals only for specific domains in
the companies. The policies followed by different organizations are vague and unorganized. The BYOD security
policies proposed is a multilevel security policy. Increase in the security should not reduce the security. This model
is designed to include the policies required for implementing effective BYOD without compromising the
productivity. Figure 1 shows the multilevel security policy in BYOD. The multilevel security policy is made up of
three levels — Organizational level, Application level and Device level policies.

Organization Level

* Agreement
* Access Control

* MCM
Permission

Fig 1: Multilevel Security Policy
Level 1 — Organizational Level

The organization should consider this level before signing an employee in BYOD policy. The organizational
level policies are a checklist to see before implementing BYOD in the organization. A BYOD agreement
recommended checklist: Clarify the responsibility for device support, maintenance and costs; Make sure the users
are responsible for backing up their personal data; the employees must remove apps in the device on the request of
the organization; The Employee should not use the rooted or jail-broken devices; And explain the consequences for
any violations to the policy.

Access Control must be restricted to the employee based on their grade and job description. The fingerprint
mechanism is used to register the devices and the devices not registered won’t gain to the company’s network and
information. All the employees in the organization don’t need to bring their personal device for work. This part
provides a few suggested profiles that can be used to classify the employees.

1. Standard User: The Standard User would be a basic employee who may have been with the organization for a
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minimum amount of time and understands the basics of security as defined by an organization in the training
process. This employee would be subject to bring the device to work and can gain access to company in his
company networks. The company may limit the access outside the company premises.

2. Advanced User: The Advanced User is a trusted employee who requires device to be used in the workplace
and home. The employee can access the company information from the public networks but access to sensitive data
is denied to this user. His device profile will allow similar access at work and home in terms of capabilities and
privileges.

3. Professional User: A Professional User is one who has advanced security knowledge and is a highly trusted
employee. A system administrator or the head of the company fall into this category. They have privileges to access
any information in the company from the home network or untrusted network. VPN and cloud services are used to
access sensitive information of the company. This user’s device should be monitored more closely because of its
high privilege.

4. Guest User: the Guest User is a new user to the network. These devices won’t have any access to the
organizations network using their device until it is registered to the company’s network. The device cannot used to
access the company’s information until the device is fingerprinted and verified.

Level 2 — Application Level

This level provides security in the form of mobile applications. The smartphones are monitored by application
and assist the user in securing the devices. Such an application in the mobile device is known to be Mobile Device
Management. There are many vendors like AirWatch, Codeproof, dell and lookout which provides mobile Device
management. The MDM security approach is based on three basic actions: control, monitor and protect [3]. The
Company’s server can be configured and accessed from these applications. The Mobile Device Management
supports full device control like lock down, control, SSL connection to the server, remote wipe, siren, signal flare
and personal data backup and enforces policies even on mobile devices. MAM Mobile Application Management
similar to Mobile Device Management is use to control specific application in the device. The applications
monitored are enterprise applications which can be monitored closely and locked down. The Mobile Application
Management is not reliable since it doesn’t provide complete protection to the mobile devices. The MDM should
include MCM Mobile Content Management which is most important when handling sensitive information in the
devices. The Mobile Content management is used to secure the data present in the smartphones, Tablets and PDA’S.
The data can be encrypted and stored in device. If I device is stolen, the data cannot be retrieved. Location based
lock can be applied using GPS. The data can be decrypted and accessed only at a specific geographic point like
workplace and at home. 2-step verification can be done to access the data. First step to prompt for a password and
second step to prompt for a token number sent to the mobile number owned by the user. This will increase the
security and solve the number ownership problem.

There should be external encryption software to encrypt the external memory card. Whenever a user install an
application from marketplace or app store, the application request permission to access some features in mobile such
as

Account details

Application Information

Phone calls

Network Communication

Sync Settings

System Tools

Location

Camera

Bookmark and Web history

Storage

The above credentials are sensitive and some applications request access to these credentials which makes the
device highly vulnerable to attack and the details about the device can be leaked without the user’s knowledge. The
Mobile Device Management should monitor and restrict the application to be installed. These applications can be
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malware and the data can be stolen from the devices through the network. The Mobile Device Management must
warn the user before installing such applications on the mobile devices.

Level 3— Device Level

Most of the organizations leave the device level security policies and assume that it is dependent on the
owner and the manufacturer of the device. Some device level policies are Certificate authority, data encryption,
multiuser and rooting issue. Now, every smartphone comes with preloaded trusted Certificate authority credentials
such as American online, COMODO, thawte, verisign, VISA and much more. These credentials were hidden in
earlier versions of smart phone. In the latest smart phone these credentials can be managed. The user can add new
certificates and remove existing certificates. Removing a certificate will make the user work online in untrusted
network. There are chances of adding fake Certificate Authority to the smartphones which get the details of the user
and data breach occurs. If the Certificate is hacked, there are chances of accessing the device and if the company
uses the same certificate, then the hacker can gain access to the server. So, the device has to monitor the CA
credentials. The latest smartphone comes with inbuilt encryption application. This will encrypt the data like
accounts, settings and apps. But the user doesn’t bother to see that option and also it takes several hours to complete
based on storage capacity of the device. There are options available to encrypt sd card inserted in it in some
smartphones. The jail-break or rooted devices are unnoticed in several organizations. Jail-break or rooting refers to
gaining administrative privilege in the smartphones. Similar to Linux, root users are administrators and have
privilege to modify the operating system and install any application in the system. If the smartphones are rooted,
then the user can install unauthorized application which tamper or leak the sensitive data in the mobile phone. The
iphones and android phones are rooted generally. The rooting is made legal in Australia, USA and UK. The
organization should prevent the rooted devices to be used in the company as a part of BYOD.

5. Conclusion

In this paper, the solution for “Bring Your Own Device” problem is modifying modified security to adopt for mobile
devices. The modified security policy is the integration of necessary security policies for Bring Your Own Device
with enhanced features to increase the security level without compromising the productivity. By adopting the three
levels of security policy: Device level, Application level and Organization level; the level of security has increased
and the organizations are in the safe zone while using BYOD. The devices are upgrading every period of time and
different features are made available in the smartphones. The organization should change their trivial security
policies and adopt the enhanced security policies to suit the mobile devices.
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