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Abstract. We explore whether a classifier can consistently verify clients and interact with
the computer using camera and behavior of users. In this paper we propose a new way of
authentication of user which will capture many images of user in random time and analysis
of its touch biometric behavior. In this system experiment the touch conduct of a client/user
between an enlistment stage is stored in the database and it is checked its mean time behavior
during equal partition of time. This touch behavior will able to accept or reject the user. This
will modify the use of biometric more accurate to use. In this system the work plan going to
perform is the user will ask single time to allow to take it picture before login. Then it will
take images of user without permission of user automatically and store in the database. This
images and existing image of user will be compare and reject or accept will depend on its
comparison. The user touch behavior will keep storing with number of touch make in equal
amount of time of the user. This touch behavior and image will finally perform
authentication of the user automatically.

1.Introduction

In this digital era people use desktop computer for various purposes like to search job, joint with the
social sites. Behavior of this people shows their interest but this interest make the user authentic or
unauthentic. The unauthentic user are increasing rapidly day by day due to which the authentic user
data or information get hack by them. Here in this paper our aim is to give a reallife application
system for the authentication of user. Novel continuous authentication using biometric is useful for
desktop computer user and easy to find whether the user is authentic or not. Many continuous
authentication system have given before this paper and they are useful for authenticate the users. This
Novel authentication system is better in term of easy to implement and use. Here we use this system
for online exam so that it can show the user is authenticate or not. This system make the workload of
the admin minimum to verify the user.
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2. Literature Review

[1] In this paper they have proposed an arrangement of 30 behavioral touch includes that can be
extricated from crude touchscreen logs and exhibit that diverse clients populate unmistakable
subspaces of this element space on January 2013. This paper they 1ook at whether a classifier can
reliably confirm customers who come in contact with touch screen of a PDA (Personal Digital
Assistant). They give a game plan in which thirty touch of behavioral highlights which is removed of
unrefined screen touch login and explain assorted customers maximize unmistakable sub-spaces of
their component space. They consider examination expected for analyze in what way this
behavioral/activity case shows consistent after some period, they assembled touch data from
customers interfacing include a propelled mobile having fundamental course moves, i.e., up, down,
left and right investigating. They work on a course of action frame-work that takes in the touch lead
by a customer in the midst of a selection arrange and can recognize or expel the present customer by
watching relationship include touch-screen. The user fulfills the center proportional confuse 0%
rate for intra-session affirmation, for inter-session 2%-3% approval, furthermore, underneath the
approval test was finished seven days after the selection organize only 4%. They have exploratory
revelations block their strategy for free approval part as a whole deal approval, this executed
similar to strategies for grow jolt-screen period or for bit of a more than one modal bio-metric
approval working system.”

[2] In this paper they have proposed a steady behavior metric affirmation system is worked on
customers 99 for 70 days, aiming on their each single press of a key on a keyboard components,
output device (mouse) improvements, response utilize, and structure impression. Each single press of
a key on a keyboard stream exhibited maximum legitimate for tenacious behavior metric affirmation
on July/August 2013. In this paper their outcomes demonstrates that key-stroke progression, mouse
utilization, and framework impression can be solid for nonstop verification of PC clients. Keystroke
elements demonstrate revise clients/user can’t erroneously dismisses, and off base clients/users were
perceived after 38 collaborations (in the vicinity of 20 and 25 keystrokes). For more, bigger
gatherings additionally studies are required. Additionally in this paper dissected the mouse
developments together with the screen determination. The mouse position for different applications
were produced and utilized as framework information. It require greater investment for erroneously
dismisses the client (17,470 associations), while off base clients were immediately perceived (88 co-
operations). The preparation times taken for client demonstrates that a profile can be prepared with
just middle 103 console and 6.60 mouse connections

[3] In this paper they have proposed a method called GlassGuard on 2016.In this paper they proposed
a nonstop and noninvasive validation framework for wearable glasses, named GlassGuard to better
secure the proprietor’s protection and for ceaseless confirmation framework. GlassGuard segregates
the proprietor and a sham with behavioral biometrics from six sorts of touch motions (single-tap,
swipe forward, swipe in reverse, swipe down, two-finger swipe forward, and two-finger swipe in
reverse) and voice summons, which are all accessible amid typical client co-operations. With
information gathered from 32 clients on Google Glass, they demonstrate that GlassGuard
accomplishes 99% location rate and 0.5% false caution rate after 3.5 client occasions by and large
when a wide range of clients occasions are accessible with equivalent likelihood. Under five
common use situations, the framework has a discovery rate over 93% and a false alert rate
underneath 3% after under 5 client occasions”.

[4] In this paper they have proposed a method called Hand Movement, Orientation, and Grasp
(HMOG) on 2015.Inthis paper an arrangement of behavioral components to ceaselessly validate
cell phone clients. HMOG highlights catch all the idea of client like how a client handles, holds
and taps on the cell phone. Data was stored under two conditions: sitting and walking.”

[5] In this paper they have proposed the points of interest on the gathering of a common dataset for the
investigation of keystroke flow on 2016. In this paper they have gathered crude keystroke information
from 157 subjects permitting them to translate settled content and answer addresses openly. The
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dataset is described to mirror the worldly varieties of writing examples and the bothers brought about
by various console designs. To demonstrate the ease of use and nature of our dataset, they apply a
current calculation, that is Guassian blend show for keystroke investigation on the dataset and report
the outcomes.”

3.Proposed Work

In this work we proposed a new way of authentication which is Novel Continuous Authentication.
This authentication is proposed with biometric and behaviour of the user. This proposed system will
take image of the user when the user provides his authorized password. Now system will capture
images during each of the answer click by the user. Here we have system which will compare and
authenticate all the image of the user, whether they are same or not and it will also compare all the
captures images behaviour. The main reason behind this novel continuous authentication using
biometric is to implement an automatic system.
The detailed work of this novel continuous authentication system is given in the following steps:
e The system will provide username and password before using this system by the
administrator.
o When the user will enter his/her username and password. This system will automatically
take image of the user for this first time.
¢ Now he/she can start the exam after clicking the start exam bottom.
e Now if the user answer the question the image will again automatically taken by the
system without taking permission of the user.
e This image will taking for each of the question-answer and stored in the database.
e This system will compare all the recorded images of the user with image already taken
during the login.
e Also the behaviour of the images for the authorization of his/her user

Data Flow Diagram:
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Figure 1. Data flow Diagram

4.Experimental Results



14th ICSET-2017

IOP Publishing

IOP Conf. Series: Materials Science and Engineering 263 (2017) 042041

In the implementation part we have used the following APIs-
This API is used for storing the capture image into the file.
Webcam.set_api_url( filename’)

This API is used to set height and width of the camera.
Webcam.get_html(height,width)

This API is used for capturing an image of the user.
Webcam.snap()
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5.Conclusion

A Novel continuous authentication technique using biometric is presented. The technique uses touch
behavior will keep storing with number of touch make in equal amount of time of the user. This
touch behavior and image will finally perform authentication of the user automatically. The
Performance of the technique is reasonably good.
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