Indian Journal of Science and Technology, Vol 9(44), DOI: 10.17485/ijst/2016/v9i44/97105 November 2016

ISSN (Print) : 0974-6846
ISSN (Online) : 0974-5645

VANET and its Security Aspects: A Review

Kirti A. Yadav and P. Vijayakumar

School of Electronics Engineering VIT University, Chennai Campus, Chennai — 600127, Tamil
Nadu, India; yadavkirtiankush2015@vit.ac.in, vijaya.kumar@vitac.n

Abstract

Objectives:This paper reviews research on various routing protocols used in Vehicular Adhoc Network (VANET),
with the aim to 1. Examine the newly emerged routing strategies, 2. To identify the security aspect of these routing
strategies, 3. To explore security importance to users and 4. To investigate the research direction for security in VANET.
Methods/Statistical Analysis: This paper focuses on two major aspects which includes literature survey and review along
with a conceptual analysis of VANET security aspects. For this 20 security in VANET related papers have compared and
analyzed along with some basic paper on VANET and routing to provide security in vehicular adhoc network. Findings: The
survey of this paper indicates that the security aspect for VANET secured communication requires successful accomplishment
of all aspects. However, the recent survey concludes that there is still further scope for research in security aspects like
integrity, non-repudiation, availability. Application/Improvements: This study (review) tries to suggest that understanding
the approach of routing and will help to implement a better intelligent transport system with security.
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1. Introduction

Nowadays private transport is a daily necessity of human
being. Due to an intensify use of private transport, road
accidents have become a major problem approached by
the modern society. Vehicular communication is one of
the ways to decrease the hazardous accidents coming
forth. Vehicular communication can be brought in
existence by having a communication of one vehicle with
other vehicle, which is commonly referred to as Vehicle to
Vehicle communication (V2V) or also by communication
with a specific fixed unit called as Road Side Unit
(RSU). Not only this, accident can also be prevented
if communication is established between Vehicle and
nearby Infrastructure (V2I). All this communication can
be generally referred to as inter vehicular communication.
Thiscommunication allows vehicles to share various
kinds of informationincluding safety information for
the purpose of accident prevention; post-accident
investigation or traffic jams and many more'.Europe
and North America are ahead in conducting research
to finalize the standards for vehicular communication.
It identifies technical specifications (for example,
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regarding radio frequencies and messaging formats)
to enable communication among vehicles of different
manufacturers and between vehicles and the road
infrastructureﬂ. One of the means of communication is
through Dedicated Short Range Communication (DSRC)
and also through WAVE i.e. Wireless Access in Vehicular
Environments. DSRC is the medium through which
all this communication takes effectively executed. The
IEEE standard 802.11a is modified as IEEE 802.11pﬂ for
low overhead tasks. However, the decentralized nature
of IEEE 802.11p imposes imitations on the reliability of
the standardﬂ.The whole communication model is then
combined and commonly referred as WAVE. Simple
example of this type of communication is, suppose there
are two vehicles, A1 and B1, travelling together. Ata point,
vehicle A1 speeds up and moves ahead of vehicle B1, but
suddenly meets up with an accident. Now vehicle A1 does
not want vehicle Bl to face the same problem. So then
vehicle A1 can simply broadcast a message, which can act
as an alert message for vehicle B1, thus preventing from
accident.Not only vehicular communication prevents
up accidents, but it can also be used for much other
application like providing traffic related information, late
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accident information, multimedia exchange, security, etc.
It makes driving safer, smarter, and greener and more
comfortableﬂ.Though VANET is part of MANET (mobile
adhoc network), Due to the unique characteristics of
VANETs, such as high mobility with an organized but
constrained pattern, and diverse radio propagation
conditions, the conventional researches dedicated for
general MANETS cannot be directly applied to VANETsﬂ.
A variety of car manufacturers are providing vehicles with
inbuilt on- board computing and wireless communication
devices, along with in specific car sensors, and navigation
systems like Global Positioning System (GPS) and
Galileo in preparation for the enhancement of large-scale
vehicular networks. By using different types of sensors
(e.g., sensors for road and weather conditions, state of
the vehicle, radar and others), cameras, computing and
communication capabilities, vehicles can collective grasp
and communicate information with the purpose of
guiding the driver to make a decisionﬂ. Europe, Japan and
also USA are undertaking many projects for the growth
of vehicular communication and its security aspectsﬂ.
Vehicle Safety Communications Consortium (VSCC)
(USA), European automotive industry project co-
funded by the European Communication Commission
(ECC) to foster road safety through the development
and demonstration safety-related
applications/technologies called Prevent project and
many moreﬂ. Recent research issues of VANET include
authentication schemes, trust management mechanisms,
attacks prevention, VANET clouds, security and privacy
enhancement, position based VANET mechanisms,
traffic management, VANETsecurity framework, routing
protocolsand geocast based routing, cryptographic
solutions, clustering algorithms,CR—VANETﬁ.

Due to the advancement in information technology

of preventive

and communication, the idea of networked vehicle has
gained successive attention all over the world. Recent
surveyﬂ, tell that people will increase their need of
mobility around 35% per decade for the next three
decades. In these surroundings, Vehicular Adhoc Network
will be gaining a vast increase in its research. Not only
this, the different applications of VANETs like, acquiring
data, sharing of resources, processing and transmission
of data through VANET, will gain more complexity as
the number of vehicles get increased in the connected
network. These applications are moreover illustration
of Intelligent Transport System (ITS), whose main goal
is to provide improved safety, city awareness along with
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pleasure in transportation system. This can be achieved
through the use of various advancement in information
and communication.All inclusively we can say that
Vehicular AdhocNetwork holds a significant importance
in the increasingly fasten and ambulant world. Effectively
it enhances the quality of travel, reduce traffic harms,
diminish the influence of congestion and will provide
pleasant and smooth driving experience.

The further paper can be broadly detailed as section 2
will describe VANET architecture, section 3 will give the
brief idea about distinctive features of VANET , section
4will describe the VANET communication model,
section 5 will describe various routing strategies, section 6
will give the idea of different protocols currently used for
VANET security, section 7 will describe security aspects
and challenges for VANET, section 8 will give the idea of
various simulation platforms, section 9 will give future
research direction for secured VANET communication.

2. Vehicular Adhoc Network
Architecture

VANET aims at providing smart traffic management
and enhances the quality of transport by making
travelling safer, more synchronized and intelligent.
VANETs differ from MANETs in many ways including
high node mobilitycan handle large scale of networks,
a geographically constrained topology that is highly
dynamic, with strict real time deadline, unreliable
channel conditions, unavoidably slow deployment, and
sporadic connectivity between nodes, driver behavior
and frequent network fragmentationﬁ. Main target of
vehicular communication is to establish communication
between vehicles. For proper co-ordination between the
vehicles, communication plays a very important role. This
communication is divided into two main segments which
are referred as Vehicle to Vehicle communication (V2V)
and Vehicle to Infrastructure communication (V2I/ I12V).
To establish this communication an intermediate source
is placed which can effectively communicate either
with nearby vehicle or with the nearby infrastructure.
This mediator is referred to as Road Side Unit (RSU). It
plays a major role in the entire communication model.
In V2V communication a particular vehicle can receive
as well as transmit information to other vehicles. Not
only this they can also exchange any kind of data or any
valuable traffic information. This sharing or transmitting
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of information between vehicles is to make aware of the
latest traffic updates as well as to avoid accidents. In V2I
/ 12V communication, it can send or receive information
following safety measures. This protects the passengers
from unpredictable incidents. Here the RSU is the one
who plays an important role to communicate with other
networks such as internet as shown in Figure 1. V2I links
are less vulnerable to attacks and require more bandwidth
than V2V linksﬁ. The structure of VANET can be studied
through Figure 1, which explains the major components
of VANET.

In VANET architecture, the major role is of three main
parts which includes vehicle (V), road side unit (RSU)
and the infrastructure (I). RSU plays the role of a router as
well as it also accomplishes the role to provide services to
the nearby sections. On Board Unit (OBU) is mounted on
the vehicle which can also be referred as GPS i.e. global
positioning system in order to track the vehicle. Vehicle
also consists of Electronics License Plate (ELP) along with
some necessary sensors. OBU uses the services provided
by the RSU. The entire communication between RSU and
vehicle or between vehicle and nearby infrastructure or
also between two vehicles is accomplished with help of
vehicular communication IEEE 802.11p standards.

Figure 1. VANET Architecture overview.
2.1 Roadside Unit (RSU)

The unit kept aside the road for communication at regular
intervals is called as Road Side Unit. These are normally
placed at traffic nodes or also at parking areas. The RSU
must be equipped with some of the standards of vehicular
communication in order to have communication with
supportive nearby infrastructure and vehicles. As RSU
acts as a mediator, it plays many important roles in
accomplishing the faithful communication. Following are
its major roles.

o Establishing a small adhoc network and enhancing
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the range of communication by spreading the
information to other RSU’s and from them to other
OBUss.

o Not only this it also provides accident warnings,
traffic updates. It justacts like an informative source.

o Also provides internet facilities to nearby OBU’s.

o The number of RSU’s is dependent on the
communication protocol that is to be used’.

2.2 On-Board Unit (OBU)

When the vehicle wants to communicate with other
vehicle or any nearby section, it needs some source
through which it can communicate. This source is an
OBU which is equipped with the vehicle. These OBUs are
used to set up anadhoc network with various networksﬁ.
The OBUs and RSUs, equipped with onboard sensory,
processing, and wireless communication modules, form a
self-organized network with vehicles as nodes, commonly
referred to as VANETH. This device should also support
any vehicular communication standard similar to
that with RSU. Like RSU, OBU also has some efficient
functions. Wireless radio access, Adhoc geographical
routing, Network congestion control, Reliable message
transfer, Data security, IP mobility are the functions
provided by OBUH.Accordingto the ETSI 102 638
technical report, by 2017, 20%of all running vehicles will
have communication capabilities,and they estimate that,
by 2027, almost 100% of all vehicleswill be equipped with
OnBoard Units (OBUs)".

2.3 Sensors

Sensors are used on the OBUs for sensing particular
information based on the application design of the
VANET. OBU is combined with some set of sensors in
order to transfer the various updates to the RSU’. Not
only this, it may also share current location of the vehicle
through GPS. In general, sensors may include collision
detection, moisture sensing, gas detection, and many
more depending on various applications of VANET.
Sensors may also be included of radar, cameras, GPSH.

2.4 Application Unit (AU)

It a type of device that is built in order to utilize the
different facilities provided by the RSU. It is generally
mounted along with OBU. OBU fetches the facilities from
RSU and provides to AU. The distinction between AU and
OBU is logicalﬁ, Different AUs can be interfaced with a
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single OBU simultaneously and with the help of this it
can share the OBUs processing and wireless resources
available. An AU communicates solely via the OBU,
which is capable of handling all mobility and networking
functions on the AUS behalf.

2.5 Electronic License Plate(ELP)

It is the unique identity of the vehicle in order to locate
or track the vehicle through global positioning system,
during accidents or even missing of a particular vehicle.

3. Characteristic of VANET

VANET is having some unique characteristics as
compared to that of a MANET. These features
emphases its advantages over MANET. Some of these
features are included as follows.

3.1 Predictable Mobility

VANET differ other types of networks wherein in VANET,
the nodes move in defined fashion as they are bounded
to road topology constrains and vehicles have to obey
road signs and the traffic signals. This adds on the unique
characteristics of VANET in terms of predictable mobility.

3.2 Safe Driving, Traveler Comfort and
Enhanced Traffic Competency

VANET establishes direct communications among
mobile vehicles. Therefore, it is capable of providing alert
or warning messages about accidents to drivers who are
commencing their journey in the same direction, or may
also provide a sudden message regarding hard breaking
in case of landslides and any other calamity, informing
the driver to be aware and construct a broader picture
of the road ahead. Along with these additional kinds of
applications could be applied for safety majors by the use
of this type of network which regains passenger comfort
and traffic efficiency by disseminating information
about weather, traffic flow and along with this also some
information related to point of interest of user (gas station,
shopping malls and fast food).

3.3 No Power Constraints

Vehicles are capable of providing continuous power to
the OBU through its battery. Therefore, no extra power is
required to be maintained.
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3.4 Variable Density Constraints
Density here defines the amount of vehicles at time in
the network. In vehicular communication the amount of
vehicles may differ depending upon the traffic scenario
which may be either high or low at times.

3.5 Sudden Change in Network Topology
Every time it is not necessary that the vehicles may move
at a constant speed. In a network here may be vehicles
moving at high speed as well as vehicles moving at low
speed. Even though there is a variation in the speed,
VANET is capable of communicating through the
network. Then communication link between the vehicles
moving in opposite direction is very short as compared to
that of vehicles moving in the same direction. The sudden
changes in link connectivity cause the corresponding
network diameter to be small; also many times some of
the paths are disconnected before they can be used for
communication.

3.6 Large Scale Networks
VANET is capable of establishing its network for crowed
city areas as well as areas like highways.

3.7 Interaction with Onboard Sensors

Sensors are the mode of communications through which
data can be fetched for the further communication.
Sensors can fetch and process the data related to velocity of
the vehicle, direction and can communicate to the nearby
data center. Sensors form a good link for communication
in routing protocols.

4., VANET Communication Model

As mobile communication has drastically changed the
lifestyles of human being, vehicular communication
is expected to play a very important role as a future
development of the society. Industrial sectors,
telecommunication sectors, government research agencies,
academic researchers are focusing in developing more
secure transportation on the roads through Vehicular
Adhoc Networks. VANET is a special case of MANET,
in which vehicles equipped with wireless and processing
capabilities can create spontaneous network moving along
the roads while travellingﬂ. Vehicles at the current are also
being equipped with on-board computing and wireless
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communication devices along with specific sensors and
navigation systems like Global Positioning System (GPS).
Communication in VANET can take place in three
different ways as shown in Figure 2 i.e. it can be either
V2V or V2I or also both V2V and V2I (hybrid network)ﬁ.
V2V communication uses radio and infrared waves to
establish communication. Radio waves have very high
frequency (VHF). These can be micro or millimeter waves.
When it comes to line of sight communication, infrared
and millimeter waves are utilized. Whereas for broadcast
communicationVHF and microwaves are preferred.

b.V2V communication

bV2Ter 2V and V2V communication

Figure2. Different types of VANET communication model.

IEEE 802.11 has been reconstructed to IEEE 802.11p
for wireless communication in VANETH. The basic
characteristic of this is as of Wi-Fi, added on with some
advanced specification for intelligent transport system.
ITS provides aband of 5.9 GHz(5.85-5.925 GHz) for the
sameﬁ. Higher standard based similar to IEEE 802.11p
is IEEE 1609 for advanced level applications in VANET.
There are various ways of communication through the
VANET which includes vehicle to vehicle communication
as shown in Figure 2. Here the data or and any other valid
information related to security or any message transfer is
communicated only between two vehicles. Another way is
to communicate between RSU and the vehicle, where data
shared is related nearby providing information related to
available scenario as shown in Figure 2. Apart from this,in
VANET the communication can also take place between
all the three different units i.e. RSU to vehicle or also
vehicle to vehicle as shown in Figure 2.IEEE 1609 standard
defined for communication for Wireless Access in Vehicle
Environment (WAVE)has different parts as shown in
Figure 3. WAVE 1609.1 section is responsible to establish
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connection with the on board unit along with a processor
section. WAVE 1609.2 defines various secured message
structure. These structures are designed in order to protect
the message from various attacks. WAVE 1609.3 handles
the network services. WAVE 1609.4 it handles multi-
channel co—ordinationﬂ. Not only WAVE, but there are
various wireless communication technologies that support
vehicular communication. While having communication
between the vehicles in an open environment, the security
of VANETs is one of the most critical issues as their
information transmission is propagated in open access
environments. The system should be capable of establishing
the liability of drivers but at the same time, it should provide
protection as far as possible the privacy of the drivers and
passengers are consideredH.Vehicular AdhocNetworks
are also easily prone to several vulnerabilities and attacks
due to open access communication. These attacks may
include Jamming, Forgery, Impersonation, Privacy
Authenticationand many mor.

Resource manager

WAVE
(1609.1)

WAVE
(1609.2)
Secure message Formats

Mhltichannel operations
WAVE

(1609_3)
Network Services

Figure 3. Generalized structure of IEEE 1609 standard.

There are various advantages of various wireless
communications vehicular
communication as reflected in Table 1. Various wireless
technologies like Wi-Fi, WiMax, WAVE, Infrared, and
Cellular can be used for vehicular communication.
However, from the table it can be concluded that WiMax
offers better radio coverage as well as very high data rate
as compared to other technologies but with a compromise
of high transmission power for single mobile node.
Therefore, for low traffic loads, even at high speed of
vehicles we can get low latencies using 802.11p. Different
experimental results fromﬁ, WiMax attains better results
than 802.11p and 802.11a.

technologies for

5. Routing Strategies for VANET

Communication between the nodes in an available
network is formed during various routing strategies.
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Table 1. Comparison of different high speed wireless communication technologies

Indicative wireless Wi-Fi 802.11p Infrared Cellular Wimax
features (WAVE)
Standards IEEE 802.11 IEEE,ISO,ETSI ISO ETSI,3GPP IEEE 802.16
Channel bandwidth 1-40MHz 10MHz, N/A (optical carrier) 25MHz (GSM), 1.25MHz-20MHz
20MHz 60MHz (UMTS)
Allocated spectrum 50MHz @ 2.5GHz, 30MHz (EU), N/A (optical carrier) (Operator-dependent) 2.3GHz,2.5
300MHz @ 5GHz 75MHz (US) Ghz,3.5GHz
Frequency band(s) 2.4GHz,52GHz 5.86-5.92 GHz 835-1035nm 800 MHz, 900 MHz, 2GHz-11GHz
1800MHz, 1900MHz
Communication <100 m <1000 m <100 m (CALMIR) < 15km <50km
range
Half/full Duplex Half Full Half Half Full
Suitability for Low High Medium High High
mobility
Bit rate 6-54Mb/s 3-27Mb/s < 1Mb/s <2 Mb/s < 2Mb/s 100Mbps for
20MHz channel
Transmission power 100mW 2 W EIRP 12 800 W/Sr pulse 380mW (UMTS),2 0.5W-10W
for mobile node (EU), 760mW  peak 000mW (GSM)
(Us)

These routing schemes make use of available network
and resources to communicate and confirm a faithful
transaction among two nodes. Depending upon the
scenario used for routing, they are divided into following
waysﬂ.These all routing strategies can be briefly depicted
from Table 2.

5.1 Broadcast Routing

Broadcast routing is method wherein the packets are not
routed and forwarded by the routers in any network. It
is configured to forward the messages in some different
ways. A broadcast message is destined to be circulated
to all network devices in a particular network. Here the
router can send the message to the host one after the
other and then the host circulates it among other entities
in the network.Another way is that the router just floods
the message to all possible networks connected.Some of
the protocols used under broadcast routing of vehicular
communication include BROADCOMM, Urban Multi-
hop Broadcast Protocol (UMB)H, Vector-Based Tracing
Detection(V-TRADE), Distributed Vehicular Broadcast
(DV-CAST).As compared to other protocols, V-TRADE
and UMB are location based protocols and V-TRADE has
more delay constraints than UMB.
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5.2 Geocast Routing

Here the transmission of message depends upon the
location of a particular vehicle. Normally the group
message is send to number of vehicles under same
application. It depends upon the application whether the
message is to send in group or to a particular node. For
transmission of message each node or the vehicle must
be capable of identifying its location and convey it to the
nearby communication device may be RSU. Some of the
Geocast routing protocols for vehicular communication
include Inter-Vehicle GeoCast (IVG), Direction-based
Geo Cast Routing (DG-CASTOR),Distributed Robust
Geo Cast(DRG), Robust Vehicular Routing (ROVER),
Dynamic Time-Stable Geo Cast (DTSG), Border node
Based Routing (BBR),Vehicular Ad-hoc Networks
Context-Aware Routing Protocol (VCARP). The location
tracking can be fulfilled through the GPS on board.
However, from the above protocols only VCARP and BBR
guarantee delivery.

5.3 Cluster Routing

Here the network is divided into sub networks or
substructures called as clusters which are interconnected
in a network. Each network has a cluster head which
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Table 2. Different routing protocols for VANET

Broadcast Geocast Cluster Position Topology
BROADCOMM |IVG CBR NON-DELAY | GPSR PROACTIVE |DSDV
UMB DG-CASTOR |CBLR TOLERANT | GPCR OLSR
V-TRADE DRG HCB CAR FSR
DV-CAST ROVER COIN GSR
DTSG LORA-CBF A-STAR
VCARP CBDRP GYTAR |REACTIVE DSR
BBR TIBCRPH CBF AODV
MIBR TO-GO TORA
DELAY GeOpps
TOLERANT | VASS
HYBRID GeODTN
helps to circulate the message to the other elements in the Contention  Based  Forwarding  (CBF),Topology
network through gateways.Some of the Clustering based -assisted  Geo-Opportunistic  (TO-GO),Geographical
protocols for vehicular communication includeCluster Opportunistic ~ Routing  (GeOpps),VASS,Geographic

Based Routing (CBR), Cluster Based Location Routing
(CBLR), HCB, and Clustering for Open IVC.

Network (COIN), Location Routing Algorithm with
Cluster Based Flooding (LORA-CBF),Cluster Based
Directional Routing Protocol (CBDRP),andTraffic
Infrastructure Based Cluster Routing Protocol with
Handoft (TIBCRPH), Mobile Infrastructure Based
VANET Routing Protocol (MIBR). Cluster based routing
protocols are designed for local services and are used
by extending the different services by various means
like inter-cluster and intra-cluster communication.
However, these types of protocols face main challenge in
maintenance of varying clusters and dynamic selection of
respective cluster heads.

5.4 Position Routing

Position of each node is used for decision of transferring
messages to any other node in the network. Depending
upon the position the message is been circulated.It is
required that a particular node is aware of its own positions
in absolute or relative terms as well as its velocity and the
direction in which its moving. Position based routing
is further classified as delay tolerant, non-delay tolerant
and hybrid routing. These are based on delay specific
constraints for delivering the message to a particular
node. Some of the position based protocols include
Greedy Perimeter Stateless (GPSR), Greedy Perimeter
Coordinator Routing (GPCR), CAR, Geographic Source
Routing (GSR), Anchor-Based Street and Traffic Aware
(A-STAR), Greedy Traffic Aware Routing (GYTAR),
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Routing in Disruption Tolerant Networks (GeODTN).
Dynamic base station DGPS (DDGPS), is also one of the
technique which is used by vehicles in the second step to
generate and broadcast the GPS pseudo range corrections
that can be used by newly arrived vehicles to improve
their positioningﬁ. Position based routing methods have
a disadvantage of finding out the proper location of the
vehicles; this is mainly due to the inaccuracy of some
of the GPS location systems.The packet delivery ratio of
Geo-Reactive increases when compared with GPSR as
packets are forwarded only through stable linksﬁ.

5.5 Topology Routing

As compared to position based routing, topology
based routing has limited performance. This scheme
effectively requires additional node to carry the topology
information during the routing decisions. This routing
is further divided in proactive and reactive routing.
Some of the topology based routing protocols include
Destination-Sequenced Distance-Vector (DSDV),
Optimized Link State Routing (OLSR), Fisheye State
Routing (FSR),Dynamic Source Routing (DSR), Ad
hoc On Demand Distance Vector (AODV), Temporally
Ordered Routing Algorithm (TORA). Generally, these
protocols are not used well in the terms of VANETSs due
to the overheads because of routes finding and also due to
maintenance ofroutes in the while the vehicle is moving. In
VANET scenario the mobility factor is high as the vehicle
is in continuous moving condition. This makes a frequent
network partitioning which leads to disconnection of
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routes. As the routes get disconnected the topology
information is required to be re-circulated again.To
discover routes with the limited routinginformation, a
receiver contention scheme is designed fordetermining
the next hopﬁ.

6. Secure Routing Protocols for
VANET

There has been various routing protocols communication
in VANET as well as to preserve its security aspects.
From last few years many researchers have developed and
suggested many such approaches that can benefit in time,
delay, latency, security, power consumption and many
more parameters for secured VANET communication.
TCP/IP layer implementation and the threats on different
layers of this model have been discussed and solution for
the same has been provided in. Also from privacy point
of view, a logical address, distinguishes the node within
a global area, is the privacy threatening factor. IPv4
and IPv6 packet format and privacy threatening fields
are also important to study when establishing VANET
communicationﬁ.Denial of Service attack, Message
Suppression Attack, Fabrication Attack, Alteration Attack,
Replay Attack, Sybil Attackﬁ, are the attacks which can
occur during VANET communication. This may affect
the security of the VANET.The survey on various attacks
and its possible solutions have been discussed and in
Mainly two major attacks on VANETS, Sybil and Denial of
service is the most dangerous for VANET. Hence in this
scenario, secure data aggregation is must in order to enable
a node valid information instead of false. Comparison of
various proposed schemes for faulty and misbehaving
nodes is made inﬁ. Another algorithm of DMN- detection
of malicious node in VANETs which improves network
performance has been proposed in Itisolates the nodes
which has abnormal behavior and selects and verifies the
node based on three values i.e. load, distance and discrete
trust value.Special case of Sybil attack detection through
active position detection has been proposed inﬂ.The
identity based signature scheme proposed inf{ is more
effective in time consumption. It uses Elliptical Curve
Cryptography (ECC) algorithm for its implementation.
Various requirements like, authentication, traceability of
trusted third party, integrity of message, driver likability
and batch signature verification has been supported by
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this algorithm. Identity Based Batch Verification (IBV),
for secured and efficient use in VANET communication
also proposed in H Here it provides good performance
in terms of delay and transmission overhead.Identity
based cryptographic solution provide authentication,
confidentiality, non-repudiation and message integrityﬁ.
Here no extra storage is required for any of the vehicles
neither for the infrastructure. Verification of a new
node entering the network must be done to ensure that
the node is trusted. To validate this information, each
node sends a vector to show its recommended trusted
value. Based on this the false node is eliminated from
the network. This mechanism is proposed inﬁ. Not only
recognition of unknown node is essential, but balanced
overhead for computation and secured guarantee from
attacks is also important. The same has been explored
in with RSU inﬁ. Apart from this authentication of
transferring node with privacy preserving is proposed
inﬁ. It also describes the better performance of ECC over
Rivest Shamir and Adleman (Encryption algorithm-RSA)
in context with two important factors which includes key
size and computation. As authentication of node entering
the network is important,proposes a scheme of multiple
base stations, where the base station checks and verifies the
identification of each node using the vehicle identification
number. Group based authentication is also safe and
effective for safety message disseminationﬂ Another
access control scheme for vehicular communication with
thehelp of we integrate pseudonym with Identity Based
Signature (IBS) is proposed inﬂ. It authenticates the
message and exploits pseudonym to protect privacy.The
efficiency of data access was improved by allowing sharing
and coordination of cached data using pseudonym based
cryptography inﬂ. Batch verification is also added on
in this algorithm. Biometrics plays an important part
in identification and authentication. A combination of
face and finger print biometrics provide more accurate
recognition of usersProposes, a novel approach for
enhancing the security of user authentication in VANETS
based on biometrics. Entry of malicious node is expected
during VANET communication. Hence trust building
isanother method to authenticate the use. ﬁgives a
systematic review of various trust management schemes
implemented for effective VANET communication.
Signature based approaches helps to establish better trust
in terms of authentication. The Road Side Controller
(RSC) controls the RSU and also the delivering of
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messages through the RSU to any vehicle in a particular
area. ﬁuses proxy signature mechanism based on ECC
for authentication.Evaluation of better performance
during RF jamming attacks is difficult to obtain. VANET
communication has to compromise road safety during
RF jamming. The protocol which can detect and mitigate
RF jamming attacks has a broad research futureﬁ. Elliptic
Curve Digital Signature Algorithm (ECDSA) and AES
can also be designed for secured routing. These methods
have highest packet receiving ratios, even AES is superior
then all methods, it increased the probability of message
receiving in emergency caseﬁ.

Heterogeneousarea is the most demanding areas
for VANET research. A prerecorded co-operative
transmission scheme that can effectively extract the
underlying Doppler spatial diversity is proposed in'. This
proposed technique requires less power transmission
as compared with the traditional schemes also it has
been observed that it give increased distance coverage.
This scheme proposes networking at its best for highly
populated urban areas. By using a minimum hop count
prediction, better performance in terms of end to end
delay and packet delivery ration for heterogeneous
network is seen inﬂ Selection of appropriate gateway
to establish the connection with source vehicle is also
an efficient task. A fuzzy logic QoS based scheme for
appropriate selection of gateway is proposed inﬁ. The
results of this also providebetter progress than the other
deterministic schemes for selection of gateway. Another
fuzzy logic based Fuzzy Logic based Greedy Routing
(FLGR) protocol has been proposed which assists in
delivering safety messages to the destination vehicle
with minimum delayﬂ. ﬂproposesan optimized model
for multi-hop adhoc network to select the position of
gateway over a certain area. Multi hop clustering scheme
with improves stability is obtained inﬁ. The distributed
manner selecting of target leads to efficient and easy
cluster structure. Cloud computing provides sharing of
large data and resources over a media called as cloud.
This sharing of data through clouds can also be used
by VANET for its communication. Large data storage,
services like software, computational infrastructure, at a
reduced cost in been proposed inﬁ.This approach is based
on two models of clouds i.e. permanent and temporary.
Traffic Information as a Service (TIaaS), is another
cloud based service proposed inf**] This algorithm
preserves the most important parameters of VANETi.e.,
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authentication,integrity and non-frame ability. Privacy
preserving during VANET communication in order to
protect from various attacks has been proposed in.
Here collecting of traffic information and road status
for safety is obtained through VANETH.Secure Trafhic
Congestion Control Protocol (SCOOL) proposed inﬂ
is a secure routing protocol which provides integrity
and authenticity of transmitted data.Position based
routing of VANET is another way of communication
for VANET. Various protocols like non-delay tolerantEl,
delay tolerantﬁ, hybrid protocols including Gpsrj+,
JARR,GyTAR,GSR,SKVR, VADD and many more has
been explained inﬁ. An Improving Positioning in real
City environments IPC algorithm that can reduce the
GPS position errors has been proposed inﬁ. This protocol
improves location accuracy.Comparative analysis of
location based routing using Location Aided Routing
(LAR) and Zone Routing Protocol (ZRP) protocols are
also reviewed inﬁ. Another approach of co-operative map
matching method based on dynamic Base Station (DGPS)
is also used for improved position. It is decentralized
method for improvement in GPS positioning. Other
various position based protocols for improved security has
been discussed in[*’]. Depending on the scenario of large
traffic and parking based problems, tries to propose a
solution to this using dissemination scheme for VANETs.
Another recent approach includes Neighbor Discovery
Algorithm based on local monitoring to improve the
security of the data packets being transmitted by vehicles
and therefore avoiding collision attack in VANET.

The challenge in providing the effective routing
protocol involves, the low communication delay, low
communication overheadﬁ, low time complexity. To
meet these aspects there are various protocolsbased on
their strategy, based on target on which the protocols
works, and many more. All these protocols are reviewed
igeocast routing is a strategy based protocol. DRG
protocol is effective and gives better performance for urban
areas. Stable CDS-Based Routing Protocol (SCRP) a stable
CDS based routing protocol is also suitable for urban areas
tries to sole the addresses issue of selecting routing paths
with minimum end-to-end delayﬁ. It provides minimum
end to end delay for non-safetyapplication. Iit has been
proposed that with the effect of DRG the vehicle speed has
reduced as it comes close to the incident zone. Location
Information Verification Cum Security (LIVES) based
on Transferable Belief Model (TBM) also uses geocast
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routing strategy for communication between vehicles. The
increment in location error probability is lower in case of
LIVES as compared to A-VIP and W-LIVESﬁ. Based on
network model, geographic location privacy scheme which
uses identification location privacy threatening factors,
along with its solutions is proposed in. However this
approach still lacks behind the in providing authentication.
Fair access to V2 communication including collision
free transmission must be ensured along with security.
The Bayesian Trusted Effective Routing (BTER) scheme
provides a trust management mechanism between the
nodes in the VANET routing processﬁ.However, the
theory of belief functions is more rich and flexible than its
Bayesian counterpart, however it is more computationally
demandingﬁ. A new RSU selection algorithm, named RSEL
has been proposed for the same inﬁ. Here the RSU load
was improved up to 50%. CR-VANETS, ['*fare also a new
technology in Vehicular Adhoc Network. This technology
satisfies the demands of video and audio streaming,
collision warning, gaming and many more. The results inﬁ
demonstrated that MOCA can enhance connectivity in
vehicular cognitive networks and outperformed the other
approach in terms of throughput and jitter.

7. VANET Security Aspects

When it comes to working of Adhoc Networks with co-
operative transmission, security and privacy aspects must
be taken into consideration to achieve the effective results.
While considering these main requirements to fulfill by
the system is to provide with following thingsﬁﬁz

o Availability

o Integrity

Table 3. Theoretical analysis of different securityﬁ

o Confidentiality

e Privacy

o Authentication

o Non-Repudiation
o Freshness

Security requirements are well described inﬁ. Not only
this, but the efficiency of these nodes be up to mark due
to its mobile node functionality. It is possible that other
types of attack may occur when VANETSs are actually
implemented in the real worldﬁ. To secure VANETs
from attacks, the main discovery must be made up of
different types of attackers. These attackers can be broadly
classified as followsﬂ, Insider and Outsider or Malicious
and Rational or Active and Passive. Once the process of
harming the system by the attacker is known, it becomes
easy to understand and detect the attack. Secured possible
solutions on some attacks have been proposed in.
But still the system requires many robust techniques to
achieve secured and privacy preserved data migration.
Some of the techniques provide hardware level security
while others may provide just data related security.
However, it depends on the application for which the
system is designed. Table 3 shows the different security
techniques and their advantages and disadvantages.
However, many advanced version techniques to provide
high level, all round security are under research.

With the consideration of different security aspects
and the recent study for the implementation of VANET
using different algorithms and strategies, Table 4 has been
constructed. This table tries to explore the advantages and
disadvantages of the various security papers implemented
for fulfilling the security need.

Technique Year of Advantages Disadvantages Level of security
Development

Authentication 1984 Use encryption, hash function, Difficult to authenticate Authentication
digital signature and certificates.  entity level

Group signature 1991 Any group member can sign the  Any attacker node can access Group based
message the information of the group

Detection and correction 2004 Node to node communication Passive node attack Data level

of malicious data

Hardware security 2008 Use cryptography protocols Programs and contents run-  Hardware level

ning on its own is not secure

Public key infrastructure 2010 Private key is kept with encrypted Malicious node can access Certificate
message the public key of the sender  authority

Certificate revocation 2010 Maintains the record of all re- User no longer possess the  Certificate based

voked keys

private key
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8. Simulation Platform

In recent years wireless and mobile network have been in
vast usage and has become as a daily necessity of human
being. It also increases its importance by providing
various facilities in short time span.By providing safety
and quick information VANETs have gained attraction
towards research. Simulators play a very important role

These simulators can be broadly classified as Network
Simulators, Traffic Simulators and VANET Simulators.
These simulators must be capable of analyzing the speed
limits, number of lanes, traffic signals, lights, overtaking
scenario and should consider the safety rules.

8.1 Network Simulators
Whenever there is a communication to be established

while judging the performance in real time scenario

in a network, network simulation is a good technique
considering various aspects of VANET communication.

Table 4. Survey of Advantages and disadvantages for various security algorithms

Sr. No | Reference | Advantage Disadvantage
1 41 Preventing Sybil attacks Detect all compromised vehicle yet not focused
2 46 Less overhead,less time consumption and Confidentiality ,Privacy aspects not considered
authentication
3 48 Athenticaton is provided through VIN(gaure- | V2I not focused
ented authentication)
4 74 Improve the localization error Video shortcomings such as image quality
5 42 Efficient time consumption Confidentiality ,Privacy aspects not considered
6 45 Accurately validate the vehicle node Historical events needs to be stored
7 47 Amount of Data Transfer and time is reduced | Confidentiality ,Privacy aspects not considered
8 49 5 aspects of security considered Fake Group leaders or any vehicle left the group
is not insvestigated here
9 52 Gives Authentication and biometrics Confidentiality ,Privacy aspects not considered
template, also it resists multiple attacks
10 43 independent of the number of message signa- |Illegal signatures not verified
tures,decrease the time cost, better scalability
11 67 Authentication,integrity,non-repudation Confidentiality ,Privacy aspects not considered
for both service provider and vehicle,false
request can be identified
12 86 Error probabilty less and end to end delay Non-adversary vehicles is not considered
decreases
13 54 Ensures anonymity and privacy Lifetime of private pseudonym and pseudonym
change w.r.t distance travelled must be focused
14 70 Communication overhead is less,gaurantees |Only authorized units can be linked and can
privacy and authentication transfer the data
15 31 Does not requires pre-registered identities | Large size of network and sybil attack is not
considered
16 39 Fake node detection,improvedthrough- Prevention from malicious node not focused
put,better packet delivery ratio,reduced end
to end delay
17 64 less time-consuming,authentication,privacy | Processing and communication delay to the
and confidentiality clouds must be defined
18 68 Provides authentication,anonymity and Confidentiality aspect not considered
anonymous vehicle tracing
19 50 Supports confidentiality,access control and | Decryption efficiency not specified
authentication
20 40 Better detection ratio,new path identification |Different aspects of security can also be add-
ed(not considered here)
21 34 Message integrity and privacy preserved Automatic establishement of trust is not focused
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wherein a program examines the behavior of a network.
This can be done either by communicating through
various entities of within the network or by even various
mathematical calculations and observation. There is
large amount of network simulators designed for various
VANET applications. These simulators work on various
programming language including C++, JAVA. Depending
upon the application and the required security these
simulators are available either as open source or for
commercial need. Some of these simulators include
NS2,GloMoSim,OMNet  ++,JiST/SWANS under the
open source category. OPNet and QualNet**'° are
commercial network simulators.

8.2 Traffic Simulators

As in deal with VANET, traffic plays a very important
part. This traffic may vary depending upon the speed of
the vehicles. However there and simulation platforms
which provide the analysis based on the available or the
current traffic of the network. This analysis may include
a better plan for a good traffic flow. Also it may be used
for future traffic prediction results and their uses. Even
these simulators, depending upon the programming

requirement are either open source or commercial based.
Some of these may include VanetMobisim, Sumo, MOVE,
STRAW, CityMob under the open source category.
Paramics is one of the traffic simulators for commercial
applications.

8.3 VANET Simulators

These simulators are a combination of both network and
traffic simulators. Therefore, these simulators give the
analysis of the created network environment and also the
current traffic analysis.TraNS is the VANET simulator
having a combination of NS2 and SUMO. OtherVANET
simulators are GrooveNet and NCTUS. These are open
source VANET simulators.

9. Future Research Direction

As per table 5, the security aspect like availability, integrity
and non-repudiation has not yet been focused. These
aspects if not considered may cause an attack to harm the
security of the system.Up to date, there are no security
standards that sufficiently meet all security requirements
with fewer overheads Future research direction should

Table 5. Future research direction to focus on possible security aspects to be fulfilled
Sr. no Reference | Year |Confidentiality |Integrity Authentication | Availability | Non- Privacy
repudiation
1 41 2008 |Not Defined Not Defined | Yes Not Defined |Not Defined |Not
2 46 2011 Yes Yes Defined
3 48 2012 Not Defined Not Defined
4 42 2015 Yes
5 45 2015 Not Defined
6 47 2015 Yes
7 49 2015 |Yes Yes Yes Yes Not
8 52 2015 | Not Defined Not Defined Not Defined | Not Defined | Defined
9 43 2015
10 67 2015 Yes Yes
11 54 2015 Not Defined Not Defined | Yes
12 70 2015
13 31 2015 Not
14 39 2015 Defined
15 64 2015 | Yes Yes Yes
16 68 2015 | Not Defined Not Defined | Yes
17 51 2015 | Yes Yes Not Defined Yes Not
18 50 2016 Not Defined | Yes Not Defined |Defined
19 34 2016 |Not Defined Yes Yes
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focus consideringtheavailability, integrity and non-
repudiation along with authentication for security in
VANET. Although much development has taken place,
security aspectsstill lag behind. Real time applications of
these techniques can be employed to find out the correct
performance to that of the simulated results'®>.Table 5
indicates the various future research direction which
should be considered so that a secured VANET without
any possible attack can be proposed.
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