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Cloud computing is a platform to share the data and resources used among various organizations, but the survey shows that
there is always a security threat. Security is an important aspect of cloud computing. Hence, the responsibility underlines to
the cloud service providers for providing security as the quality of service. However, cloud computing has many challenges in
security that have not yet been addressed well. The data accessed or shared through any devices from the cloud environment
are not safe because they are likely to have various attacks like Identity Access Management (IAM), hijacking an account or a
service either by internal/external intruders. The cryptography places a major role to secure the data within the cloud
environment. Therefore, there is a need for standard encryption/decryption mechanism to protect the data stored in the
cloud, in which key is the mandatory element. Every cloud provider has its own security mechanisms to protect the key. The
client cannot trust the service provider completely in spite of the fact that, at any instant, the provider has full access to both
data and key. In this paper, we have proposed a new system which can prevent the exposure of the key as well as a framework
for sharing a file that will ensure security (CIA) using asymmetric key and distributing it within the cloud environment using a
trusted third party. We have compared RSA with ElGamal and Paillier in our proposed framework and found RSA gives a

better result.

1. Introduction

As per NIST definition, cloud computing is the one that
enables us to share the configured computing resources on
demand over the network, which requires less effort from
management or from service provider to provision and
release the resources rapidly [1]. It is a new pattern to avail
the computational power with higher flexibility and avail-
ability at low cost [2]. TaaS, PaaS, and Saa$ are the three
service models evolved [3-5] and can be deployed as public,
private, hybrid, and community.

When IT services are outsourced, there is a need to
concern about privacy and security, particularly while
moving the data from an organization environment to the
cloud environment. The primary motivation is to reduce

cost, reducing the responsibility of both security and privacy.
All the outsourced services are accountable, and it is the
responsibility of an organization to process, monitor, and
address the various issues involved in both security and
privacy. Along with this, an organization has to focus even
on performance, availability, and recovery.

Accessing the data often from the data centers with the
high-speed Internet by a software application through devices
with mobility in nature is what comprises the term cloud.
Using cloud computing, the concept has evolved that any kind
of services are provisioned quickly on demand as per user
requirements. Services offered by the cloud service providers
(CSP) can be categorized into Software-as-a-Service (SaaS),
Platform-as-a-Service (PaaS), and Infrastructure-as-a-Service
(TaaS). Based on the usage of these services from the cloud
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comes with its own set of merits and demerits. Few may say
that it involves unnecessary risk; others may argue that it is a
way to minimize the cost for any kind of start-up business.
Accessibility, availability, agility, scalability, and efficiency are
the main reasons that make most of the business entities
attracted and migrated to cloud.

Note that the concept foretold revolves around data, and
whenever we talk about data we must address both security
and privacy issues [6-9] involved around it, especially with
the rate at which data are enormously out growing in
quantity. The lack of a well-defined entrance and egress
points or the ability to physically control arises the whole
host of security issues like data leakage, backups and re-
covery, abuse of privileged user access, regulatory re-
quirements, multitenancy issues, and many more. Thus, with
many gaps to be filled, more work is required in the area of
securing the data [10, 11] to make the concept of cloud more
acceptable to cloud service consumers.

Cloud is used for storing the data by many organizations,
but the computation is done at cloud service provider (CSP)
due to its resource (CPU/memory) elasticity, pay as per use,
access to data from any location throughout the world, no
requirement of any installation and maintenance, and
accessing at most relief from storage burden. Normally, the
cloud is deployed as private, public, community, or hybrid.
There is not a proper interface that can lead to threats to the
cloud.

In cryptography [12-21], key is the vital component in
the cryptosystem. It is one of the biggest challenging tasks to
manage them because it is the state of being legally re-
sponsible for any loss beyond the encryption and decryption
process, such as people and flawed policies. Just as in a
physical lock, a key is vital for providing access. The question
arises when the cloud service providers offer their own
encrypted and decryption [22-25] mechanism to protect the
data; they provide the key along with data. With the
encrypted data and the key lying with the cloud service
providers itself, they do act as owners and there is very little
that is preventing them for abusing that right.

The rest of the paper is organized and ordered into
various sections. In Section 2, all the related works associated
with cloud storage are discussed and the methods used to
overcome them are also reviewed. In Section 3, the proposed
technique for storing the data and sharing the key among
multiple users was discussed. In Sections 4 and 5, the ex-
perimental results with some simulation and analysis are
done. Finally, in the last section, both conclusion and
summarization of work are discussed.

2. Related Work

As we all know that the cloud provides the facility to avail
software, platform, and infrastructure as services and can be
availed as either public, private, or hybrid deployment
models, most of the organizations prefer to have both
computation and storage as a service from the cloud so that
they can be free from storage and computation management,
and accessing the data based on demand from anywhere, any
time, with low cost and also does not require any installation
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and maintenance. The only thing that should be taken care is
to provide secure interfaces and API’s so that no malicious
intruders (insider/outsider) can share the infrastructure or
can hijack the account which may lead to threats in a cloud
[26]. For example, booking a train, flight, or bus ticket or
updating PAN card through online is possible through the
cloud service transparently [27].

The data which are to be stored in the cloud are
encrypted by any chosen cryptography technique so that not
even cloud service provider (CSP) can access. Normally,
users would like to store the data in the encrypted form, so it
is necessary to protect the keys used for encrypting the data.
Now, the question arises whether the keys are to be stored
with either CSP or customer or any other third party au-
thority. Sometimes the data which are stored in the cloud are
to be shared among multiple members of the particular
members [28-30] using group key.

In the paper [31], the author provides an interface as a
service to manage files from different or multiple cloud service
providers and also a tool to monitor, download, or upload
throughput and single or multikey user accounts. Data stored
in the public cloud environment need more attention if the
data are more sensitive. Because customers do not have any
control over that environment, even he/she will not know
where exactly data will be stored or exist geographically.
Therefore, it is needed to use any standard cryptography
approach to protect both data and keys used. Managing the
keys used to encrypt the user’s data becomes an integral part,
especially when multiple tenants were using the same cloud
environment to share the resources. The importance of key
management is not well addressed in the European network
and Information Security Agency (ENISA) [32].

There are many standard cryptographic techniques
available, and can be chosen one among them to store the
data in an encrypted form. There are millions and billions of
users using storage as a service, and keys used to encrypt and
decrypt need to be protected. Now the problem arises, where
the key is to be stored either at customer, provider, or any
trusted third party.

In [33, 34], the authors introduce a public key in-
frastructure certificate scheme to secure the cloud applica-
tion program to encrypt the key, which also binds the key
with files based on File-Id attributes for personal storage. It is
easy to maintain and manage the keys to update, but it is
required to update the user credentials regularly. Suppose if
the user credentials are weak, then the security of file cannot
be assured. Here, the author encrypts the stored cloud data
using an elliptic curve.

In [35], the author divides the data into several portions
and the keys are generated randomly to encrypt each portion
of data. In [36, 37], to protect the outsourced data or re-
sources, the author uses overencryption which is a two-
layered model; i.e., owners will encrypt the resources or data
before uploading it to cloud. Once data are received in the
encrypted form, now once again the cloud server will
reencrypt it for the second time before other users download
it.

Yan and Zhou [38] based on the hypergraphs proposed
the key management which is scalable in nature and well
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suited for the various groups in an organization for large-
scale applications. The key management based on keying
hypergraph is a group key management.

3. Proposed Method

The functionalities of key management are to deal with the
generation and storage of key along with its distribution
among two parties. In cloud security, it plays an important
role in the attacks on public key cryptographic algorithms.
Here, we will be using a modified Diffie-Hellman distri-
bution scheme for the distribution of keys which are used to
encrypt and decrypt the data or files which are stored in a
cloud on a secure channel.

Public key cryptographic systems are purely based on
one-way functions, which consume less computing power to
convert plain text into ciphertext. The reason behind the
one-way function is that, in a reasonable amount of time, it is
not feasible for anyone to bring back the plain text from the
ciphertext (i.e, C=fxb(P) and P#f 'xb(C), where-
C =ciphertext, P = plain text, and Xb is a public key of party
B). Diffie-Hellman key exchange is one of the most used key
distribution method usually in a public key distribution
system (PKDS) to exchange a piece of information.

3.1. How It Works. Assume two parties (P and Q) are in-
volved in communication to exchange the keys over an
insecure channel, and it follows as below:

(1) P and Q chooses a large prime number “#” and a
primitive element “a” (both are public) along with
the one-way function Y = f(x) = g* modn

(2) Both the parties P and Q select their own random
numbers to say “p” and “q” and compute the values
“M” and “N,” respectively, and send them to each
other

(a) P computes M = g’Pmodn and sends M to Q
(b) Q computes N = g7modn and sends N to P

(3) Upon receiving, both computes the following:

(i) P computes S=N* mod n = (g2 modn)
(ii) Q computes S =M’ mod n= (gP1 modn)

(4) Now both the parties P and Q have the same key
which is shared over the insecure communication
channel

This communication uses a one-way function, which is
extremely hard to get back x=f""(y), even by knowing the
values of M, N, n, and g.

From Figure 1, public key cryptography is used to secure
and share a file from a cloud computing environment. The
proposed framework consists of 5 entities like cloud storage
(CS), cloud key management system (CKMS), certificate
authority (CA), data owner, and users.

(1) Data owner is the one who uploads the file into the
cloud storage and has full control over it. Each file is
identified by its File-Id.

(2) Users are the one, who would like to seek permis-
sions and access the file stored in the cloud.

(3) CKMS plays an important role in cryptography,
which provides confidentiality (encryption and de-
cryption), authentication of an entity, data origin
authentication, integrity, and digital signatures with
the help of CA (certificate authority)

(4) CA is responsible for establishing and vouching for
the authenticity of public keys.

(5) CS is simply used to store the files, as per KMS and
CA approval.

Initially, the owner of the file, which is to be uploaded in
the cloud environment, has to register with CKMS by creating
an account with login credentials. The same login credentials
can be used even to upload the list of users and their per-
missions with whom the uploaded file can be shared. Based
upon the user login details, the CKMS uses asymmetric
encryption to generate both public and private key pair as-
sociated with the user details. After receiving the request from
the file owner to upload the file in the cloud environment, the
CKMS will encrypt it by using the private key of an associated
file owner, and then, the encrypted file is stored in the cloud
storage. Any certified and a standard asymmetric or sym-
metric key algorithm can be used, which is not discussed in
our paper (e.g., RSA and AES). All the above process is being
done by CKMS with the help of the certificate authority (CA)
and its working strategy is given in Section 3.2.

3.2. Encryption Process. In the above process, the generated
private key (Ry) is used to encrypt the file and then the file is
stored in the cloud. The public key (Uy) is divided into two
parts by CKMS: one part of it is transmitted to the owner,
and rest is kept with CKMS.

Later, at the time of decryption, the whole key is used to
decrypt the uploaded file. Algorithm for generating the keys
and encrypting the file is given in Figure 2, and its notations
with definitions are provided in Table 1.

3.3. How Certificate Authority (CA) Works. Normally, it
comprises with registration authority, name server, key
generator, and certificate directory. The relationships with
these components are illustrated in Figure 3:

(a) Certificate authority: it is responsible to bind the
public keys to the distinguished user through signed
certificates, managing them with the serial number,
revocation of certificate, and also to authenticate the
public keys

(b) Name server: unique user names are managed

(c) Registration authority: entities are authorized by
unique names

(d) Key generator: it generates public/private key pairs
and symmetric keys or passwords

(e) Certificate directory: it is a database used to store/
organize/manage all the user certificates and also
permits the CA
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FIGURE 1: Block diagram of the proposed framework.

Algorithm for encrypting the file by cloud-KMS

Input: file (F), length of the key (K ), asymmetric encryption (A, )
Output: private key(R,), public key (U,), owners key(O,), KMS key (U,
If (Owner = TRUE) then do the following

(1) Use A, to generate Uy and R, (public and private keys)
2) Ez=A,,(Fand R})

3) Uy = (U, and Uy,)

( /I encryption of file using private key
( /I divides the public keys into 2 parts
(4) U,=Uy
(5) Upns = U

(6) DELETE(R,, U})
endif.

// delete public and private keys

FiGure 2: Encryption process by CKMS.

TaBLE 1: Notations and definitions.

Notations Definitions

Agne Asymmetric encryption algorithm
Uk Public key

Ry Private key

Ukms KMS’s part of public key

U, Owner’s part of public key
E¢ Encrypted file

Lysers List of users

APLgers Access permission list

F File to be uploaded in the cloud
Fy File identifier

3.4. Decryption Process. The file owner shares and uploads
the user list and their access permission list with the CKMS
and also sends an invitation to all the users who are all in the

Registration
. Name server
authority
Key Certificate
generator directory

Certificate
authority

Cloud-KMS

FIGURE 3: Services related to certificate authority.

list to access the file uploaded in the cloud along with the
part of owner’s public key for self-registration. A user can
access the file uploaded, by registering with CKMS. Once
registration is completed, the user will receive the login
credentials. Upon receiving, the user requests the file
through file identifier (F;4) along with the part of the owner’s
public key. Now CKMS checks the user permission details
from access permission list associated with file identifier. If
the list contains the user information and access permis-
sions, then CKMS regenerates the public key by combining
the parts, i.e., the one which received from the user with the
part of public key it is having.

During this process, it also downloads the file which is in
the encrypted form, from the cloud storage. Now with the
generated public key, it decrypts the downloaded file and
sends back to the corresponding user. Key translation
protocol is used to distribute and exchange the key between
users, owner, and CKMS (Figure 4).
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Algorithm for decrypting the file by cloud-KMS

Input: Fyg, Eg, Ugme Lusers Ugr APLygerss A

users’ “ “enc

Output: Fyy, F

(1) If (L yope = TRUE) && (APL,,., = TRUE)) then
(2) If (F;y = TRUE)

(3) Use A, to decrypt the File

(4) Uy < concatenate (Uy,e U,)

(5) F—=D(F Uy

(6) DELETE (Uy)

(7) Else “File Not Found”

(8) Endif.

FIGURE 4: Decryption process by CKMS.

CKMS acts as key translation centre (KTC), which allows
any two parties (owner to the user) or (CKMS to owner/
user), which do not directly share any kind of keying ma-
terial, to establish a secure communication through the use
of long-term keys K,r and Kgr with the CKMS. The key
translation algorithm is illustrated in Figure 5.

Suppose if the user requesting an uploaded file from
cloud to access is not present in the user list, then obviously
CKMS will deny the permission.

3.5. Implementation Details. The web-based application is
designed to implement the proposed methodology in the
cloud environment in OpenStack with the help of JAVA
technology. The Graphical User Interface is created and used
for self-registration by the owner to access or upload the file,
respectively. All users and owners make use of this GUI to
register with CKMS and set up the credentials. Upon reg-
istrations, file owner will also upload the intended user list
and access control or permission list in CKMS using the
interface provided. Once the user list is added, these users
will get the invitations either from CKMS or owner for self-
registration. Now CKMS uses a proposed asymmetric en-
cryption method to encrypt the file which too is uploaded in
the cloud environment. Normally, here we have used the
RSA-the asymmetric encryption algorithm to generate the
keying material (i.e., both public/private keys) and private
key is used to encrypt the file which is to be stored in the
cloud storage. For all the validations, certification is been
verified with certification authority (CA) by CKMS.

The commonly used mechanisms to generate the key in
public key infrastructures are Rivest, Shamir, and Adelman
(RSA), Diffie-Hellman (DH), digital signature (DS), and so
on. The framework which we have proposed performs all the
fundamental functionalities of key management such as key
distribution and generation, encryption, and decryption,
and all are tested on two instances in OpenStack (Virtual
Machines) with 4 GB of RAM and a dual-core 1.4 GHz Intel
Core i5 processor each. Finally, the performances of the
different public key infrastructure algorithms are considered

Key translation protocol used by cloud-KMS

Summary: A interacts with a KMS (T) and the party B.

Result: A transfers a secret message “M” to B.
(1) Notation: E is a symmetric encryption algorithm
(2) One-time setup: A and T share key K. Similarly, B and T Share K.

(3) Protocol messages:

(@) A>T:AE (B,M)
(b) T—A:E (MA)
(© A—B:E (MA)
(4) Protocol actions:
(a) A encrypts M under K and sends to T with its own identifier.
(b) Upon decrypting the message, T determines it is intended to B, Look up

the key (Kyp) of the indicated recipient, and reencrypts M for B.

(c) T returns the translated message for A to send to B.
(d) Finally, A sends it to B.

Figure 5: KT protocol used by CKMS.

and compared to the process of encryption and decryption,
usage of CPU and memory. We carried out experiments on
multiple text files with different key sizes like 48 bits, 128 bits,
256 bits, 512 bits, 1024 bits, and 2048 bits.

Since CKMS uses key translation protocol, the parties
involved (owner, user, and CKMS) can exchange the mes-
sages or keying material more effectively, efficiently in an
insecure communication channel.

4. Experimental Results

The time plays a vital role during the generation of key,
encryption, and decryption process. All investigations are
made on Intel(R) Core-2 with CPU 1.4 GHz processor, 4 GB
RAM on Windows-10 working framework by using JAVA.
Any algorithm can be measured with the time parameter
that the system has consumed. If anyone wants to design an
optimized system, it must ensure that the above three in the
cryptographic system designed must consume less time.
Here, in Figure 6, we have shown the comparative analysis of
all the three algorithms of time taken to generate the key. We
have found that RSA algorithms consume less time com-
pared to all the other two algorithms irrespective of key size.
Here, we have analyzed only time taken to generate the key;
likewise, we can even do for time consumed for the en-
cryption and decryption process also because they are the
most important to provide the security in a cloud envi-
ronment which is not focused here in our paper.

The result in Figure 7 shows that the RSA algorithm
utilizes fewer resources like CPU, memory, and RAM when
compared to ElGamal and Paillier during encryption and
decryption of the files stored in the cloud. As we all know,
the RSA has limitations while handling the large file (bytes),
which consumes more resource utilization. For smaller files,
the proposed architecture gives better result by consuming
tewer CPU cycles.

Here, we have tested the proposed architecture on the
files with different sizes like 48 MB, 64 MB, 128 MB, 256 MB,
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FIGUure 6: Time consumed to generate a key of different sizes by

CKMS used by 3 different algorithms.
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FIGURE 7: Percentage of CPU usage for different public key al-
gorithms like ElGamal, Paillier, and RSA.

1024 MB, and 2048 MB and the plotted against CPU cycles,
as shown in Figure 7.

Apart from CPU usage and time consumption to gen-
erate the key, we have investigated the time consumed for
encryption and decryption in Figures 8 and 9, respectively.
From these figures, we can analyze that RSA consumes less
time for encryption and ElGamal consumes less time for the
decryption process. ElGamal is usually slower than sym-
metric ones for the same level of security, so it is faster to
encrypt the symmetric key with ElGamal and the message
(which can be arbitrarily large) with a symmetric cipher.
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FIGURE 8: Time consumption during the encryption process.
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FIGURE 9: Time consumption during the decryption process.

5. Complexity Analysis

As from the results, we can easily say that RSA is better than
ElGamal and Paillier. The complexity analysis w.r.t time for
RSA during encryption/decryption is O(log N°). If the public
“e” is fixed then computing M°, Mod N has the time
complexity O(log N°) which is better than other Paillier and
ElGamal.

In the encryption, the RSA performs better than
ElGamal in all cases. In the decryption process, the ElGamal
outperforms RSA, meaning that text messages are decrypted
faster by ElGamal than by the RSA technique. When viewed
as a single tool, the RSA is superior to the EIGamal algorithm
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TaBLE 2: Homomorphic encryption cryptosystems.

Characteristics RSA Paillier ElGamal

Platform Cloud computing Cloud computing Cloud computing

Homomorphic type Multiplicative Additive Multiplicative

Asymmetric in nature Yes Yes Yes

Data privacy All ensures privacy both in communication and storage (data at rest)

Data security Yes Yes Yes

Key used by Separate keys are used for encrypt/decrypt either by customer/provider

Speed (enc/dec) Fast/slow

Slow/slow Slow/fast

in terms of computational speeds. It is the reason why the
RSA algorithm has been and is still being used in designing
many security protocols for data communication (Table 2).

6. Conclusion and Future Directions

In this paper, we have proposed the framework to share a file
in a secure manner using public key infrastructure in the
cloud environment to store, share, and download by en-
suring and satisfying the three important property of se-
curity. In the proposed architecture, CKMS plays a vital role
and protect the file, which is shared among multiple users
and protected from the intruder either from inside or
outside. And also a small attempt is made to compare the
different public key infrastructure algorithms in terms of
time consumed to generate the key and time consumed
during the process of encryption and decryption. Key
translation protocol is used to share the key among owner,
users, and CKMS, which will also ensure authenticity. Here,
in the proposed architecture, we focused only on providing
privacy for the file or the data stored in the cloud, but not on
access level control. So the biggest open challenge is to
handle efficiently the revocation mechanism, accountability,
and user access control. Finally, we tested the metrics like
time consumption for encryption/decryption and CPU and
memory usage for the different PKI algorithms.

Data Availability

As a part of my research work, we used a multiple virtual
machine within the private cloud and monitored the pa-
rameters like CPU time and its usage while generating the
key of different sizes with respect to algorithms and also
consumption of time during encryption and decryption of
the proposed algorithm as mentioned in the paper. All the
required metadata are also mentioned in the implementa-
tion section.
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