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Abstract The distributed environment insists the protection of servers, while information sharing

is achieved. The conventional biometrics-based password authentication mechanisms use single ser-

ver, which can be compromised easily. The dual stage authentication mechanism has been already

proved for its security over the single stage authentication mechanism in our previous work. In this

paper, the protocol is improved to establish communication between the authentication server and

the master server through a secure link. Since the hashed messages are prone to collision attacks, the

proposed scheme uses elliptic curve cryptography-based ciphers for establishing connection at the

initial stage. The security analysis of the proposed authentication scheme with secure server – server

communication link reveals the robustness and the security features, which are offered over our pre-

vious as well as the conventional authentication mechanisms.
� 2017 Faculty of Engineering, Alexandria University. Production and hosting by Elsevier B.V. This is an

open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
1. Introduction

Protecting the network servers from any unsafe user is largely
indispensable, in case of the distributed environment [3]. As
per the current literature and the real-time situations, the pass-

words are found to serve as the primary authentication
approach in almost all applications [1,23,28]. From its exis-
tence in 1981, the researchers have centred their theme around

this approach, particularly during the past ten years
[5,6,10,19,21,22]. Password authentication using smart card is
one among the two-factor authentication techniques of the dis-
tributed environment, which is effortless with increased level of
robustness [2]. The smart card-dependent password authenti-

cation method involves a total of three phases, wherein the
user as well as the server is busily indulged in the execution
of crucial tasks. The registration phase forms the initial phase,

in which the server renders a smart card to the user. The per-
sonal details that pertain to the user are contained in the smart
card to allow its utilization during the authentication period.
Either the user or the server, who is involved in the registration

phase, is given the freedom of making a choice on the initial
password. Once the registration phase gets finished, the user
enters the log-in phase and umpteen number of access to the

server can be made as per his/her wish. The availability of
an appropriate smart card and its associated password is
highly essential to succeed the log-in phase. Hence, the

approach involving both the smart card and the password is
found to undergo a two-factor authentication. When the pass-
word changing phase is performed, the user can alter his/her
tication
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Nomenclature

RC Registration centre

MS Master Server
AS Authentication Server
Ui ith user
k Secret key of RC

Fp A finite field of order p
Ep A non-singular elliptic curve over a field GFðpÞ
n; p Large prime numbers

Hð�Þ One way hash function
T Identity verifier table
ID0

i Identity of ith user

pw0 Password of ith user
B0
i Biometric information of ith user

SCi Smart card of ith user

REPð�Þ=GENð�Þ Probabilistic generation function and

deterministic reproduction function for the fuzzy
extractor

�=jj XOR operator/Concatenation operator
Z�

n=Z
�
p=Z

�
k A plane of real integers

Ppub Public key of the RC
SIDj Identity of the jth server
DAðBÞ=EAðBÞ Symmetric key decryption/encryption of B

using the key A
ri=rj An arbitrary integer
Mk=Mpub

Secret key and public key of the master server
Ma=Mb Elliptic curve constants a and b for MS
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password and the smart card details with complete indepen-
dence [3].

The smart card-based password authentication scheme was

put forth in 1999 itself [11]. It is after 1999, the researchers
have been intensively attracted towards the smart card-based
password authentication mechanism [12] due to the improved

robust nature that is experienced over the sole password-based
authentication mechanism [13]. Yet, the researchers of present
day have concentrated much on the basic vulnerabilities that

exist in the smart-card-based password authentication mecha-
nism to support real-time applications [14]. Various numbers
of works related to robustness improvement in the smart
card-based-password authentication mechanism can be found

in the literature in a span of last ten years [15–18]. One such
is the work of Juang et al. [17], wherein the authentication pro-
cedure of the log-in phase in the smart-card-based password

authentication scheme is performed swiftly through the inclu-
sion of a pre-computation phase. Incorporation of the pre-
computation phase has lessened the restrictions that are asso-

ciated with the computational power, in addition to enhancing
the authentication efficiency [17].

Previously, we have addressed the security challenges in the

state-of-the-art authentication mechanism that uses a single
server only. Hence, our previous article has introduced a dual
stage biometrics-based password authentication mechanism
using smart cards that use two servers for authentication. This

paper enhances the security of the dual stage authentication
mechanism further through establishing a secure server – ser-
ver connection, so that the probability of compromising the

server can be further reduced. The security enhancement is
demonstrated using the security analysis of the proposed
authentication scheme. The rest of the paper is organized as

follows: Section 2 reviews the state-of-the-art authentication
mechanisms that are reported in the literature and Section 3
distinguishes the existing single stage authentication mecha-

nism and the proposed dual stage authentication mechanism.
Section 4 explains the proposed authentication mechanism
with secure server – server communication link and Section 5
performs the security analysis on the proposed scheme. Sec-

tion 6 investigates the robustness of the proposed authentica-
tion scheme with as well as without secure server – server
communication link and the single stage authentication mech-
Please cite this article in press as: M. Boopathi, M. Aramudhan, Secure server-ser
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anism. Section 7 concludes the paper with the possible future
work.

2. Literature review

Li et al. [25,26] have made an attempt to put forth a dynamic
identity-based authentication protocol, which is used in favour

of smart card, in 2012 itself. Yet, Shunmuganathan et al. [24]
have pinpointed few demerits in the dynamic identity-based
protocols of [25,26] such as the susceptibility of the protocol

towards forgery attack, offline password guessing attack, poor
reparability and stolen smart-card attack. They have also dealt
with a secure remote user authentication scheme, which is rel-

evant to the multi-server environment. The uniqueness of their
scheme is that the data contained in the smart card undergoes
a logical way of security, in addition to preserving the iden-

tity’s dynamicity through password randomization at all ses-
sions. They have stated that their scheme exhibited improved
robustness in opposing the replay attack, forgery attack,
spoofing attack, offline-password guessing attack and stolen

smart-card attack [24]. In 2012, Islam and Biswas have also
suggested an enhanced scheme for password authentication
and updation. But, their scheme was also adversely affected

due to insider attacks, stolen-verifier and offline password
guessing. Therefore, Li [27] has presented an advanced smart
card-based password authentication and update scheme. Their

scheme was an extended version of their previous work, ren-
dering user privacy at a largely satisfactory level.

Though the previous works can be regarded as more viable
to the security threats, a hard platform that performs crypt-

analysis still exists. A small number of researchers have tried
to offer benchmarks, which aid in characterizing the protocol’s
robust nature for protecting it from the security threats [2]. As

an example, consider the work of Huang et al. [3]. They have
examined the literature and discovered two probable adver-
saries, who know the pre-set data in the smart card as well

as the data that continuously changes as time slots pass by.
At last, they have suggested few ideas for tackling the security
threats of similar kind during the execution of the smart card-

based password authentication mechanisms. The prevailing
authentication mechanisms are certainly improved due to their
ver communication for dual stage biometrics – based password authentication
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investigation on the security threats. In the same way, Wang
et al. [2] have accounted for the barriers that offer hindrance
in achieving two-factor authentication schemes. Some other

researchers have also given discussions on the security threats
with regard to the three-factor authentication schemes. Yeh
et al. [31] have made an analysis on the already available

three-factor authentication schemes and suggested few issues
that are related to privacy and lack of robustness against the
insider attacks as well as the stolen – verifier attacks. They

have put forward an authentication technique, which relies
on the elliptic curve cryptography that exploits three-factor
authentication for the biometric systems. Nevertheless, Yu
et al. [30] have tried to overcome the issues concerned with

the two-factor authentication scheme to propose a generic out-
line, supporting the three-factor authentication. Odelu [29] has
put efforts to utilize up to seven factors for imparting an effec-

tive authentication scheme, which employs both the elliptic
curve cryptography (ECC) and the biometrics – based smart
card. They have examined the performance with respect to

robustness and authenticity through the use of Burrows-
Abadi-Needham (BAN) logic.

2.1. Security issues

The smart card-based password authentication mechanism
supports a number of applications that include e-health, e-
governance, e-commerce and e-banking. But, their liability to

usability [9], privacy matters [8] and security threats [7] still
persists. The passwords that are related to the smart cards
can never be generated using tough entropy, as in the rest of

the password authentication mechanisms [1,4]. Therefore, the
smart card-based password authentication mechanism is
restricted because of these reasons [20].

In the former researches, the authentication factor was set
as one. But, numerous factors are considered in the researches
of present day [29]. Further, the biometrics-based authentica-

tion mechanisms involve one authentication stage or employ
one server alone. The total system will be subjected to destruc-
tion or security threats in such cases, if the adversary takes
control over that particular single server. Usually, the commu-

nication is established in a distributed environment that con-
tains more number of deregulated users. Hence, the chances
for compromising the server are high.

3. Notable biometrics-based password authentication mechanism

using smart cards

3.1. Single stage authentication mechanisms

He-Wang has introduced the most well-known single stage
multi-server authentication protocol, which rely on both the
smart card authentication and the biometrics password [32].

This protocol encloses a total of two phases. Registration of
the users as well as the servers with the RC takes place in
the initial phase. On the contrary, the second phase enables
user login and user authentication from the server through

the aid of RC. As a consequence, the sharing of keys among
the server and the user happens to set up a most reliable and
safer communication link. Therefore, the initial phase is ter-

med as registration phase and the second phase is termed as
login, authentication and key establishment phase. The com-
Please cite this article in press as: M. Boopathi, M. Aramudhan, Secure server-serv
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plete discussion of the protocol is dealt in [32]. The protocol’s
security and key sharing are accomplished in [32] through the
utilization of information hashing and ECC approaches.

Though the biometrics-based login goes hand in hand with
the smart card authentication and password login, the He-
Wang’s scheme is prone to severe attacks such as the known

session – specific temporary information attack and the imper-
sonation attack [29]. Therefore, Vanga Odelu et al. have tried
to improvise the robustness against similar kind of well-known

attacks. Odelu’s scheme [29] involves a total of six phases,
which are orderly initialization phase, registration phase, login
phase, authentication and key establishment phase, password
change phase and revocation and re-registration phase. The

initialization phase characterizes the non-singular elliptic curve
Ep over a finite field GFðpÞ, a secure one-way hash function

Hð�Þ that is devoid of collision and a symmetric key cryptosys-
tem. It is the RC that makes a choice of the private key to

decide on the public key, which is then publicly shared. The
private key is always maintained secret. During the execution
of the registration phase, the servers along with the users reg-
ister to the RC with the help of the credentials such as user ID,

server ID, password and biometric details of users. The RC
carries out a small number of protective measures before stor-
ing their details in the identity verifier table T.

3.2. Dual stage authentication mechanisms

The dual stage authentication mechanism is found to own two

stages of authentication, in accordance with its name. Hence, it
differs from a single stage authentication mechanism. As indi-
cated in Fig. 1, the two-stage authentication is accomplished

with the inclusion of two servers in the protocol. The literature
strongly aids the notion of dual server to mitigate the attacks
occurring due to the compromising of server, in addition to
imparting improved robustness. For instance, Yang et al.

[33] have pointed out few offline dictionary attacks influencing
the single server-based authentication mechanism. In addition,
they have stated the reasons for why the two server-based

authentication mechanisms are necessitated. Moreover, they
have concluded that the real-time applications cannot employ
or function using multiple servers. Hence, two servers are

employed. Usually, one server is to authenticate and the other
is to control the remaining server. In our earlier work, we have
introduced the dual stage authentication mechanism, which is

an enhancement over the Vanga Odelu’s scheme [29]. The
phases involved in this work include initialization phase, regis-
tration phase, login phase and authentication and key estab-
lishment phase. This scheme is found to be devoid of

password change phase as well as revocation and re-
registration phase, since the main goal was to render improved
robustness during authentication. The two servers that are

deployed in our schemes have been named as the Master Ser-
ver (MS) and the Authentication Server (AS). These servers,
when employed, allow the total user communication to take

place with complete control. During the execution of registra-
tion phase, the MS undergoes registration with the RC and
maintains the credentials in a secret manner such that the
AS is also not rendered with the details contained in MS.

When considering the authentication and key establishment
phase, two types of communication are established. One com-
munication is set up between the MS and the AS as well as the
er communication for dual stage biometrics – based password authentication

http://dx.doi.org/10.1016/j.aej.2017.01.031


Figure 1 The dual stage biometrics-based password authentication mechanism, without any secure server-server communication link.
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RC. The other communication takes place among the AS and
the user, the MS and the RC. Hence, no communication link is
established directly from the MS to the user or vice versa. The
Please cite this article in press as: M. Boopathi, M. Aramudhan, Secure server-ser
scheme, Alexandria Eng. J. (2017), http://dx.doi.org/10.1016/j.aej.2017.01.031
adversarial nature of the channel can be tackled with this
setup, since the AS is prevented from directly accessing the ser-
ver details.
ver communication for dual stage biometrics – based password authentication

http://dx.doi.org/10.1016/j.aej.2017.01.031


Secure server-server communication 5
3.3. Single stage vs dual stage authentication mechanisms

The communication link that is established between the partic-
ipants of single stage and dual stage authentication mechanism
is illustrated in Fig. 2. In the single stage authentication mech-

anism, the server establishes both the transmitting and the
receiving communication between the user and the RC. As a
result, the server is vulnerable to attacks and it can be compro-
mised by the servers. In the dual stage authentication mecha-

nism, the AS communicates with the user and RC, whereas
the MS communicates with the AS and the RC. Fig. 2 further
infers that the MS is not permitted to communicate with the

user and hence, it cannot be harmed by attackers. The AS is
only permitted to send information to the RC and not to
receive information from RC. Hence, a hacked AS cannot

harm RC. However, our previous authentication scheme has
initiated the authentication and key establishment phase by
transmitting a sensible nonce n2 from the AS to the MS that

can be hacked, if the server – server communication link is
weak. This issue is overcome in the proposed dual stage
authentication mechanism by establishing a secure server – ser-
ver communication link.

4. Secure server – server communication-enabled dual stage

authentication mechanism

The proposed authentication mechanism resembles our previ-
ous dual stage authentication mechanism with a change in the
Registration 
Center

Server User 

(a)

Registration 
Center

User 

Authentication 
server 

Master server  

(b)

Figure 2 Communication links associated with (a) single stage

authentication mechanism and (b) dual stage authentication

mechanism.

Figure 3 User and MS registration with RC in the proposed

scheme.

Please cite this article in press as: M. Boopathi, M. Aramudhan, Secure server-serv
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message to be transmitted from the AS to the MS in the step

AK1. Prior to the initiation of login, authentication and key
establishment phase, a server link establishment phase is
included to enable the message from step AK1 that is pro-

tected by ECC. The rest of the steps of login, authentication
and key establishment phase, the initialization phase and the
registration phase (see Fig. 3) are similar with those of our pre-
vious scheme. The server link establishment phase and the

authentication phases are detailed below as per Fig. 4.

4.1. Server link establishment

The server link establishment initiates the process for establish-
ing a secure communication link between the AS and the MS.
In this process, the MS generatesMk from Z�

k and performs the

elliptic curve operation. The prime field is determined as Ep

and it allows the selection of MP and Mp. Elliptic curve multi-

plication is performed between Mk and MP to determine Mpub

such that Mpub ¼ MkMP. The MS keeps Mk as its secret key

and Mpub as its public key. Moreover, it discloses the elliptic

curve parameters such as Ma;Mb;Mp and MP to the AS via

a secure channel.

4.2. User login

With user login, the user is facilitated to enter all the associated

credentials of him/her to the AS using just two steps, as dealt
in the login phase described in [29].
er communication for dual stage biometrics – based password authentication
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Figure 4 Proposed dual stage biometrics-based password authentication mechanism with secure server – server communication link.
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Step L1: The user (Ui) places his/her smart card (SCi) on a

card reader and enters pw0
i; ID

0
i for imprinting the private bio-

metrics B0
i at the sensor. As the next step, SCi makes a compu-

tation of r0
i and k0i with the expressions in Eqs. (1) and (2), in a

respective way. Subsequently, Hðk0ikID0
ikHðpw0

ikr0
iÞÞ and si that

the smart card SCi contains are tested for matching. A no

match allows SCi to discard all the credentials that are pro-
vided and causes the session to get ceased.

r0
i ¼ REPðB0

i; hiÞ ð1Þ
Please cite this article in press as: M. Boopathi, M. Aramudhan, Secure server-ser
scheme, Alexandria Eng. J. (2017), http://dx.doi.org/10.1016/j.aej.2017.01.031
k0i ¼ z0i �Hðpw0
ikr0

iÞ ð2Þ

X ¼ xP ð3Þ

K1 ¼ xPpub ð4Þ
Step L2: Next, SCi makes an arbitrary selection of the one-

time secret xi 2 Z�
n along with an arbitrary nonce n1. Preven-

tion of the known session-specific temporary information
attack is possible, if SCi determines K1 and X with the help
of Eqs. (4) and (3), respectively.
ver communication for dual stage biometrics – based password authentication
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In addition, these calculations employ x from Eq. (5),
rather than utilizing the session random number xi in a
straightforward manner. Moreover, SCi allows the computa-

tion of C1 and h1 through Eqs. (6) and (7), respectively. Here,
K1x stands for the x-coordinate of the ECC point K1. In the
end, Ui starts transmitting the message M1 ¼ fC1;X; h1g to

the server Sj by means of a public channel.

x ¼ Hðxikkikn1Þ ð5Þ

C1 ¼ EK1x
bIDi;SIDj; sj; n1c ð6Þ

h1 ¼ HðIDikSIDjksjkn1kkikXkK1Þ ð7Þ
4.3. Authentication and key establishment

Step AK1: Once the AS receives M1, it selects the nonce (n2), a1
and a2 to compute N1;N2;H1 and H2 using Eqs. (8)–(11),

respectively. Using these values, M2 is constructed and for-
warded to the MS. The various products that are involved
include the following.

N1 ¼ a1MP ð8Þ

N2 ¼ n2 þ a1Mpub ð9Þ

H1 ¼ a2MP ð10Þ

H2 ¼ h1 þ a2Mpub ð11Þ
Step AK2: The MS receives N1;N2;H1 and H2 before deter-

mining n2 and h1 using Eqs. (13) and (15), respectively. In

accordance with the value of h1 and Eq. (16), the MS calculates

the value of k
_

j. This obtained value of k
_

j is then conveyed to

the AS.

n02 ¼ N2 �N1Mk ð12Þ

n2 ¼ n02x ð13Þ

h01 ¼ H2 �H1Mk ð14Þ

h1 ¼ h01x ð15Þ

k
_

j ¼ Hðkjkh1Þ ð16Þ

Step AK3: k
_

j serves as the encryption key for the AS to per-

form encryption of the nonce n2 and therefore, the computa-
tion of C2 can be proceeded as stated below. The AS forms

M3 once again with the aid of C1;C2; h1 and X before transmit-
ting it to the RC.

C2 ¼ Ek̂j
ðn2Þ ð17Þ

Step AK4: With the details in M3 and as per Eq. (18), the

RC computes K2. Later, Eq. (19) supports in the computation

of IDi;SIDj; �sj and n1. As the next step, the RC forms M4

through considering the values of C1;X; �sj and SIDj before

sending it to the MS.

K2 ¼ KX ð18Þ

½IDi;SIDj; �sj; n1� ¼ DK2x
ðC1Þ ð19Þ
Please cite this article in press as: M. Boopathi, M. Aramudhan, Secure server-serv
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Step AK5: On receiving the SIDj and �sj, the MS checks

them against SIDj and sj that reside in it, after the completion

of the registration phase. Authentication of the AS and the

establishment of communication will be achieved, only when
there exists a matching between the parameters. The MS
would then compute h2 in accordance with Eq. (20) and trans-

mits it to RC, immediately after the authentication of AS.

h2 ¼ HðC1kXkh1kSIDjkkjk�sjkn2Þ ð20Þ
Step AK6: In this step, a second stage validation on SIDj as

well as �sj is accomplished for assuring the authenticity of MS.

This validation procedure is carried out through ensuring

whether HðSIDjkkÞ exists in T or not. The presence of

HðSIDjkkÞ in T indicates a valid MS. Else, an invalid session

is imagined to exist and the ceasing of the session takes place.
In the same manner, the validation of the user is accomplished

through the use of HðIDikkÞ. Existence of an authentic user as
well as the MS allows the RC to compute ki and kj with the aid

of Eqs. (21) and (22), respectively. Next, the RC performs the
validation of h1 and �sj, as Eqs. (23) and (24) are satisfied in

order. If the received h1 and �sj succeeds the validation proce-

dure, the RC uses Eq. (25) to compute n2. Once again the
received h2 undergoes validation using Eq. (26) and supports
in the computation of kij using Eq. (27). Depending on kij
and using Eqs. (28) and (29), the computation of C3 and h3
takes place in a respective manner. Later, these values help

in the construction of the message M5 that is to be transmitted
to the MS.

ki ¼ HðIDikkkrikHðIDkkÞÞ ð21Þ

kj ¼ HðSIDjkkkrjÞ ð22Þ

h1 ¼ HðIDikSIDjk�sjkn1kkikXkk2Þ ð23Þ

�sj ¼ HðkkrjkkjkSIDjÞ ð24Þ

n2 ¼ DHðkjkh1ÞðC2Þ ð25Þ

h2 ¼ HðC1kXkh1kSIDjkKjksjkn2Þ ð26Þ

kij ¼ HðkikK2kn1Þ ð27Þ

C3 ¼ EHðkjkh1kn2Þ½SIDjkkij� ð28Þ

h3 ¼ Hðkjkh2kC3kSIDjkkijkXkksjkn2Þ ð29Þ
Step AK7: The validation of SIDj is once more done

through the computation of SIDj in accordance with Eq.

(30). Then, the matching between SIDj and the stored SIDj

is analysed to authenticate the AS, paving way for any adver-

sary attacks to be prohibited. If a valid SIDj is encountered,

the MS forms M6 with C3; h3; kij;SIDj; �sj and KH2 and conveys

it to the AS. Computation of SIDj; kij and KH2 is made as per

Eqs. (30)–(32), in order.

SIDj ¼ DHðkjkh1kn2ÞðC3xÞ ð30Þ

kij ¼ DHðkjkh1kn2ÞðC3yÞ ð31Þ

KH2 ¼ ðkjkh2Þ ð32Þ
er communication for dual stage biometrics – based password authentication
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Step AK8: The AS performs validation of h3 yet again with
the help of Eq. (33). Once h3 is valid, Y;SK and h4 can be
found as stated in Eq. (34)–(36). Then, the AS utilizes Y and

h4 to form the message M7 for transmitting it to the user.

h3 ¼ HðKH2kC3XkC3YkSIDjkKijkXkn2Þ ð33Þ

Y ¼ yP ð34Þ

SK ¼ HðyXkkijksjÞ ð35Þ

h4 ¼ HðSIDjksjkh1kkijkXkYkSKÞ ð36Þ
Step AK9: The user achieves the computation of kij as sta-

ted in Eq. (37) and confirms whether h4 is valid or not by

exploiting Eq. (36). On finding a valid h4, the user uses Eq.
(38) to calculate h5 and transmits it as the message M8 to the
AS.

kij ¼ HðkikK1kn1Þ ð37Þ

h5 ¼ HðSIDjkkijkXkYkSKÞ ð38Þ
Step AK10: Eventually, the AS uses Eq. (38) for checking

the received h5 to finalize the key SK that is given as follows:

SK ¼ HðxYkkijksjÞ ð39Þ
5. Security analysis

5.1. Collision attack

Generally, the collision attack attempts to produce an input

that can result in a hash value corresponding to another input.
Under such circumstances, both the single stage authentication
mechanisms and our dual stage authentication mechanism are

vulnerable to the security threats. For instance, h1 of login
phase, h2; h3; h4 and h5 of authentication and key establishment
phase can be determined without knowing the hashing mes-

sage. Since we mainly focus on the security threats between
the AS and the MS, we investigate the possibility of avoiding
collision attack between the server links. So, the AS encrypts
h1 using ECC and sends to the MS. Though h1 is a hashed mes-

sage, it has been encrypted as curve points to avoid the colli-
sion attack. Since h1 is forwarded to the MS by the AS in
our previous scheme, collision attacks can easily occur.

5.2. Chosen – prefix collision attack

It is a variant of collision attack through which a similar

hashed message can be obtained from the concatenated two
hashing messages, when either of the prefixes is known. For

instance, h1 = HðIDikSIDjk�sjkn1kkikXkk2Þ can be obtained

by just knowing any of the concatenated messages, let us say
n1. Hence, the insecure server – server link can be vulnerable

to this variant of collision attack too. In the proposed scheme,
there is no hashed message to be transferred from the AS to the
MS in Step AK1.

5.3. Other attack models

Similar to our previous scheme, the current scheme is also
robust against the known plaintext attack (KPA), the chosen
Please cite this article in press as: M. Boopathi, M. Aramudhan, Secure server-ser
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– plaintext attack (CPA), the chosen cipher text attack
(CCA1) and the adaptive chosen cipher text attack (CCA2).
The KPA [35] of the proposed scheme is handled by leaving

the computation of C2 and h2 to the MS. Since k
_

j is unavail-

able in step AK1, the CPA is successfully weakened in the pro-
posed scheme.

C3 of the proposed authentication scheme is not prone to

CCA1 and CCA2 due to the decryption process and server val-
idation. As the property of [29] is derived in the proposed
authentication mechanism, it is found to be robust against

few other attack models such as server spoofing, stolen verifier
attack, known session-specific temporary information attack,
reply attack, impersonation attack and man-in-the-middle
attack.

6. Performance analysis

6.1. Robustness

The level of security is examined here to reveal out the pro-

posed scheme’s robustness in tackling the collision attacks
and four other familiar attacks such as CCA2, CPA, KPA
and CCA1 [35]. Usually, the proposed scheme imparts

improved robustness against guessing attack, privileged insider
attack, stolen verifier attack, password server spoofing, reply
attack, known session-specific temporary information attack,

man-in-the-middle attack and impersonation attack. Table 1
summarizes the robustness that the proposed scheme offers
against such type of attacks through making a comparison
with He-wang’s scheme [32], Vanga Odelu’s scheme [29] and

our prior scheme. Our earlier scheme does not have secure link
between the AS and the MS, whereas such secure link has been
established in the proposed scheme. As per Table 1, no scheme

is found to fail in rendering robustness against privileged pass-
word guessing attack, insider attack, stolen verifier attack, ser-
ver spoofing attack and man-in-the-middle attack. The two

proposed schemes of ours that involve and do not involve a
secure server link and Vanga Odelu’s scheme [29] impart
increased robustness against the impersonation attack, known

as the session-specific temporary information attack, and the
reply attack. On the contrary, He-wang’s scheme suffers
greatly due to these attacks [29]. When considering the attacks
such as CCA1, KPA, CPA and CCA2, high level of robustness

was achieved only with our schemes. On the other hand, the
remaining two schemes were found to exhibit higher vulnera-
bility towards the security threats. Our scheme with a secure

server – server link is found to be robust against the collision
attacks, whereas the rest of the schemes are vulnerable.

6.2. Security features

The analysis on robustness is alone not sufficient. A small
number of other features are to be considered to validate the

supremacy of the proposed scheme over the traditional
schemes as well as our prior scheme that does not incorporate
a secure server-server link. Table 2 compares the features that
are related to the proposed scheme against that of the previ-

ously available schemes. In the proposed protocol, the valida-
tion of the server identities was made four times for making
sure that the server is free from any sort of hacking. Of these
ver communication for dual stage biometrics – based password authentication
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Table 1 Robustness of the proposed scheme, our previous scheme and the conventional schemes against various attack models.

Attack models He-Wang’s

scheme [31]

Vanga Odelu’s

scheme [29]

Proposed scheme

Without secure server-

server link

WITH secure server-

server link

Server spoofing attack Yes Yes Yes Yes

Stolen verifier attack Yes Yes Yes Yes

Privileged insider attack Yes Yes Yes Yes

Password guessing attack Yes Yes Yes Yes

Man-in-the-middle attack Yes Yes Yes Yes

Known session-specific temporary

information attack

No Yes Yes Yes

Impersonation attack No Yes Yes Yes

Reply attack No Yes Yes Yes

KPA No No Yes Yes

CPA No No Yes Yes

CCA1 No No Yes Yes

CCA2 No No Yes Yes

Collision attack No No No Yes

Chosen – prefix collision attack No No No Yes

Table 2 Comparison of security features between the proposed scheme, our previous scheme and the conventional schemes.

Security features He-Wang’s scheme

[31]

Vanga Odelu’s scheme

[29]

Proposed scheme

Without secure server-server

link

With secure server-server

link

Provides mutual authentication Yes Yes Yes Yes

Provides perfect forward secrecy Yes Yes Yes Yes

Requires identity-verification

table

No Yes Yes Yes

Provides strong user anonymity No Yes Yes Yes

Provides SK-security No Yes Yes Yes

Multi-stage server validation No No Yes Yes

Protection against server

compromise

No No Yes Yes

Server credential protection No No Yes Yes

Secure server link No No No Yes

Protection against hashing

function

No No No Yes

Secure server-server communication 9
four validations, the RC involves two validations for validat-
ing the AS as well as the MS. The remaining two validations

are performed in the MS to check the AS. Consequently, the
MS or the RC can itself decide whether the server is compro-
mised or suffering from attacks. In Vanga Odelu’s scheme, the

validation of the server identity is achieved single time. On the
contrary, He-Wang’s scheme never does any such validation.
So, the traditional authentication schemes would certainly fail

to detect the server compromise or attacks. In the proposed
scheme, the MS only contains the user credentials. In addition,
the user is prohibited from communicating with the MS
directly and the MS performs user authentication via the AS

only.
Hence, the server attacks, which are caused through unpro-

tected channel that exists between the server and the user, are

greatly reduced. The credentials are maintained with improved
security in the MS, though the AS is prone to attacks. The RC
detects any sort of hacking in the MS and prevents the connec-

tion establishment of the AS with it or the MS. Therefore, the
proposed scheme can afford improved safety towards the user
Please cite this article in press as: M. Boopathi, M. Aramudhan, Secure server-serv
scheme, Alexandria Eng. J. (2017), http://dx.doi.org/10.1016/j.aej.2017.01.031
credentials without server compromise. Though the server cre-
dentials remain secure, a vulnerable link can demolish the

security of the protocol. This problem can be overcome in
the proposed scheme with secure server – server link by
exploiting the ECC concepts. As a result, the security of the

server – server link has been ensured. Moreover, adequate pro-
tection has been given to the hashed message of step AK1.

6.3. Computational complexity

As per [34], a one-way hash function, a symmetric key encryp-
tion/decryption process and an elliptic curve point scalar mul-
tiplication roughly take about 0.0023 ms, 0.0046 ms and

2.226 ms, in order. The comparison of the computational costs
of the traditional schemes against the proposed scheme has
been made in accordance with it and is listed in Table 3. The

complexity analysis reveals a non-satisfactory performance of
the proposed scheme with secure server – server link because
it has consumed 22.37 ms, which is higher than all the authen-
er communication for dual stage biometrics – based password authentication
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tication schemes. However, the security concern is considered
seriously because the hashing function plays a key role in all
the authentication mechanisms. From Table 3, it is evident

that the proposed schemes perform 33 hashing functions, the
Vanga Odelu’s scheme [29] performs 24 hashing functions
and the He-wang’s scheme [32] performs 21 hashing functions.

The role of hashing functions in the authentication schemes is
higher than any other security functions. While the collision
attack takes place, other schemes become prone to them. In

contrast, the proposed scheme is robust against the collision
attacks, though the computational complexity resulting from
the usage of ECC is more.

7. Conclusion and future work

This paper has attempted to establish a secure connection

between the dual servers, which are associated with our previ-
ous dual stage biometrics-based password authentication
mechanism using smart cards. Since the collision attacks break
the security of the hashed messages that are to be transferred

between the AS and the MS, the proposed secure connection
establishment process has deployed the ECC-based cipher
texts. As a result, the proposed dual stage authentication

mechanism has become robust against such collision attacks.
This has been demonstrated in the security analysis. The pro-
posed authentication mechanism has also been proved for its

security over the server-server communication link, privacy
for server credentials and challenges that are posed for server
compromise. Yet, the computational complexity of the pro-
posed scheme with secure server – server communication link

has been found to be higher than that experienced in our pre-
vious dual stage authentication as well as the conventional sin-
gle stage authentication mechanisms. Hence, the future work is

focussed towards reducing the computational complexity,
without compromising the security against the collision
attacks.
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